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What's New in KX Il Release 3.8.4
1 All clients now support function keys424.
1 New option on HKC client to construct Macro from Text: Text to Macro
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Introduction

The Dominion KX Ill is an enterpridass, secure, K\Waver-IP switch that

provides multiple users with remote Bld&vel control of 8 to 64 servers.

KX 11l comes with standard features such as DVI/HDMI/DisplayPort digital and

analog video, audio, virtuanedia, smart card/CAC, blade server support, and

mobile access.

5SLX 28 Y- LLL AYRAQARdAzrfEt&z 2NJ gAGK wl NRAGI
(CCSG).

In This Chapter

PaCKage CONTENES .....eiiiiiiiiiie ittt 1
KX 11l Device Photos and FEAtULES........coeeveiiiiiiiiieeeeeiee e 1
KX Ill Remote/Local Console Interfaces and User Station........................ 5
KVM Client APPlICALIONS.........coiiiiiiiieeeeeeiiceees s e e e e e e e e e e ee e 5
KX T ONIMNE HELR....cc oo e e 5

Package Contents

Each KX 1l ships as a fuynfigured stanehlone product in a standard 1U or
2U form with 19" rackmount chassis.

1 1-KX Il device

1- Quick Setup Guide

1 - Rackmount kit

2 - AC power cords

1- Set of 4 rubber feet (for desktop use)

1 - Application note

1-Warranty card

= =4 4 —a -—a -8

KX 1l Device Photos and Features

Hardware
1 Integrated KVMoverIP remote access
1 1U or 2U racknountable (brackets included)

1 Dual power supplies with failover; autwgching power supply with power
failure warning

1 Support for the following CIMs:

A For virtual media and Absolute Mouse Synchronization, use one of the
following CIMs:

Raritan. '
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Appendix Alntroduction

D2CIMVUSB
D2CIMDVUSB
D2CIMDVUSBEDVI
D2CIMDVUSBADMI
D2CIMDVUSEDP
A D2CIMVUSBUSBC
A Required for PS2 connection:
A DCIMPS2

> > >y > >

1 DVI monitor support from the DVI local port
A VGA support via a DVI to VGA converter
A DVI support via a standard DVI cable

1 Remote access and power management from an iPhon#&ad

1  Support for tiering in which a base KX Il device is used to access multiple
other tiered devices

1 Multiple user capacity (1/2/4/8 remote users; 1 local user)

1 UTP (Cat5/5€e/6) server cabling

1 Dual Ethernet ports (10/100/1000 LAN) with failover or isolation mode
support

I Field upgradeable

1 Local USB User port for-iack access
A USB Keyboard/mouse ports, connect to a cellular modem
A One front and three back panel USB ports for supported USB devices
A Fully concurrent local and remote user access
A Local graphical user interface (GUI) for administration

9 Serial port to connect to an external telephone modem

1 Centalized access security

1 Integrated power control

1 LED indicators for dual power status, network activity, and remote user
status

1 Hardware Reset button

Software

9 Virtual media support in WindowsMacand Linugenvironments*

1 Absolute Mouse Synchronization*

*Note: Virtual media and Absolute Mouse Synchronization require use of a
D2CIMVUSB, D2CH2aVUSB, D2CHAVUSBVI, D2CIMDVUSBADMI,
D2CIMDVUSBDP CIM or D2MI-VUSBUSBC

Raritan.
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1 Support for digital audio over USB

1 Port scanning and thumbnail view of up to 32 targets within a configurable
scan set

1 Webbased access and management

1 Intuitive graphical user interface (GUI)

1 Support for dual port video output

1 256-bit encryption of complete KVM signal, including video and virtual
media

1 LDAP, Active DirectoryRADIUS, or internal authentication and
authorization

1 DHCP or fixed IP addressing

1 Smart card/CAC auémtication

1 SNMP, SNMPv3, SMTP, and Syslog management

1 IPv4 and IPv6 support

1 Power control associated directly with servers to prevent mistakes

1 Integration with Raritan's CommandCenter Secure Gateways&C
management unit

1 CC Unmanage feature to remove dmfrom CEG control

1 Support of Raritan PDUs

1 Support for remote IP access from the new Dominion KX Il User Station

1 Support for access to serial targets using the Dominion Serial Access
Module (DSAM)

Photos

Front View




Appendix Alntroduction

Hardware models vary. Newer 2020 models have moved the DVI port to the
bottom position.

Diagram key

QPOVVWOOO

Dual Power AC 100V/240V

Dual 10/100/1000 Ethernet access

Local USB ports

DVID port

KVM ports for UTP Cabling (Cat5/5€/6)

Tier port for tiering devices

Modem port for external modems

Dominion Serial Access Module USB port
(optional)

Supported Number of Ports anBemote Users per Model

Model
KX3864

KX3832
KX3808
KX3464
KX3432
KX3416
KX3232
KX3216
KX3132
KX3116
KX3108

Ports Remote users
64

32
8

64
32
16
32
16
32
16
8

P P P N N A A AN O O ©
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KX Il Remote/Local Console Interfaces and User Station

Use the Remote Console interface to configure and manage the KX IIl over a
network connection.

Use the Local Consolaénface to access the KX Il while at the rack.

SeeKX Il Remote Console Interfaf@n pagel5), KX Il Local Conscl&X 111
Administration FunctionandKX Ill Local Cawole Interface(on page23),
respectively.

The Dominion User Station provides an alternative interface for IP access to the
KX llI's target servers. SBeminion User Statior{on pagel48).

KVM Client Applications

KX 1l works with

1 Active KVM Client (AK&pefault client, Windows only. Microsoft .NET5
or above required to use KX Il with the Microsoft Windehased Active
KVM Client (AKC). SAetive KVM Client (AKC) Helmn pager3)

1 Virtual KVM Client (VK&gava 1.8 is required to use the Jabased Virtual
KVM Client (VKC). Java 1.8.0_40 or higher is required to use the VKCS. Also
available in a Standalone version for the Chromenser. Java is required.
SeeVirtual KVM Client (VKC and VKCs) Help page34)

1 HTML KVM Client (HK@uns on Linux, Mac, and Windows without .NET,
in IE, Edge, Firefox, Chrome and Safari. No Java. Basic KVM features are
supported. Se&iTML KVM Client (HK@®n page77).

KX 11l Online Help

Raritan.
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KX 11l online help is considered your primary help resource.
KVM Client help is provided as part of KX Il online help.

Online help is accompanied by the KX Il Quick Setup Guide, which is included
with your KX [l and can beufiod on the Support page &aritan's website
(https://lwww.raritan.com/support/product/dominion -kx-iii).

The Support page also contains a PDF version of the end user help sections of
online help, and a PDF containing the KX Il administrator help sections.

See the KX Il Release Notes for important information on the current release
before you begin using thi€X I11.

To use online help, Active Content must be enabled in your browser.


https://www.raritan.com/support/product/dominion-kx-iii

Get Started Using KX Il

This section walks you through hitgvel tasks to start usg KX lII.

In This Chapter

Install and Configure KX ... 6
Default Login Change the Password............ccccoee oo 6
ANIOW POPBUPS . ..ttt e e e e e e e e e e e e e e aaaeeeeenennnennnnnd 6
Security Warnings and Validation MeSSages.............vvvvvvvvveiiiiiiniieieneneeenn 6
INStalling @ CertifiCate. .......uveiieeiiee e 8
Converting a Biary Certificate to a Base@ncoded DER Certificate (Optiodal)
Logging IN t0 KX HL.cccoiiiiieeeiee s 14

Install andConfigure KX 111

If you have not already done so, install and configure KX I.

See the KX III Quick Setup Guide that came with the KX Il device or download it
from the Raritan Support websitdattps:/ /www.raritan.com/support.

Default Login Change the Password
The KX 1l device is shipped with the following default settings. You are forced
to change the password at first login to a strong password.
1 Username ;admin
1 Password zaritan
1 IP address 292.168.0.192

Important: For backup and business continuity purposes, it is strongly
recommended you create a backup administrator username and password,
and keep that information in a secure location.

Allow PopUps

Regardlss of the browser you are using, you must allow-pg@g in order to
launch the KX 1l Remote Console.

Security Warnings and Validation Messages

When logging in to KX I, securityrwiags and application validation messages
may appear.

These include

I Additional security warnings based on your browser and security settings
SeeAdditional Security Warninggon page8)

Raritan. °
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Appendix AGet Started Using KX 111

9 If you choose to use the Virtual KVM Client (VKC/VKCS), you may see Java
security warnings and requests to validate KX IlI.

SeeJava Validation and Access Warniffon page7) and Installing a
Certificate(on pages).

Note! Use the HTML KVM Client (HKC) instead to avoid Java. Clie HK
JavaFree. Se&KVM Client Launchinpn page33).

Java Validation and Access Warning

When logging in to KX IIl using the Jaaaed client, Java prompts you to
validate KX Ill, and to allow access to the application.

Installing an SSL certificate in each KX Il device is recommended to reduce Java
warnings, and enhance security.

SeeSSL Certificates

Do you want to run this application?

Name: Raritan Favorite Devices Applet

g
~ == Publisher: Raritan Americas, Inc.
=

Location: https:f/192.168.60. 137

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

@again for apps from the publisher@
6 More Information

Security Warning | & ]

Do you want to Continue?
The connection to this website is untrusted.

Website: https://192.168.50.137:443

Mote: The certificate is not valid and cannot be used to verify the identity of this website.

More Information

Raritan. !
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Additional Secuity Warnings

Even after an SSL certificate is installed in the KX 1ll, depending on your browser
and security settings, additional security warnings may be displayed when you
log in to KX 111.

It is necessary to accept these warnings to launch the KX Ill Remote Console

Reduce the number of warning messages during subsequent log ins by checking
the following options on the security and certificate warning messages:

1 In the future, do not show this warning
1 Always trust content from this publisher

Installing a Certificate

You may be prompted by the browser to accept and validate the KX IlI's SSL
certificate.

Depending on your browser and security settings, additional security warnings
may be displayed wheroy log in to KX 111,

It is necessary to accept these warnings to launch the KX Il Remote Console.
For more information, se8ecurity Warnings and Validation Messagém

pageb).

Two sample methods on how to install an SSL Certificate in the browser are
provided here. Specific methods and steps depend on your browser and
operating system. See your browser and operating system help for details.

Example 1: Import the Certificate into the Browser
In this example, you import the Certificate into the browser.

(Mo tnformation S

i) The certiicate used to identy the website s not trusted. The reasons
are isted below,

Security Warning *a‘ Proceed at your own isk. |

‘ The certiicate Authority that ssued th cerbficate s ot busted.

. Do you want to Continue?
The connection to this website ts untrusted.
The appication is being downloaded from a site other than the cne.

{ ' specfied by the seauity certificate.
: - W ~Downioadng from *192.168.61.20"
. Website:  httos://192.168.61.20:443 B Raritan KVM"
i

| e—> Mew Cerbiicate Detals|

tre rity updat ma
| o ore DormaNor MNote to the Publisher: Security features to prevent
unauthorized redistribution of your Java appication wil cause this
| & ey appication to be blocked i the future. See urent Java

o] documentation about JAR Manfest entries for the changes that
f need to be made,

Note to users: For any questions, please contact the Publsher
who provided you with ths application, ‘

Visit Java.com for more detads Cose.

1. Open a browser, then log in to KX lII.
Click More Information on the first warning.

3. Click View Certificate Details on the More Information dialog. You are
prompted to install the certificate. Follow the wizard steps.

Raritan.
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Appendix AGet Started Using KX IlI

Note: If you are not prompted by the browser, manually select the Settings or
Options for your browser, and import the ¢iicate. The following example
shows the IE > Tools > Internet Options method.

Welcome to the Certificate Import
Wizard

) Tovs iz d elon you copy certAates, cervicate st
¢ o, and certhcats revoceson ket from your dak 19 &
s o Shcane store.

Certiticate Import Wirard

Internat Optioass A corbicate, which 8 s by & corticaton muthonty, &
ons ety

a5 orosect data o o eahah secre ratncrk

Convachana. & certAcate sore 5 B yvien aren where

Corvacanes wre ot

Generai | prrmiip: Content. | Comection)
Content ‘

9\ Ratrgs heb you contral the Internet cof |
viewed on the computer.

To contrue, dick Neat.

Certficates
Use certificates for encrypted connectol

®
! uerP P coviates '
AutoComplete 4

ﬂ—m;w

| Feeds and Web Sices

J°7] Feeds and Web Skces provide updated
Jg5) content fom websites that can be
read n Intemet Explorer and other

-& AutoComplete $10es DrEVLs 6 e Satings L Ll

o webouges and suggests maiches | ConcateImpor Wited
you. > e

—
Completing the Certificate Import
Wizard

The certhcate wil be mported after you Ak Frsh.

I programs. " B

li -
v You have echied the fslowng vettrgs:

Actomatcaly detemiredby ¢

Conters Corshcne

e N C:Womrs prrrferr Dedko'ee

Q-

- |
Cersfcate bmport Wazerd e

0 The import was successhl.

1. Click the Content tab.
Click Certificates.
The Certificate Import Wizard opens and walks you through each step.
A File to Import- Browse to locate the Certificate
A Certificate Store Select the location to store the Certificate
3. Click Finish on the last step of the Wizard.
The Certificate is imported. Close the success message.

4. Click OK on the Internet Options dialog to apply the changes, then close
and reopen thebrowser.

Q- -
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Example 2: Add the KX IIl to Trusted Sites and Import the Certificate

In this example, the KX IlI's URL is added as a Trusted Site, and Sigrgsif
Certificate is added as part of the process.

© © N Ok LD

Duage nectien Problemt
Reopen Last Browsing Sessicn
InPrecate Fitering
InPrevate Filtering Settings.
Pop-up Blocker
SeartScreen Filter
Mansge Add-ons
mpatibsity View
Compatibiity View Settings
bicabe to this Feed
Fred Discovery
Windows Update

Developer Tooks

Send to Biuetocth Device... 0—> ratle
OneNote Linked Notes

Custom evel. . Onfordt deves

Raset oh zones t defait et

Trusted sites

# You can 539 and remove webstes $rom B 20ne. Al webates 0
W/ P one il iae e 200t secunty settngs.

Add s websie 1o the 2one:
hitgs323.345.56 61 M|
|

' Websttes:

o Cancel = ||
- @» Requre server verficaton (htion:) for of stes n s xore

Q-

Open an IE browser, then select Tools > Internet Options to open the

Internet Options dialog
Click the Security tab.
Click on Trusted Sites.

Disable Protected Mode, and accept any warnings.
Click Sites to open the Trusted Sites dialog.

Enter the KX I RL, then click Add.

Deselect server verification for the zone (if applicable).

Click Close.

Click OK on the Internet Options dialog to apply the changes, then close

and reopen the browser.
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Next, import the Certificate.

Fihore Information X

[y The certificate used to identfy the website is not trusted. The reasons
are Isted below.

;Wﬁ—w Proceed at your own risk. “

The certificate Authority that issued ths certificate is not trusted,

The applcation s bang downloaded from a site other than the one
spedified by the security certificate.

/ ' Website: htws://192.168.61.20:443 :Dombndng from x'i._ws.sl.m

Note: to venify of this webste, o » '\QTC-J@—DEH
Ths appiication will be blocked n & future Java security update AR fle manfest does not

contain the Permissions attrbute. Please contact the Publsher More informaton Note to the Publisher: Seaunty features to prevent
unautherized redistribution of your Java application wil cause this

[—][ﬁ appication to be bocked in the future, See current Java
Cogfine Caccal o about JAR Manfest entries for the changes that
need to be made. |

Note to users: For any questions, please contact the Publsher
who provided you with this appication,

Visit Java.com for more detads | Gose |

1. Open an IE browser, then log in to KX 111
Click More Information on the first Javsecurity warning.

3. Click View Certificate Details on the More Information dialog. You are
prompted to install the certificate. Follow the wizard steps.

For details see-xample 1: Import the Certificate into the 8wvser(on
pages).

Raritan. 11
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Converting a Binary Certificate to a BaseBf#icoded DER Certificate (Optional)

KX Il requires an SSL certificate in either Baga®bded DER format or PEM
format.

If you are using an SSL cictte in binary format, you cannot install it.
However, you can convert your binary SSL certificate.

[ General | Detods Jeramez{ 2 )atn]

Show: l(.hl) VI
Field Vahe -
[Eversion v3 |
| |serial number Dce7eDes 17d3 46 fesfeS... |
=] signature algorithm shalRSA m
=] signature hash algorithm shat
(=Jtssuer DigiCert Assured ID Root CA, ...
|=]vakid from Thursday, November 09, 2006...
|=|vakd to Sunday, November 09, 2031 7...
s hiart Mini et A TN Bont 8 i
Learn more about certificate detais

1. Locate the DEGHKVMO0O0O1.cer binary file on your Windows machine.
Doubleclick on the DEGHKVMO00O01.cer file to open its Certificate dialog.
2. Click the Detall tab.

1 Raritan.
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3. Click "Copy to File...".

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate

store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, diick Next.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(*) DER encoded binary X.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS 27 Certificates (.P78)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS 212 (.PFX)
Indude all certificates in the certification path if possible

Delete the private key if the export is successful
Export all extended properties

Microsoft Serizlized Certificate Store (.SST)

Learn more about certificate file formats

[ <gak [ mext> | [ cancel ]

5. Select "Bas®4 encoded X.509" in the second Wizard dialog.
6. Click Next to save the file as a B&geencoded X.509.
You can now install the certificate on your KX III.

Raritan. 13
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Logging In to KX 1l

Log in to your KX Il Remote Console from any workstation with network
connectivity. See the Release Notes for supported browsesiens.

Logging in and using KX Il requires you to allowymp

For information on security warnings and validation messages, and steps to
reduce or eliminate them, seBecurity Warnings and Validation Messagés

pageob).

> Tolog in via Remote Console:

Launch a supported web browser, and enter the IP address assigned to the
KX 111

2. A default client is launched based on your PC and browser settings. See
KVM Clientgon page33). You can also choose a client by entering the URL
directly. SeKVM Client Launchi (on page33).

3. Enter your username and password, then click Login.

4. Accept the user agreement (if applicable). If security warnings appear, click
to accept.

Raritan.
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KX 1l Interface and Navigation

The KX Il Remote Console and the KX Il Local Console abaseebgraphical
user interfaces.

Use the Remote Console inface to configure and manage the KX Il over a
network connection.

Use the Local Console interface to access the KX Il while at the rack.

Access targets from either the Remote or Local console from one of the
supported KVM clients.

If you have the Domion User Station, you can also use it to access targets. See
Dominion User Statiorfon pagel48).

In This Chapter

KX Il Remote Console INterfaca.........uvviieiiiiiiieeee e 15
KX 11l Local Console INtEITACE. .......iieeeeeieee et 23

KX Il Remote Console Interface

The KX Il Remote Console is a brovimesed graphical user interface that
allows you to log in to targets connected to the KX Ill and to remotely
administer the KX 111

The KX 1ll Remote Console provides a network connection to your connected
KVM target srvers. When you log into a KVM target server using the KX Il
Remote Console, a KVM Client window opens.

There are many similarities among the KX Ill Local Console and the KX 11l
Remote Console graphical user interfaces, and where there are differences,
they are noted in the user manual. The following options are available in the KX
Il Remote Console but not the KX Il Local Console:

1 Virtual Media

Favorites

Backup/Restore

Firmware Upgrade

SSL Certificates

Audio

= =4 —a —a -1
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Port Access Page (Remote Console Display)

After a successful login, the Port Access page opens listing all ports along with
their status and availability.

Ports connected to KVM target servers (blades anddded servers) are
displayed in blue. Rigtdlick on any of these ports to open the Port Action
menu. For more information, seort Action Menu(on pagel9).

If a KX III parhas no CIM connected or is connected to a CIM with no name, a
default port name oDominion_Model Name_PortNumbes assigned to the
port. PortNumber is the number of the KX 11l physical port.

[EGRBEREE] Fove | Virtal Media | User Management | Device Settings | Securty | Maintenance | Diagnostcs| Help|
Home > Ports

Port Access

Click on the individual port name to see allowable operations.

0/ 2 Remote KVM channels currently in use.

] View By Seria | View By Group | View By Search| Set Scan|
4 No. Name Type Status Availability
1 Dominion_KX3_Port1 Dual-vMm up idle
2 VGA_OUT_4 Not Available down idle
3 Dominlon_KX3_Port3 M up idie
4 VGA_OUT_3 Not Available down idle
5 DVM-DP DVM-DP up connected
6 VGA_OUT_2 Not Available down idle
7 IBM-Power-720-primary DVM-DVI up idie
8 VGA_OUT_1 Not Available down idle
9 Dominion_KX3_Port9 Not Available down idle
10 Dominion_KX3_Port10 Not Available down idle
1" Dominion_KX3_Port11 Not Avallable down idie
12 Dominion_KX3_Port12 Not Available down idie
13 Dominion_KX3_Port13 Not Available down idle
14 Dominion_KX3_Port14 Not Available down idie
15 Dominion_KX3_Port15 Not Available down Idie
16 Dominion_KX3_Port16 Not Available down idie
Rows per Page [ Set |

Four tabs are provided on the page allowing you to view by port, view by group,
view by search and scan ports. A fifth tab, View by Serialaitahle when an
optional DSAM is connected.

You can sort by Port Number, Port Name t&gUp and Down), and
Availability (Idle, Connected, Busy, Unavailable, and Connecting) by clicking on
the column heading.

Use the Set Scan tab to scan for up to 32 targets that are connected to the KX
Ill. SeeScanning Ports Remote Consolén pagel51)

Raritan.
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Tiered Devices Port Access Page

If you are using a tiered configuration in which a base KX Il devisedsto
access multiple other tiered devices, the tiered devices are viewed on the Port
Access page by clicking on the Expand Arrow koto the left of the tier

device name.

Blade ChassisPort Access Page

The blade chassis is displayed in an expandable, hierarchical list on the Port
Access page, with the blade chassis at the root of the hierarchy and the
individual blades labeled and displayed below the root. Use the Expand Arrow
icon ® next to the root chassis to display the individual blades.

Note: To view the blade chassis in a hierarchal order, bthdssis sulypes
must be configured for the blade server chassis.

Dual Port Video GroupsPort Access Page

Dual video port groups appear on the Port Access page as Dual Port types.

The primay and secondary ports that are a part of the port group appear on
the Port Access page as Dual Port(P) and Dual Port(S), respectively.

When you access a dual port video group from the remote client, you connect
to the primary port, which opens a KVM caation window to both the
primary and secondary ports of the dual port group.

Note: The dual video primary port is defined when the port group is created.

Note: You cannot remotely connect to the dual video port group by clicking on a
primary port unlesswo KVM channels are available. If two channels are not
available, the Connect link is not displayed.

Note: The Action menu is not displayed when you click on a secondary port in a
dual video port group.

Note: You cannot connect to the primary port andoselary port at the same
time from the Local Port.

View by Group Tab

The View by Group tab displays blade chassis, 'standard' port groups, and dual
video port groups. Click the Expand Arrow ic®nnext to a group to view the
ports assigned to the port group.

View bySearch Tab

The View by Search tab allows you to search by port name. The search feature
supports the use of an asterisk (*) as a wildcard, and full and partial names.

17
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View by Serial Tab

The View By Serial tab is visible when a Dominion Serial Access Module (DSAM)
is connected by USB. Up to 4 serial targets can be connected to the DSAM by
USB.

| Power | Virtual Media | User Management | Device Settings | Security | Maintenance | Diag

Home = Ports

Port Access

Click on the individual port name to see allowable operations.
0/1 Remote KVM channels currently in use.

View By Port View By Group | View By Search m

Status Availability
4 L J DsAM4 Frant DsAM up
4.1 DSAM4 Port 1 DCE up idle
4.2 DSAM4 Port 2 AUTO down idle
4.3 DSAM4 Port 3 AUTO down idle
4.4 DSAM4 Port 4 AUTO down idle

3z Rows per Page

Set Scan Tab

The port scanning feature is accessed from the Set Scan tab on the Port Access
page. The feature allows yoa tlefine a set of KVM targets to be scanned.
Thumbnail views of the scanned targets are also available. Select a thumbnail
to open that target in its Virtual KVM Client window.

SeeScanning Ports Remote Consolén pagel51) for more information.
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Port Action Menu
When you click a Port Name in the Port Access list, the Port Ao
appears.

Choose the desired menu option for that port to execute it. Note that only
currently available options, depending on the port's status and availability, are
listed in the Port Action menu.

Home = Ports

Port Access

R
Click on the individual port name to see allowable operations. {
0 /4 Remote K\VM channels currently in use. r

View By Group | View By Search | Set Scan

1 HDMI Target 4
= e <
3 4JPO20540016] .‘—
Connect

1 Connect Creates a new connection to the target server
For the KX Ill Remote Console, a new KVM Client page appears.

For the KX Ill Local Console, the display switches to the target server, and
switches away from the local user interface.

On the local port, the KX Il Local Console interface must be visibtder

to perform the switch.

Hot key switching is also available from the local port.

Note: This option is not available from the KX Il Remote Console for an
available port if all connections are busy.

Swich From
1 Switch From Switches from an existing connection to the selected port
(KVM target server)

This menu item is available only for KVM targets, and only when a KVM
Client is opened.
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Note: This menu item is not available on the KX Ill Local Console.

Home = Ports 1
Port Access ’
-+
Click on the individual port name to see allowable operations.
1/4 Remote KVM channels currently in use. }
{

Wiew By Part| View By Group | View By Search | Set Scan

(
}73 Low Cost DVM [PQ20540016] . -
e S Y ﬁ#’“*

Disconnect

1 Disconnect Disconnects this port and closes the KVM Client page for this
target server

This menu item is available only when the port status isngb@nnected,
or up and busy.

Note: This menu item is not available on the KX Ill Local Console. The only
way to disconnect from the switched target in the Local Console is to use
the hot key.

Home = Ports

1
o
Port Access \
Click on the individual port hame to see allowable operatfons.{
1/ 4 Remote K\VM channels currently in use. N

Whew By Part| View By Group | View By Search | Set Scan

2 2 Port? - ,

P T TR e pinet
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Power On

1 Power On Powers on the target server through the associated outlet
This option is visible only when there are one or more power associations
to the target, and when the user has permission to operate this service.
Provided you have privileges to do you can manage power from the
Virtual KVM Client (VKC) and Active KVM Client (AKC) as wélb\gere
Control Using VKC, VKCS, and AdQpage7’3)

Power Off

1 Power Off- Powers off the target server through the associated outlets

This option is visible only when there are one or more power associations
to the target, when the target power is on (port status is wgjd when

user has permission to operate this service.

Provided you have privileges to do so, you can manage power from the
Virtual KVM Client (VKC) and Active KVM Client (AKC) as wé&lb\gere
Control Using VKC, VKCS, and AiCpage73)

Power Cycle

1 Power CyclePower cycles the target server through the associated
outlets
This option is visible only when there are aremore power associations
to the target, and when the user has permission to operate this service.
Provided you have privileges to do so, you can manage power from the
Virtual KVM Client (VKC) and Active KVM Client (AKC) as wé&lb\gere
Control Using XC, VKCS, and AKD page73)

DKX3808 Fast Switching

DKX3808 maintains the video connections to the servers, enabling faster
connections to servers and faster switching between channels.

Some Video Settings do not apply to D3R8 targets:

1 Automatic Color Calibration
1 Video Sensing: Best possible video mode/Quick sense video mode
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Left Panel

The left panel of the KX Il interface contains the following information.

Note that some information is conditionameaning it is displyed based on

your role, features being used and so on. Conditional information is noted here.

Information

Time & Session

User

State

Your IP

Last Login

Under CE&SG
Management

Device Information

Device Name

IP Address
Firmware
Device Model
Serial number

Network

Powerinl

Description When displayed?

The date and time the Always
current session started

Username Always

The current state of the Always
application, either idle or

active. If idle, the

application tracks and

displays the time the

session has been idle.

The IP address used to  Always
access the KX 11l

The last login date and tim: Always

The IP address of the @G When the KX Ill is
device managing the KX Ill being managed by
CGSG

Information specific to the Always
KX 1l you are using

Name assiged to the Always
device

The IP address of the KX Il Always
Current version of firmware Always
Model of the KX 111 Always
Serial number of the KX 1l Always

The name assigned to the Always
current network

Status of the power 1 outle Always
connection. Either on or off
or Auto-detect off

Raritan.

A brand of Olegrand



Appendix AKX III Interface and Navigation

Information Description When displayed?

Powerln2 Status of the power 2 outle Always
connection. Either on or off
or Auto-detect off

Configured As Base If you are using a tiering  When the KX Il is pat
or Configured As configuration, this indicates of a tiered
Tiered if the KX 11l you are configuration
accessing is the base devir
or a tiered devie.

Port States The statuses of the ports  Always
being used by the KX IlI

Connected Users  The users, identified by  Always
their username and IP
address, who are currently
connected to the KX 11l

OnlineHelp Links to online help Always

Favorite Devices SeeManaging Favorites ~ When enabled
(on pagels6)

FIPS Mode FIPS Mode: EnabledSSL  When FIPS is enablec
Certificate: FIPS Mode
Compliant

KX Ill Local Console Interface

There are many similarities among the KX Il Local Console and the KX I
Remote Console graphical user interfaces. Where there are differences, they
are noted in the help.

For details on using the Local Console K¥dll Local Consofen pagel59).
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Virtual Media

In This Chapter

(@Y= YT PSSP 24
Prerequisites for Using Virtual Media.............ccccvveeeeeeeniiiiiciiieeeeeeeen 25
MOoUNEING LOCAI DIIVES........oiiiiiiiiiieiiiiieee ettt 26
Supported Tasks Via Virtual Media..........c.ccvviieiiiiiiieiiee e 26
Supported Virtual Media TYPES......ceiiiiiiiiee it 26
Supported Virtual Media Operating SYStemS...........occvvveeiiiiieeeeiiiiieeeens 27
Number of Supported Virtual Media DriVES..........ccceeeeeeiiiiiiiiiiiiiineeeeeeen 27
VUL MEAIAL. ... e 27
Virtual Media in @ Linux ENVIFONMENT..........oooiiiiiiiiiiiieiieeee e 30
Virtual Media in a Mac ENVironment............cueeveeiiiiieeniiiiiieeeeceeee 31
Virtual Media File Server Setup (File Server ISO Images.Only)............... 32

Overview

All KX 1l models support virtual media. Virtual media extends KVM capabilities
by enabling target servers to remotely access media from a client PC and
network file servers.

With this feature, media mounted on client PCs amdiwork file servers are
essentially "mounted virtually" by the target server. The target server can then
read from and write to that media as if it were physically connected to the
target server itself.

Each KX 1ll comes equipped with virtual media to enable remote management
tasks using the widest variety of media/images.

Virtual media sessions are secured using the strongest encryption offered by
the browser, typically 256 bit AES. Older browsers nrdy support 128 bit
AES.

HKC does not support all virtual media features. S&€®L KVM Client (HKC)
for details
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Appendix AVirtual Media

Prerequisites for Using Virtual Media

Raritan.

Abrand of Olegrand

KX 11l Virtual Media Prerequisites

1 For users requiring access to virtual media, the KX Ill permissions must be
set to allow access to the relevant ppas well as virtual media access (VM
Access port permission) for the port. Port permissions are set at the
grouplevel.

1 If you want to use PShare Security Settingsust also be enabled in the
Security Settings pag@ptional
1 A USB connection must existween the device and the target server.

1 You must choose the correct USB connection settings for the KVM target
server you are connecting to.

Remote PC VM Prerequisites

9 Certain virtual media options require administrative privileges on the PC
(for example, drive redirection of complete drives).

Note: If you are using Windows, disable User Account Control or select Run
as Administrator when starting Internet Explorer.diothis, click the Start
Menu, locate IE, rightlick and select Run as Administrator.

Target Server VM Prerequisites
1 KVM target servers must support USB connected drives.

CIMs Required for Virtual Media

You must use one of the following CIMs is to use virtual media:
D2CIMVUSB

D2CIMDVUSB

D2CIMDVUSBEOVI

D2CIMDVUSBHDMI

D2CIMDVUSBEP

D2CIMVUSBUSBC

The black USB connector on the DVUSB CIMs are used for the keyboard and
mouse. The gray connector is used for virtual media.

= =4 -4 —a -—a -1

For CIMs with two USB plugs, kebpth connected to the device.

The device may not operate properly if both plugs are not connected to the
target server.
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Mounting Local Drives

This option mounts an entire drive, which means the entire disk drive is
mounted virtually onto the target server.

Use this option for hard drives and external drives only. It does not include
network drives, CEROM, or DVEROM drives.

Note: Some browssemay restrict access to local drives, folders or files and may
not grant administrative permission.

Supported Tasks Via Virtual Media

Virtual media provides the ability to perform tasks retely, such as:
1 Transferring files

1 Running diagnostics

1 Installing or patching applications

1 Complete installation of the operating system

Important: Once you are connected to a virtual media drive, do not change
mouse modes in the KVM client if you are germing file transfers, upgrades,
installations or other similar actions. Doing so may cause errors on the virtual
media drive or cause the virtual media drive to fail.

Supported Virtual Media ¥pes

The following virtual media types are supported for Windgwéacand Linux
clients when using AKC and VKC/VKCS.

Internal and external hard drives

Internal and USBnounted CD and DVD drives

USB mass storage devices

PC hard drives

ISO images (disk images)

IMG files

DMG files

ISO9660 is the standard supported. However, other ISO standards can be
used.

= =4 -4 48 -—Aa -8 -—a -2

Note: Due to browser limitations, HKC supports a different set of virtual media
types.
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Conditions when Read/Write is Not Available
Virtual media Read/Write is not available in the following situations:
1 For Linuxand Macclients
1 When the drive is writgorotected
1 When the user does not haRead/Write permission:
A Port Permission Access is set to None or View
A Port Permission VM Access is set to R@adly or Deny

Supported Virtual Media Operating Systems

The following client operating systems are supported:
Windows® 10

openSUSE 15

Fedora28

RHEL7.4

OSX Sierra

The Active KVM Client (AKC) can be used to mount virtual media types but only
for Windows operating stems.

= =4 —a —Aa -1

Number of Supported Virtual Media Drives

With the virtual media feature, you can mount up to two drives (of different
types) that are supported by the USB connection settmgsently applied to
the target. These drives are accessible for the duration of the KVM session.

For example, you can mount a specificROM, use it, and then disconnect it

when you are done. The@@h a @A NI dzZl f YSRAI GaOKIyyStée oA
however, so that you can virtually mount another-RDM. These virtual media

GOKI yySt aé NBWKMWWSsessidnB vlosethyadildng as the USB

settings support it.

To use virtual media, connect/attach the media to the client or network file
server that you want to access from the target server.

This need not be the first step, but it must be done ptmattempting to
access this media.

Virtual Media

Access a Virtual Media Drive on a Client Computer

Important: Once you are connected to a virtual media drive, do not change
mouse modes in the KVM client if you are performing file transfers, upgrades,
installations or other similar actions. Doing so magugse errors on the virtual
media drive or cause the virtual media drive to fail.

Raritan. 2!
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To access a virtual media drive on the client computer:
From the KVM client, choose Virtual Media > Connect Drive, or click the

Connect Drive... buttor,D. The Map Virtual Media Drive dialog
appears.

Map Virtual Media Drive X

Select a local drive or image to mount onto the target server.

(®) Local Drive:
F: (Removable) v [ ] Read-Write

() Image File
Image Path

[ ok | cancel

2. Choose the drive from the Local Drive drdgwn list.

If you want Read and Write capabilities, select the Réade checkbox.

This option is disabled for nonremovable drives. Seedbrditions when
Read/Write is Not Availabléon page27) for more information.

When checked, you will be able to read or write to the connected USB disk.

WARNING: Enabling Read/Write access can be dangerous! Simultaneous
access to the same drive from more than onetgman result in data
corruption. If you do not require Write access, leave this option unselected.

Click OK. The media will be mounted on the target server virtually. You can
access the media just like any other drive.

Access a Virtual Media Image File
Use the "Image File" option to access a disk image of a removable disk.

Image file guidelines:

Image files created using dd on Linux (dd if=/dev/sdb of=disk.img) or
similar tools such as Win32Diskimager on Windows, or Mac Disk Utility are
supported.

Apple DMG files:
A DMG image files of a FAT32 USB drive are recognized on all OSs.
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A DMG images filesf a folder on a Mac Drive are recognized only on
Mac OS targets.

A Image should be created via Mac Disk Utility using the following
settings: Encryption: None; Image format: read/write.

A Not supported: Encrypted or compressed dmg images, MacOS install
images, DMG files downloaded from the Apple support site.

To access airtual media image file:

1. From the KVM client, choose Virtual Media > Connect Drive, or click the
Connect Drive... button . The Map Virtual Media Drive dialog appears.

2. Select the Image File option, then click Browse to find and stéilecimg
or .dmg file.

3. Click OK. The media will be mounted on the target server virtually.

Mounting CBROM/DVDROM/ISO Images
This option mounts GROM, DVEROM, and ISO images.

Note: ISO9660 format is the standard supported. However, othé&t @D
extensions may also work.

> To access a GROM, DVEROM, or ISO image:
From the KVM client, choose Virtual Medi€ennect CEROM/ISO Image,

@
or click the Connect CD ROM/ISO butt . The Map Virtual Media
CD/ISO Image dialog appears.

2. For internal and external GROM or DVEROM drives:
a. Choose the Local CD/DVD Drive option.

b. Choose the drive from the Local CD/DVD Drive gtown list. All
available internal and external CD and DVD drive names will be
populated in the dropdown list.

c. Click OK.
3. ForISO images:

a. Choose the ISO Image option. Use this optioemviiou want to
access a disk image of a CD, DVD, or hard drive. ISO format is the only
format supported.

Click Browse.

Navigate to the path containing the disk image you want to use and
click Open. The path is populated in the Image Path field.

d. Click OK.
4. Forremote ISO images on a file server:
a. Choose the Remote Server ISO Image option.
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b. Choose Hostname and Image from the dugown list. The file servers
and image paths available are those that you configured using the
Virtual MediaShared Images page. Only items you configured using
the Virtual Media Shared Images page will be in the efopn list.

c. File Server UsernaméJser name required for access to the file server.
The name can include the domain name such as mydomain/username

d. File Server PasswordPassword required for access to the file server
(field is masked as you type).

e. Click OK.

The media will be mounted on the target server virtually. You can access
the media just like any other drive.

Note: If you are working with files on a Lintacget, use the Linux Sync
command after the files are copied using virtual media in order to view the
copied files. Files may not appear until a sync is performed.

Note: If you are using the Windowsoperating system Removable Disk is not
displayed by default in the Window's My Computer folder when you mount a
Local CD/DVD Drive or Local or Remote ISO Image. To view the Local CD/DVD
Drive or Local or Remote ISO Image in this folder, select Tools >Gides >
View and deselect "Hide empty drives in the Computer folder".

Disconnect from Virtual Media Drives

To disconnect the virtual media drives:
For local drives, choose Virtual Media > Disconnect Drive.

1 For CEROM, DVEROM, and ISO images, choose Virtual Media >
Disconnect CIROM/ISO Image.

Note: In addition to disconndng the virtual media using the Disconnect
command, simply closing the KVM connection closes the virtual media as well.

Virtual Media in a Linux Environment

Active System Partitions
You cannot mount active system partitions from a Linux client.

Linux Ext3/4 drive partitions need to be unmounted via umount /dev/<device
label> prior to a making a virtual media connection.

Mapped Drives

Mapped drives from Linux clients are not locked when mounted onto
connected targets.
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Drive Partitions
The following drive partition limitations exist across operating systems:

1 Windowsand Mac targets are not able to read Linux formatted partitions
1 Windows and Linux cannoéad Mac formatted partitions
1 Only Windows Fat partitions are supported by Linux

Root User Permission Requirement

Your virtual media connection can be closed if you mount a CD ROM from a
Linux client to a target and then unmount the CD ROM.

To avoid these issues, you must be a root user.

Connect DrivePermissions (Linux)

Linux users must have reahly permissions for the removable device they
wish to connect to the target. For /dev/sdbl run the following as root user:

root@administrator - desktop:~# chmod 664 /dev/sdbl
root@administrator - desktop:~# Is - | /dev/sdbl
brw-rw-r--  1rootdisk 8,17 12 - 03- 2010 12:02 /dev/sdbl

The drive is then available to connect to the target.

Virtual Media in a Mac Environment

Active System Partition

You cannot use virtual media to mount active system partitions for a Mac
client.

Drive Partitions

The following drive partition limitations &t across operating systems:

1 Windowsand Mac targets are not able to read Linux formatted partitions
1 Windows cannot read Mac formatted partitions

1 Windows FAT and NTFS are supported by Mac
1

Mac users must unmount any devices that are already mounted in order to
connect to a target server. Use >diskutil umount /dev/disk1s1 to unmount
the device and diskutil mount /dev/disk1s1 to remount it.
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Connect Drive Permissions (Mac)

For a device to be available to connect to a target from a‘Mdignt, you must
have readonly permissions to the removable device, and also unmount the
drive after doing so.

For /dev/sdb1, run the following comands as root user:

root@administrator - desktop:~# chmod 664 /dev/sdbl
root@administrator - desktop:~# Is - | /dev/sdbl
brw-rw-r--  1rootdisk 8, 17 12 - 03- 2010 12:02 /dev/sdb1

root@admistrator - desktop:~# diskutil umount /dev/sdb1

Virtual Media File Server Setup (File Server ISO Images Only)

This feature is only required when using virtual media tceas file server ISO
images. 1ISO9660 format is the standard supported. However, oth&t @D
extensions may also work.

Note: SMB/CIFS support is required on the file server.

Use the Remote Console File Server Setup page to designate the files server(s)
andimage paths that you want to access using virtual media. File server ISO
images specified here are available for selection in the Remote Server ISO
Image Hostname and Image drdpwn lists in the Map Virtual Media CD/ISO
Image dialog. Sedounting CBROM/DVBDROM/ISO Imagegon page29).

P> To designate file server ISO images for virtual media access:
Choose Virtual Media from the Remote Console. The File Server Setup
page opens.

2. Check the Selected checkbox for all media that you want accessible as
virtual media.

3. Enter information about the file server ISO images that you want to access:
A IP Address/Hst Name- Host name or IP address of the file server.

A Image Path Full path name of the location of the 1ISO image. For
example, /sharename0/path0/image0.iso,
\sharenameYpathl\imagel.iso, and so on.

Note: The host name cannot exceed 232 characters in length.

4. Click Save. All media specified here are now available for selection in the
Map Virtual Media CD/ISO Image dialog.
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KX 11l can be accessed with a variety of KVM clients that support your individual
configuration.

1 HKC is best for Linux and Mac users without Java.
1 AKC is best for Windows Platforms, using Windows or Edge browsers.
1 VKC is best for Linux and Mac users with Java.

KVM Client Name Platforms Features
HTML KVM Client  HKC A Linux A JavaFree
A Mac A Supports most features
A Windows A SeeHTML KVM Client (HK®n
A HTML and Javascript page77) for supported features
Active KVM Client AKC A Windows A FulHeatured KVM Client
A Requires Microsoft NET A JavaFree
Virtual KVM Client | VKC A Linux A FulHeatured KVM Client
A Mac A Requires Java
A Windows
In This Chapter
KVM Client LaUNCHING........coiiiiiieeeeeeeeis e ee e 33
Virtual KVM Client (VKC and VKCS) Help.......cooiiiie 34
Active KVM Client (AKC) HelD . .ooo i 73
HTML KVM Client (HKC)......oveeececeeeeeeeeeeeeeeeeeeeeses e 77
KVM Client Launching
KVM Client Name |URL to Force Launch
HTML KVM Client HKC <KX 1l IP Addregéikc
JavaFree
Active KVM Client AKC <KX Il IP Addregskc
Requires .NET
Virtual KVM Client VKCs |<KX Il IP Addredskcs
Requires Java
33
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Virtual KVM Client (VKC and VKCs) Help

Overview
There is one Virtual KVM Client for each target server connected.

Virtual KVM Client windows can be minimized, maximized, and moved around
your computer desktop.

IMPORTANT: Refreshing your browser closes the Virtual KVM Client
connection.

Recommended Minimum Virtual KVM Client (VKC) Requirements

It is recommended that the Virtual KVM Client (VKC) machines meet the
following minimum requirements.

1 Client machine witleither a-

A 'modern' dualcore CPU for a single connections, or

A 'modern' quad core CPU for two or more simultaneous connections
1 4GB of RAM

A VKC requires 50MB of RAM per connection
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Virtual KVM Client Java Requirements

A supported Java version is required. Check the release notes for latest
supported version.

If Java is not installed, a prompt is displayed that the file cannot be opened,
with an option to search for the program.

Note: VKC cannot be launched from Safari, Edge, Chrome 45 or later, Firefox 42
or later. VKCS is recommended for these browsers.

> VKCS Launching:

For all browsers, the VKCS standalone application needs to be downloaded
everytime you use it.

I Chrome: The downloaded VKCS jnip file must always be clicked at bottom
left corner of browser window to launch.

C | [7192.168.1.203/vk

-

& VkeStandaloneAppii N i # Show all downloads.. %

I Edge: You can allow and open the file from the browser downloads in the
top right corner.

- O
192.168.59.115/vke 6 v=| & O
Downloads B - 2
- \é’::s—ft;:dAloneApplication (Minlp —
See more
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1 Safari: Save thjnlp file locally. Hold down the Ctrl key when selecting to
open, then click Open in displayed prompt

1 Firefox: The current default setting in Firefox on Windows saves the file
and runs from the download. You can launch from the browser with this
setting: Tools>Options>Applications, then select "Jnlp File" in the Content
Type column, and change the Action from "Always ask" to "Use Java Web
Launcher".

Proxy Server Configuration

When the use of amBxy Server is required, a SOCKS proxy must also be
provided and configured on the remote client PC.

Note: If the installed proxy server is only capable of the HTTP proxy protocol,
you cannot connect.

P> To configure the SOCKS proxy:
1. On the remote client PC, select Control Panel > Internet Options.
a. On the Connections tab, click 'LAN settings'. The Local Area Network
(LAN) Settings dialog opens.
b. Select 'Use a proxy server for your LAN'.
Click Advanced. The Proxy Settings dialog opens.
d. Configure the proxy servers for all protocols.

IMPORTANT: Dot select 'Use the same proxy server for all
protocols'.

Note: The default port for a SOCKS proxy (1080) is different from HTTP

proxy (3128).

e. Click OK at each dialog to apply the settings.

2. Next, configure the proxy settings for the Jaegpplets:

a. Select Control Panel > Java.

b. On the General tab, click Network Settings. The Network Settings
dialog opens.

c. Select "Use Proxy Server".
Click Advanced. The Advanced Network Settings dialog opens.
Configure the proxy servers for all protocols.

IMPORTANT: Do not select 'Use the sapnexy server for all
protocols'.

Note: The default port for a SOCKS proxy (1080) is different from HTTP
proxy (3128).
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Connect to a Target from Virtual KVM Client (VKC), Standalone VKC (VKCs), or
Active KVM Client (AKC)

Once you have logged on to the KX IIl Remote Console, access target sarvers v
the Virtual KVM Client (VKC), Standalone VKC (VKCs), or Active KVM Client
(AKC).

To connect to an available server:

1. On the Port Access page, click on the port name of the target server you
want to connect to. The Port Action menu opens.

2. Click Connect.

Home > Ports

Port Access

Click on the individual
0/ 4 Remote KVM char

SeePort Action Menu(on pagel9) for details on additional available menu
options.

Configuring Connection Properties

Connection properties manage streaming video performance over remote
connections to target servers.

The properties are applied only to your connectidhey do not impact the
connection of oher users accessing the same target servers.

If you make changes to connection properties, they are retained by the client.
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Access Connection Properties

P> To access connection properties:

@ Click Connection > Properties, or click the Connection... icon to open the
Connection Properties dialog.

Connection USB Profile Keyboard Video Mouse Tools View Virtual Media Audio SmartCard Help
SNEERBEADDCOR @E

' Connection Propertie:

Video Mode: Full Color 2

Default Connection Property SettingsOptimized for Best Performance

The KX Il comes configured to provide optimal performance for the majority of
video streaming conditions.

KX3 default connection settings:

1 Optimized for: Text Rekbility - video modes are designed to maximize
text readability.

This setting is ideal for general IT and computer applications, such as
performing server administration.

1 Video Mode- defaults to Full Color 2.
Video frames transmit in higguality, 24bit color. This setting is suitable
where a highspeed LAN is esl.

1 Noise Filter defaults to 2.
The noise filter setting does not often need to be changed.
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Click Reset on the Connection Properties dialog at any time to return to the
default settings.

Tip: Use the Connection Information dialog to monitor the cofioe in
reaktime. SeeéAccess and Copy Connection Information

onnection Info

ltem Description Data
Device Name DominionKX

=\

2 IP Address 192.168.53.214
3 Port 443

4 Data In/Second 608 bit/s

5 Data Out/Second 80 bit/s

6 DecodedFPS 1

7 Avg. FPS 9.88 (16 Sec.)
8 Connect Time 00:00:20

9 Resolution 1024 x 768

10 Refresh Rate 60 Hz
Protocol Version 01.31

-
N -k

Audio Playback Disconnected

13 Audio Capture  Disconnected

Copy to Clipboard Close

Optimize for: Selections
Text Readability

Text Readability is designed to provide video modes with lower color depth but
text remains readable. Greyscale modes are even available when applying
lower bandwidth settings.

This setting is ideal when working with computer GUIs, such as server
adminisration.

When working in full color video modes, a slight contrast boost is provided, and
text is sharper.

In lower quality video modes, bandwidth is decreased at the expense of
accuracy.
Color Accuracy

WhenColor Accuracy is selected, all video modes are rendered in fbit 24
color with more compression artifacts.

This setting applies to viewing video streams such as movies or other broadcast
streams.

In lower quality video modes, sharpness of fine derith as text, is sacrificed.
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Video Mode

The Video Mode slider controls each video frame's encoding, affecting video
quality, frame rate and bandwidth.

Connection Properties et e
Optimize for: :Te)(t Readability v:
Video Mode: Full Color 2
Best Least |
Quality Noise Filter: 2 Bandwidth I
H
U I
|

[ox ) (ol ] (2o |

L

In general, moving the slider to the left results in higher quality at the cost of
higher bandwidth and, in some cases, lower frame rate.

Moving the slider to theight enables stronger compression, reducing the
bandwidth per frame, but video quality is reduced.

In situations where system bandwidth is a limiting factor, moving the video
mode slider to the right can result in higher frame rates.

When Text Readabilifg selected as the Optimized setting, the four rightmost
modes provide reduced color resolution or no color at all.

These modes are appropriate for administration work where text and GUI
elements take priority, and bandwidth is at a premium.

Click Reset on the Connection Properties dialog at any time to return to the
default settings.
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Noise Filter

Unless there is a specific need to do so, do not change the noise filter
setting. The default setting is designed to work well in most situations.

The Noise Filter controls how much interframe noise is absorbed by the KX
Il

Optimize for: :TextReadabiIitg-I v:

Video Mode: Full Color 2

U

Least

Moise Filter: 2 Bandwidth

U 1

L
[ ok |[ camcel |[ Apply ]!

Moving the Noise Filter slider to the left lowers the filter threshold, resulting in
higher dynamic video quality. However, more noise is likely to come through,
resulting in higher bandwidth and lower frame rates.

Moving the slider to the right raisese threshold, allows less noise and less
bandwidth is usedVideo artifacts may be increased.

Moving the noise filter to the right may be useful when accessing a computer
GUI over severely bandwicHimited connections.

Click Reset on the Connection Peojes dialog at any time to return to the
default settings.

Connection Information

Open the Connection Information dialog for réimhe connection information
on your current connection, and copy the information from the dialog as
needed.

SeeConfiguring Connection Properti€sn page37)

P> To open connection info:
1. Click Connection > Info.
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Note: Clicking Copy to Clipboard copies the information for pasting.

Connection Info X
ftem Description Data
2 IP Address 192.168.563.214
3 Port 443
4 DataIn/Second 640 bit/s
5 Data Out/Second 160 bit/s
6 DecodedFPS 1
7 Avg. FPS 0.53 (30 Sec)
8 Connect Time 00:03:07
9 Resolution 1024 x 768
10 RefreshRate 60 Hz
11 Protocol Version 01.31
12 Audio Playback Disconnected
13 Audio Capture Disconnected
Gese

Current connection information:

Name of the KX III

IP address of the KX 1l

Port- The KVM communication TCP/IP port used to access KX Ill.
Data In/Second Data rate received from the KX 11|

Data Out/SecondData rate sent to the KX III.

Connect Time The duration of the current connection.

FPS Video frames per second transmitted received from the KX IlI.
Average FPSAverage video frames per second.

Resolution The target server horizontal and vertical resolution.
Refresh RateRefresh rate of the target server.

Protocol Version The version of the protocol.

Audio PlaybackThe status of audio playback.

Audio Capture The status of audio recordin

=4 =4 4 -4 4 8 & _a 98 4 _a _9a 2 V¥
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USB Profiles
Select a USB profile that best applies to the KVM target server.

For example, if the server is running Windewpgerating system, it would be
best to use the Generic profile.

Or, to change settings in the BIOS menu or boot from a virtual media drive,
depending on the target server model, a BIOS profile may be more appropriate.

> To set a USB profile for a targetrser:

I  Choose USB Profile, then choose Generic, or choose Other Profiles to
select from a menu.

Connection | USB Profile | Keyboard Video Mouse Tools View Virtual Media Audio Smart Power Cont Help
B R [=e cenerc |@ L1

Other Profiles * Linux

Mac OS-X (10.4.9 and later)

HP Proliant DL360/DL380 G4 (Windows 2003 Server Installation)
BIOS 1BM Thinkcentre Lenovo

RUBY Industrial Mainboard (AwardBIOS)

HP Proliant DL360/DL380 G4 (HP SmartStart CD)
BIOS Dell PowerEdge Keyboard and Mouse Only
Supermicro Mainboard (Phoenix AwardBIOS)
SuSE Linux 9.2

BIOS Mac

BIOS Lenovo ThinkPad T61 and X61

BIOS HP Compaq DC7100/DC7600

Use Full Speed for Virtual Media CIM

BIOS Generic

Troubleshooting 1

Troubleshooting 2

Troubleshooting 3

BIOS HP Proliant DL145

BIOS Dell PowerEdge 1950/2950/2970/6950/R200
BIOS Dell Optiplex Keyboard and Mouse Only
BIOS Asus P4C800 Motherboard

I1BM BladeCenter H with AMM

Use Full Speed for Keyboard and Mouse USB
BIOS HP Proliant DL385 G7

BIOS Dell Optiplex 790 Keyboard Only

BIOS Dell Optiplex 790

Mac USB-C

Help on USB Profiles

Target server may be powered off or in sleep mode

P> To view details on USB profiles:
1 Choose USB Profile > Help on USB Profiles.

Keyboard

Send Ctrl+Alt+Del Macro

Due to its frequent use, a Ctrl+Alt+Delete macro is preprogrammed.
Selecting Keyboard > Send Ctrl+Alt+Del, or clicking on the Ctrl+Alt+Delete
button EE in the toolbar sends this key sequence to the server or to the
KVM switch to which you are currently connected.

In contrast, if you were to physically press the Ctrl+Alt+Del keys, the command
would first be interceted by your own PC due to the structure of the Windows
operating system, instead of sending the key sequence to the target server as
intended.
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Send LeftAlt+&b (Switch Between Open Windows on a Target Server)

Select Keyboard > Send LeftAlt + Tab to switch between open windows on the
target server.

Setting CIM Keyboard/Mouse Options

P To access the DCHMSBG2 setup menu:

Put the mouse focus on a window such as Note Pad (Wirndupesating
system) or an equivalent.

2. Select Set CIM Keyboard/Mouse options. This is the equivalent of sending
the LeftControl and Num Lodk the target. The CIM setup menu options
are then displayed.

3. Set the language and mouse settings.
4. Exit the menu to return to normal CIM functionality.

Send Text to Target

> To use the Send Text to Target function for the macro:

Click the Keyboard > Send Text to Target. The Send Text to Target dialog
appears.

2. Enter the text you want sent to the target.

Note: NorEnglish characters are not supported bg end Text to Target
function.

3. If the target uses a US/International keyboard layout, select the "Target
system is set to the US/International keyboard layout" checkbox.

4. Click OK.

Keyboard Macros

Keyboard macros ensure that keystroke combinations intended for the target
server are sent to and interpreted only by the target server. Otherwise, they
might be interpreted by your client PC.

Macros are stored on the client PC and arespézific. If you use another PC,
you cannot see your macros.

In addition, if another person uses your PC and logs in under a different name,
that user will see your macros since they are compuate.

Buid a New Macro

P> To build a macro:
1. Click Keyboard > Keyboard Macros. The Keyboard Macros dialog appears.
2. Click Add. The Add Keyboard Macro dialog appears.
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3. Type a name for the macro in the Keyboard Macro Name field. This name
appears in the Keyboard menu after it is created.

4. From the HotKey Combination field, select a keyboard combination from
the drop-down list. This allows you to execute the macro withredefined
keystroke.Optional

5. Inthe Keys to Press draiown list, select each key you would like to use
to emulate the keystrokes that is used to perform the command. Select the
keys in the order by which they are to be pressed. After each selection,
sekct Add Key. As each key is selected, it appears in the Macro Sequence
field and a Release Key command is automatically added after each
selection.

For example, create a macro to close a window by selecting Left Ctrl + Esc.
This appears in the Macro Seance box as follows:

Press Left Alt
Press F4

Press Esc
Release F4
Release Esc
Release Left Alt

6. Review the Macro Sequence field to be sure the macro sequence is defined
correctly.

a. Toremove a step in the sequence, select it and click Remove.

b. To change the order of steps in the sequence, click the step and then
click the up odown arrow buttons to reorder them as needed.

7. Click OK to save the macro. Click Clear to clear all fields and start over.
When you click OK, the Keyboard Macros dialog appears and lists the new
keyboard macro.

8. Click Close to close the Keyboard Macro$odialhe macro now appears
on the Keyboard menu in the application.

9. Select the new macro on the menu to run it or use the keystrokes you
assigned to the macro.

Importing and Exporting Macros

Macros created in VKC cannot be used in AKC or vice versa. Macros created on
HKC are only compatible with HKC, and cannot be used on AKC or VKC. Likewise,
macros created on VKC or AKC aarbe used on HKC.

Import Macros

> To import macros:

1. Choose Keyboard > Import Keyboard Macros to open the Import Macros
dialog. Browse to the folder location of the macro file.

Click on the macro file and click Open to import the macro.

N
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a. If too many macros are found in the file, an erroessage is displayed
and the import terminates once OK is selected.

b. If the import fails, an error dialog appears and a message regarding
why the import failed is displayed. Select OK to continue the import
without importing the macros that cannot be imported.

Select the macros to be imported by checking their correspandin
checkbox or using the Select All or Deselect All options.

Click OK to begin the import.

a. If a duplicate macro is found, the Import Macros dialog appears. Do
one of the following:

A Click Yes to replace the existing macro with theargd version.

A Click Yes to All to replace the currently selected and any other
duplicate macros that are found.

A Click No to keep the original macro and proceed to the next macro

A Click No to All keep the original macro and proceed to the next
macro. Any dter duplicates that are found are skipped as well.

A Click Cancel to stop the import.

A Alternatively, click Rename to rename the macro and import it. If
Rename is selected, the Rename Macro dialog appears. Enter a
new name for the macro in the field and click OK. The dialog
closes and the process proceeds. If the name that is entered is a
duplicate of a macro, an alert appears and you are required to
enter another name for the macro.

b. If during the import process the number of allowed, imported macros
is exceeded, a dialog appears. Click OK to attempt to continue
importing macros or click @ael to stop the import process.

The macros are then imported. If a macro is imported that contains a hot key
that already exists, the hot key for the imported macro is discarded.

Export Macros

1. Choose Tools > Export Macros to open the Select Keyboard Macros to

Export dialog.

Close Window

Deselect Al

2. Select the macros to be exported by checking their corresponding
checkbox or using the Select All or Deselect All options.
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3. Click OK. An "Export Keyboard Macros to" dialog is displayed. Locate and
select the macro file. By default, the macro exists on ymaktop.

4. Select the folder to save the macro file to, enter a name for the file and
click Save. If the macro already exists, you receive an alert message.

5. Select Yes to overwrite the existing macro or No to close the alert without
overwriting the macro.

Video Properties

Refreshing the Screen

The Refresh Screen command forces a refresh of the video screen. Video
settings can be refreshed automatically in setevays:
The Refresh Screen command forces a refresh of the video screen.

1 The Autesense Video Settings command automatically detects the target
server's video settings.

 The Calibrate Color command calibrates the video to enhance the colors
being displayed.

In addition, you can manually adjust the settings using the Video §sttin
command.

> To refresh the video settings, do one of the following:
Choose Video > Refresh Screen, or click the Refresh Screen |'==
in the toolbar.

Auto-Sense Video Settings
The Autesense Video Settings command forces-aeasing of the video
settings (resolutiontefresh rate) and redraws the video screen.

To automatically detect the video settings:
1 Choose Video > Auteense Video Settings, or click the Agense Video

[ 4]
Settings button in the toolbar.
A message stating that the auto adjustment is in progress appears.

Raritan. 4
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Calibrating Color

Use the Calibrate Color command to optimize the color levels (hue, brightness,
saturation) of the transmitted video images.

The color settings are on a target serEsis.

Note: When color is successfully calibrated, the values are cached and reused
eachtime you switch to the target. Changes to the brightness and contrast in
Video Settings are not cached. Changing resolution resets the video to the
cached values again. You can clear the cached values in Video > Clear Video
Settings Cache. S€dear Videdettings Cachén page48).

» To calibrate the color:

1 Choase Video > Calibrate Color, or click the Calibrate Color bL@
in the toolbar.

The target device screen updates its color calibration.

Clear Video Settings Cache

You can clear the video settings cache to delete old settings that do not apply
anymore, such as when a target server is replaced. When you clear the video
settings cache, the server automatically does a video-aettse and color
calibration. The new vaés are cached and reused when the target is accessed
again.

P> To clear the video settings cache:
1 Choose Video > Clear Video Settings Cache in the toolbar.

Adjusting Video Settings

Use the Video Settings command to manually adjust the video settings.

P> To change the video settings:
Choose Video > Video Settings to open the Video Settings dialog.

2. Adjust the following settings as requirefls you adjust the settings the
effects are immediately visible:

a. PLL Settings

Clock- Controls how quickly video pixels are displayed across the video
screen. Changes made to clock settings cause the video image to
stretch or shrink horizontally. Odd number settings are recommended.
Under most circumstances, this setting should betchanged because
the autodetect is usually quite accurate.

Phase Phase values range from 0 to 31 and will wrap around. Stop at
the phase value that produces the best video image for the active
target server.
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Brightness: Use this setting to adjust theghtness of the target
server display.

Brightness RedControls the brightness of the target server display for
the red signal.

Brightness GreenControls the brightness of the green signal.
Brightness BlueControls the brightness of the blue signa
Contrast Red Controls the red signal contrast.

Contrast Green Controls the green signal.

Contrast Blue Controls the blue signal.

If the video image looks extremely blurry or unfocused, the settings for
clock and phase can be adjusted until a better image appears on the
active target server.

Warning: Exercise caution when changing the Clock and RBb#sgggs.

Doing so may result in lost or distorted video and you may not be able to
return to the previous state. Contact Technical Support before making any
changes.

d.

Horizontal Offset Controls the horizontal positioning of the target
server display oyour monitor.

Vertical Offset Controls the vertical positioning of the target server
display on your monitor.

Select Automatic Color Calibration to enable this feature.
Select the video sensing mode.

A

Best possible video mode

The device will perform the full Auto Sense process when switching
targets or target resolutions. Selecting this option calibrates the video
for the best image quality.

Quick sense video mode

With this option, the device will use a quick video Auto Semseder
to show the target's video sooner. This option is especially useful for
entering a target server's BIOS configuration right after a reboot.

Click OK to apply the settings and close the dialog. Click Apply to apply the
settings without closing th dialog.
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Note: Some Sun background screens, such as screens with very dark borders,
may not center precisely on certain Sun servers. Use a different background or
place a lighter colored icon in the upper left corner of the screen.

Contrast Blue: 80

Horizontal Offset: 265

Video Settings

PLL Settings
Clock: 1,312/ 1028 - { {1812
Phase: 1] o 1 31

Color Settings
Brightness Red: o o [} 127
Brightness Green: 0 o ” 127
Brightness Blue: 4= o {} 127
Contrast Red: ssl2| o i 127
Contrast Green: 87> 0 ” 127

Vertical Offset: 31

Automatic Color Calibration

Video Sensing

(@) Best possible video mode

() Quick sense video mode

Screenshot from Target Command (Target Screenshot)

Take a screenshot of a target server using the Screenshot from Target server
command. If needed, save this screenshot to a file location of your choosing as
a bitmap, JPEG or PNG file.

P> To take a screenshmf the target server:
1. Select Video > Screenshot from Target, or click the Target Screenshot

button ﬂ on the toolbar.

2. Inthe Save dialog, choose the location to save the file, name the file, and
select a file format from the 'Files of type' dralown.

3. Click Save to save the screenshot.
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Mouse Options
You can operate in either single mouse mode or dual mouse mode.

When in a dual mouse mode, and provided the option is properly configured,
the mouse cursors align

When controlling a target server, the Remote Console displays two mouse
cursors- one belonging to your KX Il client workstation, and the other
belonging to the target server.

When there are two mouse cursors, the device offers several mouse modes:
1 Absolute (Mouse Synchronization)

1 Intelligent (Mouse Mode)

1 Standard (Mouse Mode)

When the mouse pointer lies within the KVM Client target server window,
mouse movements and clicks are directly transmitted to the connected target
server.

While in motion, theclient mouse pointer slightly leads the target mouse
pointer due to mouse acceleration settings.

Single mouse mode allows you to view only the target server's pointer. You can
use Single mouse mode when other modes don't work.

You can toggle between thes&o modes (single mouse and dual mouse).

Dual Mouse Modes
Absolute Mouse Synchronization

In this mode, absobe coordinates are used to keep the client and target
cursors in synch, even when the target mouse is set to a different acceleration
or speed. This mode is supported on servers with USB ports and is the default
mode for virtual media CIMs.

1 Absolute Mous Synchronization requires the use of a virtual media CIM
D2CIMVUSB, D2CHaVUSB, D2CHaVUSBVI, D2CIMNDVUSBADMI,
D2CIMDVUSHEDP, D2CIM/USBUSBC

P> To enter Absolute Mouse Synchronization:
i Choose Mouse > Absolute from the KVM client.

The black USB noector on the DVUSB CIMs are used for the keyboard and
mouse. The gray connector is used for virtual media.

For CIMs with two USB plugs, keep both connected to the device.

The device may not operate properly if both plugs are not connected to the
targetserver.
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Intelligent Mouse Mode

In Intelligent Mouse mode, the device can detect the target mouse settings and
synchronize the mouse cursors accordingly, allowing mouse acceleration on the
target. Intelligent mouse mode is the default for rdiM targets.

Enter Intelligent Mouse Mode

>
)l

To enter intelligent mouse mode:
Choose Mouse > Intelligent.

Intelligent Mouse Synchronization Conditions

The Intelligent Mouse Synchronization command, available on the Mouse
menu, automatically synchronizes mouse cursors during moments of inactivity.
For this to work properly, however, the following conditions s met:

f
f
f

The active desktop should be disabled on the target.
No windows should appear in the top left corner of the target page.

There should not be an animated background in the top left corner of the
target page.
The target mouse cursor shape shouklrimrmal and not animated.

The target mouse speeds should not be set to very slow or very high
values.

¢KS GFNBSG FROFYOSR Y2dzaS LINR LISNI A
LINBOA QYY) ENHz&S (2 RSTldzZ G odziGzy
The edges of the target video should be clearly visible (that is, a black
border should be visible between the target desktop and the remote KVM
console window when you scroll to an edge of theget video image).

When using the intelligent mouse synchronization function, having a file
icon or folder icon located in the upper left corner of your desktop may
cause the function not to work properly. To be sure to avoid any problems
with this functon, do not have file icons or folder icons in the upper left
corner of your desktop.

After autosensing the target video, manually initiate mouse synchronization by
clicking the Synchronize Mouse button on the toolbar. This also applies when
the resolutionof the target changes if the mouse cursors start to desync from
each other.

If intelligent mouse synchronization fails, this mode will revert to standard
mouse synchronization behavior.

Please note that mouse configurations will vary on different targegrating
systems. Consult your OS guidelines for further details. Also note that
intelligent mouse synchronization does not work with UNIX targets.
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Standard Mouse Mode

Standard Mouse mode uses a standardus® synchronization algorithm. The
algorithm determines relative mouse positions on the client and target server.

In order for the client and target mouse cursors to stay in synch, mouse
acceleration must be disabled. Additionally, specific mouse paraimetest
be set correctly.

» To enter Standard Mouse mode:
T Choose Mouse > Standard.

Mouse Synchronization Tips
If you have an issue with mouse synchronization:

1. Verify that the selected video resolution and refresh rate are among those
supported by the device. The KVM Client Connection Info dialog displays
the actual values that the device is sag

2. Force an autessense by clicking the KVM Client agtense button.

3. If that does not improve the mouse synchronization (for Linux, UNIX, and
Solaris KVM target servers):

a. Open a terminal window.
b. Enter the following commandset mouse 1 1
c. Close the terminal window.

4. Click the "KVM Client mouse synchronization™ butt!}.

Synchronize Your Mouse

In dual mouse mode, the Synchronize Mouse command forces realignment of
the target server mouse cursor with the client mouse cursor.

P> To synchronize the mouse cursors, do one of the following:

9 Clickthe Synchronize Mouse buttou} in the KVM client toolbar, or
select Mouse > Synchronize Mouse from the menu ba

Note: This option is available only in Standard and Intelligent mouse modes.

Cursor Shape

In dual mouse modes, you can select a custom cursor shape for your session.
To make the cursor selection permanent, $8eent Launch Setting®n page

57).

P> To changehe cursor shape:

1 Choose Mouse > Cursor Shape, then select from the list.
A Default arrow
A Dot
A Crosshair
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A Transparent

Mouse|T00|s View Virtual Media Audio Power (

Sync Mouse

Single Mouse Cursor

‘ Cursor Shape v ‘Ej Default

@ Absolute Dot
Intelligent Crosshair
Standard Transparent

Single Mouse Mode

Single Mouse mode uses only the target server mouse cursor; the client mouse
cursor no longer appears onscreen.

Note: Single mouse mode does not wonkvgindows or Linux targets when the
client is running on a Virtual Machine.

P> To enter single mouse mode, do one the following:
1 Choose Mouse > Single Mouse Cursor.
1 Click the Single/Double Mouse Cursor butt,b in the toolbar.

-
Single Cursor : ‘.

You are about to enter Single Cursor mode. While you are in this mode,
this software will have exclusive control over the mouse and keyboard.

To exit single cursor mode, you must press Ctrl+LeftAlt+0
[ Scale the video {no scroll bars)

| oK | ’ Cancel

P> To exit single mouse mode:
1. Press Ctrl+Alt+O on your keyboard to exit single mouse mode.

Tool Options

General Settings

1. Click Tools > Options. The Options dialog appears.

A Select the Enable Logging checkbox only if directed to by Technical
Support.

This option creates a log file in your home directory
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A Keyboard Typenot visible in AKC, because the keyboard type defaults
to the local client:

A US/International
French (France)
German (Germany)
Japanese

United Kingdom
Korean (Korea)
French (Belgium)
Norwegian (Norway)
Portuguese (Portugal)
Danish (Denmark)
Swedish (Sweden)
German (Switzerland)
Hungarian (Hungary)
Spanish (Spain)
Italian (Italy)
Slovenian

>y > > D> D> > D> D > D> D D> D> D> D>

Translation: FrenchUS
Translation: FrenchUS International

1 Select Adjust Full Screen Window Size to Targetl&teso Instead of
Client Resolution if you prefer. Option not available for Linux clients. See
Adjust Full Screen Window Size to Target Resolufmnpage57) for
examples.

1 Disable Menu in Full Screen: This option prevents the menu from popping
back up when cursor approaches while in Full Screen mode.

1 Configure hotkeys:
A Toggle Full Screen Modélotkey.

When you enter Full Screen mode, the display of the target server
becomes full screen and acquires the same resolution as the target
server.

This is the hot key used for toggling in and out of this mode.
A Toggle Single Cursor ModElotkey.

When you enter single cursor mode, only the target server mouse
cursor is visible

This is the hot key used to toggle in and out of single cursor mode,
removing and bringing back the client mouse cursor.

A Toggle Scaling ModeHotkey.
When you enter scaling mode, the target server scales to fit your
display.
This is the hot key used to toggle in and out of scaling mode.

>
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A Disconnect from TargetHotkey.
Enable this hotkey to allow users to quickly disconnect from the target.
For hdkey combinations, the application does not allow you to assign the

same hotkey combination to more than one function.

For example, if Q is already applied to the Disconnect from Target function,

it won't be available for the Toggle Full Screen Mode fiomct

Further, if a hotkey is added to the application due to an upgrade and the
default value for the key is already in use, the next available value is
applied to the function instead.

1. Click OK.

Keyboard Limitations
Turkish Keyboards

Turkish keyboards are only supported on Active KVM Client (AKC).

Slovenian Keyboards

The < key does not work on Slovenian keyboards due to a JRE limitation.

Language Configuration on Linux

Because the Sun JRE on Linux has problems generating the correct Key Events
for foreignlanguage keyboards configured using System Preferences, configure
foreign keyboards using the methods described in the following table.

Language
US Intl

French
German
Japanese
UK
Korean
Belgian
Norwegian
Danish
Swedish
Hungarian
Spanish
Italian

Slovenian

Configuration method
Default

Keyboard Indicator
System Settings (Control Center)
System Settings (Control Center)
System Settings (Control Center)
System Settings (Control Center)
Keyboard Indicator
Keyboard Indicator
Keyboard Indicator
Keyboard Indicator
System Settings (Control Center)
System Settings (Control Center)
System Settings (Control Center)
System Settings (Control Center)
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Language Configuration method
Portuguese System Settings (Control Center)

Note: The Keyboard Indicator should be used on Linux systems using Gnome as
a desktop environment.

Adjust Full Screen Window Size to Target Resolution

When Adjust Full Scea Window Size to Target Resolution instead of Client
Resolution is enabled, the client starts inf&dreen in a window equal to the
target's resolution, not the resolution of the client monitor. If you have a
multi-monitor client, a fulscreen window ray cover more than one monitor.
SeeGeneral Settingfor instructions on enabling the setting.

> Example:

The client has a muttiead environment with 8 monitors, 1920 x 1080 each
with the following arrangement:

1 2 3 4
5 6 7 8

A KVM session is launched on monitor 6 with a the target resolution of 3840 x
1080. The client window opens on monitor 6 and 7 in native resolution and
covers both monitors by 100%.

Client Launch Settings

Configuring client launch settings allows you to define the screen settings for a
KVM session.

To configure client launch settings:
1. Click Tools > Options. The Options dialog appears.
2. Click on the Client Launch Settings tab.

A To configure thearget window settings

A Select 'Standardsized to target Resolution' to open the window
using the target's current resolution. If the targetsolution is
greater than the client resolution, the target window covers as
much screen area as possible and scroll bars are added (if
needed).

A Select 'Full Screen' to open the target window in full screen mode.
A To configure thenonitor on which the target viewer is launched
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A Select 'Monitor Client Was Launched From' if you want the target
viewer to be launched using the same display as the application
that is being used on the client (for example, a web browser or
applet).

A Use 'Select From Detected Monitors' to select frofistof
monitors that are currently detected by the application. If a
previously selected monitor is no longer detected, 'Currently
Selected Monitor Not Detected' is displayed.

A To configurecursor shape

A Select Default arrow, Dot, Crosshair, or Transpate set the
cursor shape for all sessions. Use the Mouse menu to change the
cursor shape during a session.

A To configureadditional launch settings
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A Select 'Enable Single Cursor Mode' to enable single mouse mode
as the default mouse mode when the serigraccessed.

A Select 'Enable Scale Video' to automatically scale the display on
the target server when it is accessed.

A Select 'Pin Menu Toolbar' if you want the toolbar to remain visible
on the target when it is in Full Screen mode. By default, while the
target is in Full Screen mode, the menu is only visible when you
hover your mouse along the top of the screen.

A Always Show Tool Bar and Always Show Status Bar ateseer
settings that are stored in the computer you are accessing the
client from, so if ya use a different computer, the setting may be
different. Select to keep tool bar and status bar visible as default,
deselect to keep tool bar and status bar hidden as default.

3. Click OK.

Options X
General Client Launch Settings
Window Mode
(®) Standard - sized to target resolution
() Full Screen
Monitor
(®) Monitor Client Was Launched From
() Select From Detected Monitors
Monitor A

Detected Monitors

Cursor Shape

(®) Default (O Dot

() Crosshair () Transparent
Other

[ ] Enable Single Mouse Cursor

[ ] Enable Scale Video

[ ] Pin Menu Toolbar

Always Show Tool Bar

Always Show Status Bar

Cancel
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Configuring Port Scan Settings in VKC/VKCS and AKC
Configuring port san options in VKC/VKCS and AKC applies to scanning from
the Remote Console.

To configure port scan options for the Local Console Cadigure Local
Console Scan Settingsn pagel64)

Use the port scanning feature to search for selected targets, and display them
in a slide show view, allowing you to monitor up to 32 targets at one time.

You can connect to targets or focus on a specific taagateeded. Scans can
include standard targets, blade servers, tiered devices, and KVM switch ports.

Configure scan settings from either the VKC/VKCS or AKC.

SeeScanning Ports Remote Consoléon pagel5l)

Use the Scan Settings tab to customize the scan interval and default display
options.

Configure Port Scan

To set scan settings:
Click Tools > Options. The Options dialog appears.
Select the Scan Settings tab.

In the "Display Interval" field, specify the number of seconds you want the
target that is in focus to display in the center of the Port Scan window.

4. In the "Interval Betwer Ports" field, specify the interval at which the
device should pause between ports.

5. Inthe Display section, change the default display options for the thumbnail
size and split orientation of the Port Scan window.

6. Click OK.

w N Y

Collecting a Diagnostic Snapshot of the Target

Administrators are able to collect a "snapshot" of a target.
The "snapshot" function generate log files and image files from the target.

It then bundles thesdiles in a zip file that can be sent to Technical Support to
help diagnose technical problems you may be encountering.

The following files are included in the zip file:
i1 screenshot_image.png

This is a screenshot of the target that captures a picture of the issue you
are experiencing. This feature operates like the "Screenshot from Target"
feature.

1 raw_video_image.png:

A snapshot image created from raw video data. Please note that client's
postprocessing is applied, just as if it were a "regular” screen update.
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A brand of Olegrand



Appendix AKVM Clients

1 raw_video_ycbcr420.bin:
Binary file of the raw snapshot.
1 raw_video_ycbcr420.txt:
Text file containing data used to help diagnose issues.
1 Log.txtfile:
These are the client logs.
Note that the logs are included even if you have not enabled information

to be captured in them. VKC uses internal memory to capture the
information in this case.

Collect a Diagnostic Snapshot

61
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P> To capture a diagnostic snapshot:

A2 B B

[t video yebollibn | raw o ycholdint e ideo mugepeg  sovenictimageny  dagrosc e vy
ettt b ) Teittanma i 00
Steps
@ Access a target, and then click Tools > Collect a Diagnostic Snapshot.
Several messages are displayed as the information is collected.
@ You are prompted to save the zip file containing the diagnostic files.

@ The zip file containing the diagstic files is saved.
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View Options

View Toolbar

You can use the Virtual KVM client with or without the toolbar display.

P> To toggle the display of the toolbar (on anuff):
1 Choose View > View Toolbar.

View Status Bar

By default, the status bar is displayed at the bottom of the target window.

» To hide the status bar:
1 Click View > Status Bar to deselect it.

> To restore the status bar:
9 Click View > Status Bar to select it.
Scaling

Scaling your target window allows you to view the entire contents of the target
server window.

Thisfeature increases or reduces the size of the target video to fit the Virtual
KVM Client window size, and maintains the aspect ratio so that you see the
entire target server desktop without using the scroll bar.

P> To toggle scaling (on and off):
1 Choose View > Scaling.
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Full Screen Mode

When you enter Full Screen mode, the target's full screen is displayed and
acquires the same resolution as the target server.

The hotkey used for exiting this mode is specified in the Options dialog, see
Tool Optiongon page54).

While in Full Screen mode, moving your mouse to the top of the screen
displays the Full Screen mode menu bar. The behavior of the menu in full
screen mode is affected by some options on the Tool Options menul &¢e
Options > General Settings > Full $areptions

If you want the menu bar to remain visible while in Full Screen mode, enable
the Pin Menu Toolbar option from the Tool Options dialog. Baa Options

(on pagebd).

P To enter full screen mode:

Choose View > Full Screen, or click the Full Screen bw@

v

To exit full screen mode:
Press the hot key configured in the Tool's Options dialog. The default is
Ctrl+Alt+M.

If you want to access the target in full screen mode at all times, you can make
Full Screen mode the default.

=a

» To set Full Screen mode as the default mode:

Note: Not available in LX2.

1. Click Tools > Options to open the Options dialog.
2. Select Enable Launch in Full Screen Mode and click OK.

Connect to Virtual Media
SeeVirtual Media (on page24)
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Smart Cards

Using the KX 1lI, you are able to mount a smart card reader onto a target server
to support smart card authentication and related applications.

For a list of supported smart cards, smart card readansl, additional system
requirements, semart Card Minimum System Requirements, CIMs and
Supported/Unsupported Smart Card Readéos pageth).

Note: The USB Smart Card token (eTokei©ONIB) is only supported from the
remote client.

Smart card reader mounting is also supported from the Local Console.
Seelocal Console Smart Card Accéss pagel6b).

Smart Card Minimum System RequirementSIMs and Supported/Unsupported Smart
Card Readers

Before you begin using a smart card reader, review the following:

I Smart Card Minimum System Requiremefits page202)

1 Supported Computer Interface Module (CIMs) Specificatifrspage
195

I Supported Smart Card Readdim page204, "Unsupported Smart Card
Readers on page205)

Authentication When Accessing a Smart Card Reader

When accessing a server remotely, you can select an attached smart card
reader and mount it onto the server.

Smart card authentication is used with the target server, it is not used to log
into the device. Therefore, changes to smart card PIN and credentials do not
require updates to device accounts.

PC Share Mode and Privacy Settings when Using Smart Cards

When PEShare mode is enabled on the device, multiple users can share access
to a target server.

However, when a smart card reader is conteelcto a target, the device will
enforce privacy regardless of the {8Gare mode setting.

In addition, if you join a shared session on a target server, the smart card
reader mounting will be disabled until exclusive access to the target server
becomes avidable.

Raritan. 65

Abrand of O legrand



Appendix AKVM Clients

Smart Card Reader Detected

After a KVM session is established with a target server, a Smart Card menu and
button are available in VKC and AKC.

Once the Smart Card button is selected or Smart Card is selected from the
menu, the smart card readers that are detected as attached tad¢neote
client are displayed in a dialog.

From this dialog, you can attach additional smart card readers, refresh the list
of smart card readers attached to the target, and detach smart card readers.

You are also able to remove or reinsert a smart ca@tds function can be used

to provide notification to a target server OS that requires a removal/reinsertion
in order to display the appropriate login dialog. Using this function allows the
notification to be sent to a single target without affecting otteative KVM
sessions.

Mount a Smart Card Reader
When mounted onto the target server, the card reader and smart card will
cause the server to behave as if they had been directly attached.

Removal of the smart card or smart card reader will cause the user session to
be locked or you will be logged out depending on how the card removal policy
has been setup on the target server OS.

When the KVM session is terminated, either because it has lotosed or
because you switch to a new target, the smart card reader will be automatically
unmounted from the target server.

To mount a smart card reader from VKC or AKC:
1. Click the Smart Card menu and then select Smart Card Reader.

Alternatively, click the Smart Card buttc Q in the toolbar.
2. Select the smart card reader from the Select Smart Card Reader dialog.
3. Click Mount.

4. A progress dialog will open. Check the 'Mount selected card reader
automatically on connection to targets' checkbox to mount the smart card
reader automatically the nextme you connect to a target. Click OK to
begin the mounting process.

Update a Smart Card Reader

P> To update the smart card in the Select Smart Card Reader dialog:

9 Click Refresh List if a new smeaird reader has been attached to the
client PC.
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Send Smart Card Remove and Reinsert Notifications

> To send smart card remove and reinsert notifications to the target:

1 Select the smart card reader that is currently mounted and click the
Remove/Reinsert button.

Unmount (Remove) a Sma@ard Reader

» To unmount a smart card reader:

 Select the smart card reader to be unmounted and click the Unmount
button.

Digital Audio

The KX Il supports exid-end, bidirectional, digital audio connectiong fo
digital audio playback and capture devices from a remote client to a target
server.

The audio devices are accessed over a USB connection.
1 Current device firmware is required.
1 One of the following CIMs must be used:
A D2CIMDVUSB
A D2CIMDVUSHEVI
A D2CIMDVUSBADMI
T D2CIMDVUSEDP

Windows, Linuxand Mac¢operating systems are supported. VKC, VKCS, and
AKC support connections to audio devices.

Note: Audio CDs are not supported by virtual media so they do not work with
the audio feature.

Before you begin using the audio feature, review the audio relatémimation
documented in the next sections.

1 Informational NotesAudio (on page227)

Supported Audio Deice Formats

The KX 11l supports one playback and capture device and one record device on a
target at a time. The following audio device formats are supported:

Stereo, 16 bit, 44.1K

Mono, 16 bit, 44.1K

Stereo, 16 hit, 22.05K

Mono, 16 hit, 22.05K

Stereo, 16 hit, 1D25K

Mono, 16 bit, 11.025K

= =4 4 —a -8 -8
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Digital Audio VKC and AKC Icons

Audio Icon name Description
icons

i Speaker These icons are located in status bar at the bottor
o) the client window.

Green, blinking waves indicate an audio playback
session is currently streaming.

A black speaker icon is displayed when the sessio
muted.

The icon is grayed out when no audio is connectec

El"l"

Microphone  These icons are located in the status bar at the
bottom of the client window.

Red, blinking wves indicate an audio capture sessi
is currently underway.

The Speaker icon, indicating a playback session is
streaming, is also displayed when a session is
underway.

A black Microphone icon is displayed when the
session is muted.

When the Microphonecon is grayed out, no audio i
connected.

-'E‘:h
L=

[ Ha-

Audio Playback and Capture Recommendations and Requirements

Audio Level
1 Setthe target audio level to a midnge setting.
For example, on a Windowslient, set the audio to 50 or lower.

This setting must be configured through the playback or capture audio device,
not from the client audio device control.
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Recommendations for Audio Connectisrwhen PC Share Mode is Enabled

If you are using the audio feature while running PC Share mode, audio playback
and capture are interrupted if an additional audio device is connected to the
target.

For example, User A connects a playback device to Targetl and runs an audio
playback appliation then User B connects a capture device to the same target.
User A's playback session is interrupted and the audio application may need to
be restarted.

The interruption occurs because the USB device needs to-beumerated
with the new device confjuration.

It may take some time for the target to install a driver for the new device.

Audio applications may stop playback completely, go to the next track, or just
continue playing.

The exact behavior is dependent on how the audio application is debign
handle a disconnect/reconnect event.

Bandwidth Requirements

The table below details the audio playback and capture bandwidth
requirements to transport audio under each of the selected formats.

Audio format Network bandwidth requirement
44.1 KHz, 16bit stereo 176 KB/s
44.1 KHz, 16bit mono 88.2 KB/s
2.05 KHz, 16bit stereo 88.2 KB/s
22.05 KHz, 16bit mono 44.1 KB/s

11.025 KHz, 16bit stereo 44.1 KB/s
11.025 KHz, 16bit mono Audio 22.05 KB/s

In practice, the bandwidth used when an audio device connects to a target is
higher due to the keyboard and video data consumed when opening and using
an audio application on the target.

A general recommendation e have at least a 1.5MB connection before
running audio/video.

1 However, high videgontent, fulkcolor connections using higlarget
screen resolutions consume much more bandwidth and impact the quality
of the audio considerably.

I Set Smoothing to High. This will improve the appearance of the target
video by reducing displayed video noise

1 Under Video settings, set the Noise Filter to its highest setting of 7 (highest
value) so less bandwidth is used for target screen changes
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Saving Audio Settings

Audio device settings are applied on a per KX Il device basis.

Once the audio devices settings are configured and saved on the KX 1lI, the
same settings are applied to it.

SeeConnecting and Disconnecting from a Digital Audio Deviga page71)
for information on connecting to and configuring an audio device, and
Adjusting Capture and Playback Buffer Size (Audio Settiigs)age7?2) for
information on audio device buffer settings.

If you are using the audio feature while running PC Share mode and VM Share
mode so multiple users can access the same audio device on a target at once,
the audio device settings of the user winitiates the session are applied to all
users who join the session.

So, when a user joins an audio session, the target machine settings are used.

Connecting toMultiple Targets from a Single Remote Client

Connect to audio on up to four (4) target servers at the same time from a single,
remote client.

SeeConnecting and Disconnecting from a Digital Audio De\(ime page7 1)
for information on connecting to audio devices.

A Speaker icorH:«: is displayed in the status bar at the bottom of the client
window. It is grayed out when no audio is being used. When the Speaker icon

and Microphone icorf*':ﬁ'a' are displayed in the status bar, the session is being
captured as it is streamed.

Note: When audio over HDMI is connected, the idle user timedting is
ignored.

Operating System Audio Playback Support

Review the table shown here to see which client works with audio
playback/capture for each operating system:

Operating sysém Audio playback and capture supported by:
Windows A Active KVM Client (AKC)
A Virtual KVM Client (VKC)
Linux A Virtual KVM Client (VKC)
Mac® A Virtual KVM Client (VKC)
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Connecting and Disconnecting from a Digital Audio Device

Audio device settings are applied on a per KX Il device basis.

Once the audio devices settings are configured and saved on the tx 111,
same settings are applied to it.

SeeSaving Audio Settingéon page70) for more information.

Note: If you are using the audio feature while running PC Share @odi&/M
Share mode, seAudio Playback and Capture Recommendations and
Requirementgon page68) for important information. See alsGonnecting to
Multiple Targets from a Single Remote Cligoin pager0).

Connect to a Digital Audio Device

>

10.

11.

To connect to an audio device:

Connect the audio device the remote client PC prior to launching the
browser connection to the KX III.

Connect to the target from the Port Access page.

Once connected, click the Audio buttclzﬁ']':| in the toolbar.

The Connect Audio Device dialog appears. A list of available audio devices
connected to the remote client PC is displayed.

Note: If there are nowailable audio devices connected to the remote client
PC, the Audio icon is grayed out. .

Check Connect Playback Device if you are connecting to a playback device.
Select the device that you wish to connect from the doipvn list.

Select the audio forntdor the playback device from the Format:
drop-down.

Note: Select the format that you wish to use based on the available
network bandwidth. Formats with lower sampling rates consume less
bandwidth and may tolerate more network congestion.

Select the "Maint selected playback device automatically on connection to
target" checkbox to automatically connect an audio playback device when
you connect to an audio supporting target.

Check Connect Recording Device if you are connecting a recording device.

Note: The device names listed in the Connect Recording Deviedaivap
are truncated to a maximum of 30 characters for Java clients.

Select the device that you wish to connectrfréhe dropdown list.

Select the audio format for the recording device from the Format:
drop-down.

Click OK. If the audio connection is established, a confirmation message
appears. Click OK.
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If the connection was not established, an error message appears

Once an audio connection is established, the Audio menu changes to
Disconnect Audio. The settings for the audio device are saved and applied
to subsequent connections to the audio device.

A Speaker icorH:a: is displayed in the status bar at the bottom of the
client window. It is grayed out when no audio is being used. When the

vy Wil
Speaker icon and Microphone icc'ﬁ'iﬂ-?I are displayed in the status bar,
the session is being captured as it is streamed.

Disconnect from an Audio Device

» To disconnect from the audio device:

=

1 Click the Audio icor,(':.# in the toolbar and select OK when you are
prompted to confirm the disconnect. A confirmation message appears.
Click OK.

Adjusting Capture and Playback Buffer Size (Audio Settings)
Once an audio device is connected, the buffer size can be adjusted as needed.

This feature is useful for controlling the quality of the audio, which may be
impacted by bandwidth limitations or network spikes.

Increasing the buffer size improves the audio quality but may impact the
delivery speed.

The maximum available buffer sime400 milliseconds since anything higher
than that greatly impacts audio quality.

The buffer size can be adjusted whenever needed, including during an audio
session.

Audio settings are configured in VKC or AKC.

Adjust Audio Settings

P> To adjust audio settings:

Select Audio Settings from the Audio menu. The Audio Settings dialog
opens.

2. Adjust the capture and/or playback buffer size as needed. Click OK.

Capture Buffer Size: E [ miliseconds

Flayback Buffer Size: - miliseconds
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Power Control Using VKC, VKCS, and AKC

You can power on, power off, and power cycle a target through the outlet it is
connected to.

Access the target, and then select a power control option from the Power
Control menu.

Connection USB Profile Keyboard Video Mouse Tools View Virtual Media Audie SmartCard [Power Control| Help

SANEEh@EQD DO R roven

Power Off

Power Cycle

The menu option is disabled if you do not have permission for power control,
and when outlets are not associated with the port.

Version Information- Virtual KVM Client

For version information about the client, in case you require assistance from
Raritan Technical Support.

1 Choose Help > About Raritan Virtual KVM Client.

Active KVM Client (AKC) Help

Raritan.
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To launch AKC, enter https://<IP address>/akc in a browser.
The Active KVM Client (AKC) is based on Microsoft WindowstddRology.
This allows you to run the client in a Windows environments without Java..

For details on using the features, séitual KVM Client (VKC and VKCs) Help
(on page34).

Recommended Minimum Active KVM Client (AKC) Requirements

It is recommendedhat the Active KVM Client (AKC) machines meet the
following minimum requirements.

1 Client machine with either a

A 'modern' dualcore CPU for a single connections, or

A 'modern' quad core CPU for two or more simultaneous connections
1 4GB of RAM
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AKC Supported Microsoft .NET Framework

The Active KVM Client (AKC) requires Windows®./HE€ the Release Notes for
supported versions.

AKC Supported Operating Systems

When launched from Internet Explorethe Active KVM Client (AKC) allows you
to reach target servers via the KX 111,

AKC is compatible with the following platforms:
1 Windows 11°operating system (up to 64 bit)
See the Release Notes for the latest supported versions.

AKC Supported Browsers
See the Release Notes for supported browser versions.

Prerequisites for Using AKC

Allow Cookies

Ensure the cookies from the IP address of the device that is being accessed are
not currently being blocked.

Include KX III IP Address in 'Trusted Sites Zone'

Add the IP address of the device being accessed to the browser's Trusted Sites
Zone.

Disable 'Protected Mode'

Make sure that Protected Mode is not on when accessing this device.

Enable AKC Download Server Certificate Validation

If the administrator has enabled the Enable AKC Download Server Certificate
Validation option:

1 Administrators must upload a valid certificatettte device or generate a
selfsigned certificate on the device. The certificate must have a valid host
designation.

1 Each user must add the CA certificate (or a copy ofsgghied certificate)
to the Trusted Root CA store in their browser.
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Proxy Server Configuration

When the use of a Proxy Server is required, a SOCKS proxy must also be
provided and configured on the remote client PC.

Note: If the installed proxy server is only capable of th&RHproxy protocol,
you cannot connect.

» To configure the SOCKS proxy:
On the remote client PC, select Control Panel > Internet Options.
a. On the Connections tab, click 'LAN settings'. The Local Area Network
(LAN) Settings dialog opens.
b. Select 'Use a proxy server for your LAN'.
Click Advanced. The Proxy Settings dialog opens.
d. Configure the proxy servers for all protocols.

IMPORTANT: Dot select '‘Use the same proxy server for all
protocols'.

Note: The default port for a SOCKS proxy (1080) is different from HTTP
proxy (3128).

e. Click OK at each dialog to apply the settings.
2. Next, configure the proxy settings for the Jaaaplets:

a. Select Control Panel > Java.

b. On the General tab, click Network Settings. The Network Settings
dialog opens.

c. Select "Use Proxy Server".
Click Advanced. The Advanced Network Settings dialog opens.
Configure the proxy servers for all protocols.

IMPORTANT: Do not select 'Use the sapnexy server for all
protocols'.

Note: The default port for a SOCKS proxy (1080) is different from HTTP
proxy (3128).

Connect to a Target from Virtual KVM Client (VKC), Standalone VKC (VKCs), or
Active KVM Client (AKC)

Once you have logged on to the KX IIl Remote Console, access target sarvers v
the Virtual KVM Client (VKC), Standalone VKC (VKCs), or Active KVM Client
(AKC).

» To connect to an available server:

1. Onthe Port Access page, click on the port name of the target server you
want to connect to. The Port Action menuens.
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2. Click Connect.

Home > Ports

Port Access

Click on the individual
0/ 4 Remote KVM char

View By Grg

SeePort Action Menu(on pagel9) for details on additional available menu

options.
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HTML KVM Client (HKC)

Raritan.
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The HTML KVM client (HKC) provides KVM over IP accessrbat the
browser without the need for applets or browser plugins. HKC uses Javascript,
NOT Java.

HKC runs on Linux and Mac clients, and on Windows clients in Internet Explorer
11, Edge, Firefox, Chrome and Safari browsers.

A mobile version of HKC alsms on iOS v10 and higher. 3&¢M Client
Launching(on page33) for a full matrix of clients.

Many KVM features are supported. Future releases will provide more adgance
KVM features.

Supported Features:

Connection Properties

USB Profiles

Video Settings

Input Settings

Audio Playback

Virtual Media

Dual Video Targets

Keyboard Macros

Import and Export of Keyboard Macros
Send Text to Target

Keyboard and Mouse Settings

Single Mouse Modenot available on IE browser
Power Control

= =4 -4 48 -4 -8 a8 -8 _a 4 _a _a -8 V¥

Not supported:

Port Scanning

Smartcard

Limited Tools Menu options.

Limited keyboard support: UBSnglish, UKnglish, French, German,
SwissGerman, and Japanese are supported

Hotkeys for keyboard macros
Prepopulated keyboard macros for Sun targets

Can only create Macros from keys that exist on the client PE(gish,
UK-English, French, German), no special function keys except for delay key.

Single Mouse modenot available on IE
Virtual Media write not supported

Local file transfer not supported on IE11.
USB drive connects

= =4 -4 A& V¥V
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Favorites
Audio capture, No audio support dB.

Tips and Known Issues:

Ensure that the device certificate is installed and trusted. The certificate
Common namehould match the IP address/Hostname used to connect to
the device. Se8SL and TLS Certificaf@sinformation on creating and
installing certificates

When Single Mouse Mode in the Edge browser is selected for the first time,
the user is prompted to turoff the local mouse pointer. Select the bottom
part of the Yes button.

Target connections from Chrome 61 running on Fedora requires HardWare
Acceleration to be enabled.

If erratic mouse response is seen in Single Mouse mode on Fedora clients
using the dediult Gnome desktop, use the Gnome classic desktop.

To enable scrollbars on Mac Browser target connections: On the OS menu
bar, choose System Preferences > General > Show scroll bars: Always.

Internet Explorer and Edge support only 6 sessions at a timeeffbe
displayed when attempting to connect to a seventh target is "Error could
not connect to target." For IE11, you can increase the sessions allowed in
the Group policy editor. See
https://jwebsocket.org/documentation/referenceuide/internetexplorer

tips.

For IE11 and Edge IPv6 device connections, either use device hostname or
literal IPv6 as UNC. See
https://en.wikipedia.org/wiki/IPv6_address#Literal_IPv6_addresses_in_UN
C_path_names

For Mac/Safari IPv6 device connections, use device hostname.
ClientKeyboard input selection should be set for each device individually.
If encountering issues on browsers that have previously connected to an
older version, it may be necessary to clear the Cache Web Content from
the browser.

To launch HKC automaticallySafari browser: Use http://<IP

Address>/hkc, OR use http://<IP Address>/ if "Java content on browser" is
disabled in Java Control Panel, and "Java Plugin" is disabled in the browser.
From Chrome running on Linux, to get "~ or #, the key needs to berbi t
times, or twice followed by a space.

On a default build of Redhat 7/Firefox ESR 24.5, there is no target video
displayed on HKC connections. Older versions of Firefox lack HTML5
functions needed to support HKC. Upgrade Firefox to the latest available
version.

If HKC does not load, but rather displays a white screen, your browser
memory may be full. Close all browser windows and try again.
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1 In Chrome, disable the background throttling to prevent background tabs
from disconnecting after a certain amount of time. Go to chrome://flags,
then search for "throttle". Set "Throttle Javascript timers in backgound”
and "Calculate window occlusion onMibws" to "Disabled". Restart
chrome to apply settings.

Connection Properties

Connection properties manage streaming video performance over remote
connections to target servers.

The properties are apigd only to your connectionthey do not impact the
connection of other users accessing the same target servers.

If you make changes to connection properties, they are retained by the client.

> To view connection properties:
1 Choose File > Connectioroperties.

Default Connection Properties

The KX Il comes configured to provide optimal performance for the majority of
video streaming conditions.

P> KX3 default connection settings:

1 Optimized for: Text Readabilityideo modes are designed to maximize
text readability.

This setting is ideal for general IT and computer applications, such as
performing server administration.

1 Video Mode- defaults to Full Color 2.

Video frames tansmit in highquality, 24bit color. This setting is suitable
where a highspeed LAN is used.

1 Noise Filter defaults to 2.
The noise filter setting does not often need to be changed.
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Click Reset to regain the default connection properties.

Connection Properties

Optimize for: Text Readability ~
Video Mode: Full Color 2

Best Lower
Noise Filter: 2
Quality oise mier Bandwidth

4

e (3 (D

Text Readability

Text Readability is designed to provide video modes with lower color depth but
text remains readable. Greyscale modes are even available when applying
lower bandwidth settings.

This setting is ideal when working with computer GUIs, such as server
administation.

When working in full color video modes, a slight contrast boost is provided, and
text is sharper.

In lower quality video modes, bandwidth is decreased at the expense of
accuracy.

Color Accuracy

When Color Accuracy is selected, all video modes are rendered in il 24
color with more compression artifacts.

This setting applies to viewing video streams such as movies or other broadcast
streams.

In lower quality video modes, sharpness of finealletsuch as text, is sacrificed.
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Video Mode

The Video Mode slider controls each video frame's encoding, affecting video
quality, frame rate and bandwidth.

Connection Properties

Optimize for: Text Readability +
Video Mode: Full Color 2

Best Lower
Noise Filter: 2
Quality oise Fiter Bandwidth

&

(I

In general, moving the slider to the left results in higher quality at the cost of
higher bandwidth and, in some cases, lower frame rate.

Moving the slider to theight enables stronger compression, reducing the
bandwidth per frame, but video quality is reduced.

In situations where system bandwidth is a limiting factor, moving the video
mode slider to the right can result in higher frame rates.

When Text Readabilifg selected as the Optimized setting, the four rightmost
modes provide reduced color resolution or no color at all.

These modes are appropriate for administration work where text and GUI
elements take priority, and bandwidth is at a premium.
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Noise Filter

Unless there is a specific need to do so, do not change the noise filter
setting. The default setting is designed to work well in most situations.

The Noise Filter controls how much interframe noise is absorbed by the KX IlI.
Connection Properties

Optimize for: Text Readability ~

Video Mode: Full Color 2

Best Lower
Noise Filter: 2
Quality cise e Bandwidth

g

o o] ]

Moving the Noise Filter slideo the left lowers the filter threshold, resulting in
higher dynamic video quality. However, more noise is likely to come through,
resulting in higher bandwidth and lower frame rates.

Moving the slider to the right raises the threshold, allows lesseand less
bandwidth is usedVideo artifacts may be increased.

Moving the noise filter to the right may be useful when accessing a computer
GUI over severely bandwiddimited connections.
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Connection Info

Open the Connection Information dialog for rdimhe connection information
on your current connection, and copy the information from the dialog as
needed.

SeeDefault Connection Propertie®n page79) for help configuring the
connection properties.

Name of the device

IP address of the device

Port- The KVM communication TCP/IP port used to access the device
Data In/Second Data rate received from the device

Data Out/SecondData rate sent to the device

FPS Video frames per second from the device.

Average FPSAverage number of video frames per second.
Connect Time The duration of the current connection.
Resolution The target server's horizontal andrtieal resolution.
Refresh RateRefresh rate of the target server.

Protocol Version communications protocol version.
Subsampling Adaptive color subsampling

Audio Playback Sample Rat&udio playback sample rate seen if audio is
connected.

= =4 -4 48 -4 -8 a8 -2 -8 A _a -2 -9

To view onnection info:
 Choose File > Connection Info.

Raritan.

Connection Info

Device Name: kx4-59-89
IP Address: 192.168.59.89
Port: 443

Data In: 3.00 Kbit/s
Data Out: 1.02 Kbit/s
FPS: 13

Avg. FPS: 12.50
Connect Time: 00:00:52
Horizontal Resolution: 1920
Vertical Resolution: 2160
Refresh Rate: 60 Hz
Protocol Version: 1.34
Subsampling: 4:2:2
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USB Profile
Select a USB profile that best applies to the KVM target server.

For example, if the server is running Windewpgerating system, it would be
best to use the Generic profile.

Or, to change settings in the BIOS menu or boot from a virtual media drive,
depending on the target server model, a BIOS profile may be more appropriate.

P> To set a USB profile for a targetiser:

I  Choose USB Profile, then choose Generic, or choose Other Profiles to
select from a menu.

@ SmartCard 7.5 - HTML KVM Client - Google Chrome

A Notsecure | hitps://192.168.61.140/jsclient/Client.as

File « USB Profile « nput = Video - View = Tools ~ Virtual Media ~ Audio -
Help ~ Generic v
% h Other f‘:‘gu:atﬂ—'?# II-"I:J‘IIIIEFHI'D,'LIJ—.:? = A

BIOS Dell PowerEdge 1950/2950/2970/6950/R200
BIOS Dell Cptiplex Keyboard and Mouse Only
BIOS Asus P4C800 Motherboard

IBM BladeCenter H with AMM

Use Full Speed for Keyboard and Mouse USB
BIOS HP Proliant DL385 G7

BIOS Dell Optiplex 790 Keyboard Only

BIOS Dell Optiplex 790

Mac USB-C

Help on USB profiles

Note: When using the D2CIWMIUSBUSBC on Mac targets, you must select the
"Mac USBC" profile.

> To view details on USB profiles:
Choose USB Profile > Help on USB Profiles.

Input Menu
Keyboard Layout

P> To set your keyboard type.

1 Choose Input > Keyboard Layout, then select your keyboard type.
A dede
A dech
A engb
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A enus
A fr
A ja
@ SmartCard 7.5 - HTML KVM Client - Google Chrome
A Notsecure | hitps://192.168.61.140/jsclient/Client.asp#
File ~ USB Profile ~ Video ~
Help ~ A Keyboard Layout

% R @ @ Q ﬂ ==‘ Send Macro
# Macro Editor
= Send text to target
%= Mouse Modes
£ Mouse Sync

Input ~

View -

Send Macro

Appendix AKVM Clients

Tools ~ Vir

de-de
de-ch
en-gb
en-us v
fr

Raritan.

Due to frequent use, several keyboard macros are preprogrammed.

> To send a preprogrammed macro:
1 Choose Input > Send M@, then select the macro:

A Ctrl+Alt+Del: Sends the key sequence to the target without affecting
the client.

A Alt+F4: Closes a window on a target server.
A Alt+Tab: Switch between open windows on a target server.
A Print Screen: Take a screenshot of the target server.

Input ~ Video - View - Virtual Media ~
A Keyboard Layout + ) | gy £

&2 Send Macro Ctri+Alt+Del

# Macro Editor Alt+F4

= Send text to target Alt+Tab

4 Mouse Modes
2 Mouse Sync

Print Screen
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Macro Editor

Keyboard macros ensure that keystroke combinations intended for the target
server are sent to and interpreted only by the target server. Otherwise, they
might be interpreted by your client PC.

Macros are stored on the client PC and aresp€xific. If you use another PC,
you cannot see your macros.

In addition, if another person uses your PC and logs in under a different name,
that user will see your macros since they are computate.

Macroscreated with HKC are only available with the current browser and KVM
device. If you use HKC in more than one browser, or more than one KX Ill, your
macros will only be available on the browser and KX Il where they were
created. To reuse your macros in dner KX Il device, you can import and
export the macro files. Sdeport and Export Macrogon page90).

P> To access the Macro Editor:
1 Choose Inputs > Macro Editor.
1 Select a macro from the Macros list to view the key combination.

Macro Editor

Name Ctri+Alt+Del
Macros Keys
Ctri+Alt+Del press: CTRL LEFT Add Key
Alt+F4 press: ALT LEFT
Alt+Tab press: DELETE Add Delay
Print Screen release: CTRL LEFT 2
Greetings release: ALT LEFT
release: DELETE 13
Delete
Add New Macro Delete Macro
Text to macro Use in Toolbar

Export Import m Cancel

Add New Macro

> To add a new macro:
1. Choose Input > Macro Editor.
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2. Click Add New Macro.

Name Op P-R
Macros Keys
Ctri+Alt+De press: ALT LEFT . Add Key
Alt+F4 press: META
Alt+Tab press: P Add Delay
Print Screen press: R
Option-Cmd-P-R delay: 500ms

Macro Editor

delay: 500ms
delav: 500ms >

e

Text to macro Remove from Toolbar

Delete

(o

Enter a Name for the new macro. The name will appear in the Send Macro
menu once the macro is saved.

Click Add Key, then press the key you want to add to the macro. The key
press and key tease appear in the Keys list.

A To add more keys, click Add Key again, and press another key.
A Toremove a key, select it in the Keys list and click Delete.

To put the keys in the correct sequence, click to select a key in the Keys list,
then click the up and down arrows.

To add a 500 ms delay to a key sequence, click Add Delay. A delay in the
middle of a pressand-release key sequence indicates holding dovkeg

Add multiple delays to indicate a longer presst-hold of a key. Click the

up and down arrows to move the delays into the correct sequence.
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7. Click OK to save. To use this macro from your toolbar, click Use in Toolbar.
SeeAdd a Macro to the Toolbafon page89) for more details.

Macro Editor

Name Option-Cmd-P-R
Macros Keys
Alt+F4 press: META
Alt+Tab press: P Add Delay
Print Screen press: R
delay: 500ms

delav: 500ms

e

Text to macro Remove from Toolbar

Delete

Option-Cmd-P-R added to toolbar

o

This example shows a macro for a Mac bootup sequence that requires a
2-second delay.

Delete a Macro

» To delete a macro:
1. Choose Inputs > Macro Editor.
2. Select the macro, then click Delete Macro.
3. Click OK.
Macro Editor
Name Caps
Macros Keys
Ctri+Alt+Del - press: CAPS Add Key
AllsF4 release: CAPS
At+Tab Add Delay
Print Screen
Greetings
New Macro > Doidte
Add New Macro Delete Macro
Text 1o macro Remove from Toolbar
Expont | | impon m
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Add a Macro to the Toolbar

You can add a single macro to your HKC toolbar, so that you can use the macro
by clicking an icon.

» To add a macro to the toolbar:
1. Choose Inputs > Macro Editor.
2. Select a macro from the Macros list.
3. Click Use in Toolbar.
Macro Editor
Name Ciri<Alt+Dei
Macros Keys
Add Key
Alt+Fd press: ALT LEFT
Alt+Tab press: DELETE Add Delay
Print Screen release;: CTRLLEFT
Greetings release: ALT LEFT

release: DELETE

Delete

o
Text 1o macro

o o (o] = ]

4. A message appears to confirm the macro is added to the toolbar.

A To remove the macro from the toolbar, click Remove from Toolbar, or
select a different macro and click Use in Toolbar.

Macro Editor
Name Caps
Macros Keys
CitsAlt+Del - Add Key
AllsF4 release: CAPS
At+Tab Add Delay
Print Screen i
Greetings
New Macro X
Delete
e
Text to macro Remoave from Toolbar
Caps adoed to toolar *—

Export Import Cancel
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5. Click OK and exit the Macro Editor. The macro icon is added to the toolbar
when one has been set.

ShEB K@

Import and Export Macros

Macros created with HKC are only available with the current browser and KVM
device. If you use HKC in more than one browser, or more than one KX Ill, your
macros will only be available on the browser and KX Il where they were
created. To reuse your macrosanother KX Il device, you can import and

export the macro files. Imported and exported macro files created on HKC are
only compatible with HKC, and cannot be used on AKC or VKC. Likewise, macro
files created on AKC or VKC cannot be imported for usekad.

Macros are exported to an xml file named "usermacros.xml”. Files are saved in
your browser's default download location. Default macros are not exported.

Note: When exporting macros from Edge browser, a Down arrow is briefly
displayed at the bottom ahe KVM window and a file named
"unconfirmed.crdownload" is saved to the default download directory. To use
this file as a macro input file, rename it with a .xml extension.

To export and import macros:

=

Choose Input > Macro Editor. & list of macros created for your browser
and KX Il displays in the Macro Editor dialog.

To export the list, click the Export button, then save the file.
Log in to the KX Il where you want to import the macros.
Choose Input > Macro Editor.

Click Impat, then click Open to Import and select the usermacros.xml file,
and click OK.

6. The macros found in the file display in the list. Select the macros you want
to import, then click OK.

a b~ wn
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A Macro names must be unique. If a macro with the same name already
exiss, an error message appears. Click the Edit icon to rename the
macro, then click the checkmark to save the name.

Macro Import

Open to Import

Select macros to import:

Macro1 4

Select All Deselect All

Known Issues for Macros

1 You cannot add the Command (Windows) key to a macro from Fedora
browsers. The key is consumed by the OS.

91



Appendix AKVM Clients

Text to macro

Text to macros will enable you to work more efficiently by producing
frequently used phraes and paragraphs with a single command. Create a new
macro and then assign text to it.

» To add text to a macro:
1. Choose Input > Macro Editor.

File « Input ~ Video ~ View ~
: A Keyboard Layout » | (=3
& k @ = b | a8 Send Macro o
sl M ¥ # Macro Editor | =
- = Send text to target
File Home Share Vi
< Mouse Modes
£ Mouse Sync

€ | *Untitled - Notepad

File Edit Format View Help
*# 4 ASDFGHIKL

2. Select to add new macro and enter a macro name.
3. Click Text to macro.

Text to macro

Name Greetings

Macros Keys

Beautiful Momning in the Garden State!
Cirl+Alt+Del press: LEF Ly S
AltrF4 press: B
Alt+Tab release; 8

il D release: LE
release: E
press: A

I Add New Macro

Text to macro

@

4. Enter text in the text box and then click OK to save.
5. Click OK again in the Macro Editor to save the macro.
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To use macros with text:

Connect to target you want to send macro to

Choose Input > Send Macro and then select the macro you created.
Macro will be sent to the target.

w N =Y

Input ~

7 Wiacro Edror
£ Send text to targh
£ Mouse Modes

2 Mouse Sync

¥ Mouse Cursor

Send Text to Target

Use the Send Text to Target function to send text directly to the target. If a text
editor or command prompt is open and selected on the target, the text is
pasted there.

To send text to target:
1. Choose Input > Send Text to Target. The Send Text to Target dialog

appears.

2. Enter the text you want sent to the target. Supported keyboard characters
only.

3. Click OK.
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Mouse Modes

You can operate in either singi@ouse mode or dual mouse mode.

When in a dual mouse mode, and provided the option is properly configured,
the mouse cursors align.

When controlling a target server, the Remote Console displays two mouse
cursors- one belonging to your KX Il client waidtson, and the other
belonging to the target server.

When there are two mouse cursors, the device offers several mouse modes:

1 Absolute (Mouse Synchronization)
1 Intelligent (Mouse Mode)
1 Standard (Mouse Mode)

When the mouse pointer lies within the KVM Client target server window,
mouse movements and clicks are directly transmitted to the connected target
server.

While in motion, the client mouse pointer slightly leads the target mouse
pointer due to mouse acderation settings.

Single mouse mode allows you to view only the target server's pointer. You can
use Single mouse mode when other modes don't work.

You can toggle between these two modes (single mouse and dual mouse).

Absolute Mouse Synchronization

In this mode, absolute coordinates are used to keep the client and target
cursors in synch, even when the target mouse is set to a different acceleration
or speed. This mode is supported on serveith WSB ports and is the default
mode for virtual media CIMs.

1 Absolute Mouse Synchronization requires the use of a virtual media CIM
D2CIMVUSB, D2CHBVUSB, D2CHaVUSBVI, D2CIMDVUSBHDMI,
D2CIMDVUSHEDP, D2CIWUSBUSBC

To enter Absolute Mouse Syhronization Mode:
1 Choose Input > Mouse Modes > Absolute.

Input ~ Video ~ View ~ Virtual Media ~

A Keyboard Layout o
22 Send Macro ) —
# Macro Editor

= Send text to target
“ Mouse Modes Absolute v
el

= Mouse Sync Intelligent

Standard
Single Mouse Mode
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Intelligent

In Intelligent Mouse mode, the device can detect the target mouse settings and
synchronize the mouse cursors accordingly, allowing mouse acceleration on the
target.

P> To enter Intelligent mouse mode:

1 Choose Input > Mouse Mode > Intelligent. The mouse will synch. See
Intelligent Mouse Synchronization Conditiofsn pageb2).

Input ~ Video ~ View ~ Tools ~ Vil
A Keyboard Layout [DEE|

| faRey Y | 8@
as Send Macro

’ " Macro Editor
= Send text to target

Reasoning

’ 2 Mouse Modes Absolute

=2 Mouse Sync Intelligent v
| 4 Mouse Cursor Standard
_ Single Mouse Mode
Standard

Standard Mouse mode uses a standard mouse synchrooizatgorithm. The
algorithm determines relative mouse positions on the client and target server.

In order for the client and target mouse cursors to stay in synch, mouse
acceleration must be disabled. Additionally, specific mouse parameters must
be set correctly.

> To enter Standard mouse mode:
i Choose Input > Mouse Modes > Standard.

Input ~ Video ~ View ~ Tools ~ Vir

A Keyboard Layout [DEL |
i Rl am
as Send Macro
" Macro Editor
£ Send text to target

g Mouse Modes Absolute
= Mouse Sync Intelligent
<* Mouse Cursor Standard v
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Single
Single Mouse mode uses only the target server mouse cursor; the client mouse
cursor no longer appears onscreen.

Note: Single mouse mode does not work on Windows or Linux targets when the
client is running on a Virtual Machine. Single mouse mode is ndableaon
Internet Explorer.

P> To enter Single mouse mode:
1 Choose Inputs > Mouse Modes > Single.

Input ~ Video ~ View ~ Tools ~ Vir

A Keyboard Layout [DEY]
| &bey d | B
as Send Macro
’ " Macro Editor
= Send text to target

’ g Mouse Modes Absolute
= Mouse Sync Intelligent
| ¥ Mouse Cursor Standard v

1 A message appears at the top of the client window: Press Esc to show your
cursor.

@ 192.168.61.16 has control of your pointer. Press Esc to take back control.

P> To exit Single mouse mode:
1 Press Esc.
1 Mouse mode changes back to dual mode.

Mouse Sync

In dual mouse mode, the Synchronize Mouse command forces realignment of
the target server mouse cursor with the client mouse cursor.

Note: This option is available only in Standard and Intelligent mouse modes.

P> To synchronize the mouse cursors:
1 Choose Inpts > Mouse Sync.
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Intelligent Mouse Synchronization Conditions

The Intelligent Mouse Synchronization command, available on the Mouse
menu, automatically synchronizes mouse cursors during moments of inactivity.
For this to work properly, however, the following conditions must be met:

1 The active desktop should be disath on the target.
1 No windows should appear in the top left corner of the target page.

1 There should not be an animated background in the top left corner of the
target page.
1 The target mouse cursor shape should be normal and not animated.

1 The target mouse speeds should not be set to very slow or very high
values.
9 ¢KS GFNBSG IROFYOSR Y2dzaS LINPLISNIASa
LINSOAaA2Yh 2NJ a{yl Ll Y2dzaS (2 RSTI dzf i
1 The edges of the target video should Beazly visible (that is, a black
border should be visible between the target desktop and the remote KVM
console window when you scroll to an edge of the target video image).

1 When using the intelligent mouse synchronization function, having a file
icon or blder icon located in the upper left corner of your desktop may
cause the function not to work properly. To be sure to avoid any problems
with this function, do not have file icons or folder icons in the upper left
corner of your desktop.

After autosensig the target video, manually initiate mouse synchronization by
clicking the Synchronize Mouse button on the toolbar. This also applies when
the resolution of the target changes if the mouse cursors start to desync from
each other.

If intelligent mouse syrtoonization fails, this mode will revert to standard
mouse synchronization behavior.

Please note that mouse configurations will vary on different target operating
systems. Consult your OS guidelines for further details. Also note that
intelligent mouse sychronization does not work with UNIX targets.
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Video Menu

Refresh Screen

The Refresh Screen command forces a refresh of the video screen. Video
settings can be refreslieautomatically in several ways:

1 The Refresh Screen command forces a refresh of the video screen.
1 The AuteSense command automatically detects the target server's video
settings.
The Color Calibration command calibrates the video to enhance the colors
being displayed.
1 Inaddition, you can manually adjust the settings using the Video Settings
command.
To force a refresh of the video screen:
Choose Video > Refresh Video.
File « JSB Profile ~ put ~ Video ~ ew v Tools « tual Media ~ Help ~
e [ v # © Refresh Screen —
!ﬁ h [g] m 0 G c G4 Screenshot
@ Auto Sense
& Color Calibration
B Video Settings
< Clear Video Settings Cache
1
Screenshot

Take a screenshot of a target server using the Screenshot command.

>

1.

To take a screenshot of the target server:
Choose Video > Screenshot.

The screenshot file appears as a download to view or save. Exact options
depend on your client browser.

SAEE hE@RC

Video « v T . Virtual Media «

BF
g@s

esh Screen

O A e

& Color Calibration

<@ Clear Video Settings Cache
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Auto Sense

The Auto Sense command forces ssemsing of the video settings, such as
resolution and refresh rate, and redraws the video screen.

> To automatically resense thevideo settings:
1 Choose Video > Auto Sense .
A message stating that the auto adjustment is in progress appears.

- Video View « T - Virtual Media ~ {elp ~

Eile - JISB Profile ~ out
vy ® Refresh Screen
BAEHE R@@E O

@ Auto Sense fm—

& Color Calibration

B Video Settings

< Clear Video Settings Cache

Auto adjustment in progress

Color Calibration

The Color Calibration command optimizes the color levels, such as hue,
brightness, and saturation, of the transmitted video images.

The color setting are on a target servdrasis.

Note: When color is successfully calibrated, the values are cached and reused
each time you switch to the target. Changes to the brightness and contrast in
Video Settings are not cached. Changing resolution resets the todee

cached values again. You can clear the cached values in Video > Clear Video
Settings Cache. S@ear Video Settings Cacken page48).

P> To calibrate color:
1 Choose Video > Color Calibration.
A message stating that the color calibration is in progress appears.

File « USB Profile ~ Input ~ Video ~ View Tools Virtual Media S e -
Gr ra #  © Refresh Screen
% R @ m u - E c Ea Screenshot

B Video Settings
< Clear Video Settings Cache

Control Panel DougHartz o-end results

@ Auto Sense
q E g @ Color Calibration <gg—
MIB B
( ome

Video Settings

Use the Video Settings command to manually adjust the video settings.

P> To change the video settings:
1. Choose Video > Video Settings to open the Video Settings dialog.
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2. Adjust the following settings as required. As you adjust the settings the
effects are immediately visible:

a. PLL Settings

Clock- Controls how quickly video pixels are displayed across the video
screen. Changes made to clock settingase the video image to

stretch or shrink horizontally. Odd number settings are recommended.
Under most circumstances, this setting should not be changed because
the autodetect is usually quite accurate.

Phase Phase values range from 0 to 31 and will wrap around. Stop at
the phase value that produces the best video image for the active
target server.

Brightness: Use this setting to adjust the brightness of the target
server display.

Brightness RedControls the brightness of the target server display for
the red signal.

Brightness GreenControls the brightness of the green signal.
Brightness BlueControls the brightness of the blue signal.

Contrast Red Controls the red signal contrast.

Contrast Green Controls the green signal.

Contrast Blue Controls the blue signal.

If the video image looks extremely blurry or unfocused, the settings for
clock and phase can be adjusted until a better image appears on the
active target server.

Warning: Execise caution when changing the Clock and Phase settings.
Doing so may result in lost or distorted video and you may not be able to
return to the previous state. Contact Technical Support before making any
changes.

d. Horizontal Offset Controls the horizontal positioning of the target

server display on your monitor.
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e. Vertical Offset Controls the vertical positioning of the target server
display on your monitor.

Video Settings

PLL Settings

Clock 1344 1026 | 1844
Phase 20 0 | 3

Color Settings
Brighiness Red 1] 4] | 127
Brighiness Green o (4] | 127
Erightness Blue o 1] J 127
Contrast Red B5 0 | 127
Contrast Grean 89 0 | 127
Contrast Blue 7a 0 | 127
Herizantal Offset 288 1] | 255
Vertical Offeet 35 [i] -TEE

W Automatic Color Calibration

Video Sensing

* Eest possible video mode

Quick senze video mode
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Clear Video Settings Cache

You can clear the video settings cache to delete old settings that do pbt ap
anymore, such as when a target server is replaced. When you clear the video
settings cache, the server automatically does a video @ettse and color
calibration. The new values are cached and reused when the target is accessed
again.

P> To clear the ueo settings cache:
1 Choose Video > Clear Video Settings Cache in the toolbar.

File » USB Profile « Input ~ Video ~ View « Tools « Virtual Media ~ Audio ~ Help «
2 ra " Refresh Screen
SRES KR@@RE JTrn
@ Auto Sense

& Color Calibration
Bk Video Settings
<@ Clear Video Settings Cache

View Menu
The View Menu contains options to customize your HKC display.

File ~ USB Profile ~ Input ~ Video ~ View ~ Tools ~ Virtual Media ~ Audio ~ Help ~

BhEE RE@EQ O o

Bstatusbar

Scale Video

LFullscreen

» Toolba and Statusbar:

The toolbar contains icons for some commands. The Statusbar displays screen
resolution at the bottom of the client window.

» Scale Video:

Scale Video scales your video to view the entire contents of the target server
window in your HKC wirmdv. The scaling maintains the aspect ratio so that you
see the entire target server desktop without using the scroll bar.

» Fullscreen:

Fullscreen sets the target window to the size of your full screen, removing your
client from the view.

 Press Esc to exit fullscreen.
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Tools Menu
The Tools menu contains options for HKC target connection settings.

Client Settings:

1 Choose Tools Jiént Settings to access the Disable Menu in Fullscreen
option.

1 When selected, the menu bar will not be available in fullscreen mode. This

setting is specific to the client, so it must be set for each client device and
each browser used for access.

Client Settings

! Disable Menu in Fullscreen

m Cancel

Launch Settings:
1 Choose Tools > Launch settings to access Client Launch Settings options.

 This menus allows selection of Enable Scale Video, Enable Toolbar, Enable
Statusbar and Mouse Cursor at target launch.

Client Launch Settings

Enable Scale Video
Enable Toolbar
Enable Statusbar

Mouse Cursor default v

default

dot
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P> Touch Settings enabled for iOS clients:

1 Tap Tools > Touch Settings to access the Client Touch Settings. Customize
the Touch Input and Gesture Scrolling settingsyfmir mobile device.

Client Touch Settings
Touch Input

Double Click Time (ms)
250 O 750

Mouse Click Hold Time (ms)
250 O 750

DUse Left Hand Mouse

Gesture Scrolling

(JEnable Inverted Scroll x-Axis

(JEnable Inverted Scroll y-Axis

Lo J oo

A Double Click Time: Time between two touch taps for the equivalent of
a mouse double click.

A Mouse Click Hold Time: Time to hold after touch down for the
equivalent of a mouse right click.

A Use Left Hand Mouse: Enable if the target OS's primary mouse button
is set to Right.

A Enable Inverted ScroltAxis: If selected, twdinger movement to the
right moves the screen to the left instead of the default right.

A Enable Inverted ScroltAxis: If selected, twdinger movement up
moves the screen down instead of tdefault up.

Virtual Media Menu

Due to browser limitations, HKC supports a different set of virtual media
functions than the other KVM Clients.

Due to browser resources, virtual media file transfer is slower on HKC than the
other KVM clients.
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Connect Files and Folders

The Connect Files and Folders command provides an area to drag and drop files
or folders that you want to connect by means of virtual media.

Supported browsers: Chrome, Firefox, Safari, Edge.
File size limit: 4GB per file

> To connect files and folders:
1. Choose Virtual Media > Connect Files and Folders. Or, click the matching
icon in toolbar.

Virtual Media ~ Audio ~ Help ~

ﬁ %@@ Q@@ 1’4 K:j, % B Connect Files and Folders <

@ Connect 1ISO C

P

2. Drag files or folders onto the Map Virtual Media Files and Folders dialog.
Click OK.

Map Virtual Media Files And Folders

Cancel

3. A message appears to show virtual media is connected. After a short time,
a VM drive containinghe selected files or folders will be mapped to the
target server.

SBRAEE CEEQ 00 mE
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» To disconnect files and folders:

1 Choose Virtual Media > Disconnect Files and Folders. Or, click the matching
icon in the toolbar.

USB Profile ~ Input ~

EREEQ

Virtual Media ~ Help «

() DET A Disconnect Files and Folders
© @ <+

2. @ Connect ISO

% B

Connect ISO

The Connect ISO command maps a virtual media image file to the target. You
can connect ISO, DMG or IMG files from your client PCofilES from a
remote server.

Note: If connection to your SAMBA server is lost while transferring files from
your image file to the target, keyboard and mouse control will be lost for
several minutes, but will recover.

P> To map virtual media image files:
1. Choose Virtual Media > Connect ISO. Or, click the matching icon in the
toolbar.

File ~ USB Profile « Input ~ Video ~ View ~ Tools ~ Virtual Media ~ Audio ~ Helf

M . ) > DET B Connect Files and Folders
‘%kﬁ hﬁ@ 4)’ @ n @Connectlso‘_

2. Select the option for your file's location:

Map Virtual Media ISO Image

@ I1SO Image ¢#——
Browse... | No file selected.

(©) Remote Server ISO Image €¢——

A Select ISO Image if the image file is directly accessible on your client.
Click Browse, select the ISO, DMG or IMG file, and click OK. The
filename appears next to the Browse button.

@ IS0 Image

Browse... | Raritan.iso
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A Select Remote Server ISO Image for ISO files on a remote server.
Remote ISO files must be pcenfigured by an administrator for the
mapping toappear here. Se¥irtual Media File Server Setup (File
Server ISO Images Onlgn page32). Select the Hostname, then
select the image file from the Image list. Enter the file server's
username and password.

3. Click OK to map the selected file to the target. A message appears to show
virtual media is connected.

SREE REEAQA 900 wi

» To disconnect ISO:

1 Choose Virtual Media > Disconnect ISO. Or, click the matching icon in the
toolbar.

Virtual Media ~

SREE REEAQ O

Audio Menu
The Audio menu contains audio connection and settings.

Audio quality deteriorates if multiple target connections are open. To preserve
quality, limit to four target connections open on HKC when an audio session is
running.

Note: IE does not support audio. The menu will appear grayed out.
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Connect Audio

The Connect Audio command connects your playback device, selects audio
format and gives an option to mount the selected playback device
automatically when you connect to the target.

HKC connects the client PC's defawitlio playback device. To use a different
device, it must be set as default in the client OS.

Supported audio sample rates differ depending on your connecting device and
browser:

1 On Windows Edgel1,025, 22,050 and 44,100 Hz

1 On Mac/Windows and Linux @Gme- 11,025, 22,050 and 44,100 Hz

T On Mac/Windows and Linux Firefox only 44.1 kHz available

1 On Mac Safarionly 44.1 kHz available

1 OnIOS devicesonly 44.1 kHz available

Note: For best quality, limit the number of audio sessions to a maximum of four
KVMsessions.

> To connect audio:
1. Choose Audio > Connect Audio, or click the matching icon in the toolbar.

File USB Profile ~ Input ~ Video ~ View ~ Tools ~ Virtual Media ~ Audio ~ Help ~
= h @ =R lad @ O @ =) Connect Audio ="

/ Audio Settings

2. Inthe Connect Audio Device dialog, select the Connect Playback Device
checkbox.

Connect Audio Device

Connect Playback Device

Format:

[ Mount selected playback device automatically on connection to target
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3. Select the Format.

stereo, 16hit, 44.100 Hz
mono, 16bit, 44.100 Hz
stereo, 16bit, 22.050 Hz
mono, 16bit, 22.050 Hz
stereo, 16hit, 11.025 Hz
mono, 16bit, 11.025 Hz

4. Select the "Mount selected playback dexiautomatically on connection to
target" checkbox to enable the option. This setting will connect audio
automatically the next time you connect to the target.

5. Click OK. A success message appears.

Audio connection
established

> To disconnect audio:
1. Choose Audio > Disconnect Audio, or click the matching icon in the toolbar.

Audio Settings

The Audio Settings option is enabled when audio is connected. Use the Audio
Settings to set the buffer and volume.

Increasing the buffer size improves the audio quality but may impact the
delivery speed.

The maximum available buffer size is 400 milliseconds since anything higher
than that greatly impacts audio quality.

P> To configure audio settings:
1. Choose Audio > Audio Settings while Audio is connected.

Raritan. 10¢
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2. Set the Buffer and Volume using the arrows or sliders.

Audio Device Settings

Buffer Sizes (ms)

Playback 120 40 ol 400
Advanced
Volume 100 0 100

E B3

3. Click OK.

Power Control Menu

You can power on, power off, and power cycle a target through the outlet it is
connected to.

Access the target, and then select a power control option from the Power
Control menu.

The menu option is disabled if you do not have permission for power control,
and when outlets are not associated with the port.

Using HKC on Apple iOS Devices

KX 11l supports remote access to targets from Apple mobiledswiith iOS

10.0 or higher, using a mobile version of HKC. Due to Apple iOS limitations, you
may notice some differences in operation. émitations on Apple iOS

Deviceqon pagell9).
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Install Certificate on Apple iOS Device

You must install a Ggigned certificate on your Apple iOS device before you
can connect to KX Ill. Access is preed if only the default certificate is
present. Depending on your browser, you may see an error such as "This
Connection is Not Private".

When creating certificates, the certificate Common name should match the IP
address/Hostname used to connect to thewvice.

Install both the KX 111 certificate and the CA certificate used to sign the KX III
certificate.

Note: If you have issues launching connections from IOS devices, check that the
certificate meets Apple requirements:
https://support.apple.com/erus/HT210176

» To install the certificate on an 10S device:

1. Email the certificate file to an email account that can be opened on the iOS
device. Open the email and tap the attachment.

247 Wi TEW )
{0 2 Messages N
User Name m

To:

See More

2. The certificate downloads as a "profile” that you have to install. You can
have only one profile ready to install at a time. For example, if you
download a profile and don't install it, and then download a second profile,
only the secod profile is available to be installed. If a profile is not
installed within 8 minutes of downloading it, it is automatically deleted.

3. Toinstall the profile, go to Settings, then tap Profile Downloaded.
4. Tap install, then follow prompts as presented taifyeand Install.
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2:47

wl LTE®
- Mail

Cancel Install Profile Install

ﬁ ystomtest

Signed by systemtest
Not Verified

Contains Certificate

More Details

Install

Cancel

2:48 wiTEm
- Mail
Cancel Warning Install

UNMANAGED ROOT CERTIFICATE

Installing the certificate “systemtest” will add
it to the list of trusted certificates on your
iPhone. This certificate will not be trusted for
websites until you enable it in Certificate Trust
Settings.

UNVERIFIED PROFILE

The authenticity of “systemtest” cannot
be verified.

5. When complete the certificate is marked Vezdi Tap Done.
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2:48

A Mail

o LTEN

Profile Installed Done

@ systemtest

Signed by systemtest
Jerified v

“ontains  Certificate

More Details

6. To enable the certificate, go to Settings > General > About, then scroll all
the way down. Tap Certificate Trust Settings.
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2:50

£ General
Available
Version
Carrier

Model

Serial Number
Wi-Fi Address
Bluetooth

IMEI

ICCID

Modem Firmware

SEID

Legal

Certificate Trust Settings

About

11.4.1 (16G77)

AT&T 32.01

QAK2ZLL/A

N5JDJC

64:70:33:3B:01:9D

64:70:33:3B:81:9E
486209 890050 2

14104270885178490

1.84.80

—R

5 Wl .

{ About  Certificate Trust Settings
Trust Store Version 2018040200

Some certificate settings are enforced by
“Management Profile

ENABLE FULL TRUST FOR ROOT CERTIFICATES

Microsoft Intune Root Certification A.

Microsoft Intune Root Certification A...

A

SC_Online_lssuing L/

systemtest

Jnline_lssuing

SC

Learn more about trusted certificates

7. Tap the certificate that was installed earlier to enable. A warning appears.
Tap Contine to enable. The certificate slider displays green for enabled.
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2:51 Wl m

{ About Certificate Trust Settings

Trust Store Version 2018040200

Some certificate settings are enforced by
“Management Profile”

ENABLE FULL TRUST FOR ROOT CERTIFICATES

Microsaoft Intune Root Certification A...

Microsoft Intune Root Certification A...

systemtest D |
Root Certificate
Warning: enabling this certificate for ’ ) —
websites will allow third parties to view SC_Online_Issuing
any private data sent to websites.
SC_Online_Issuing o

Cancel Continue

Learn more about trusted certificates

Touch Mouse Functions

Use the touchscreen equivalent for each mouse function. Some touch settings
are configurable. Se€ools Menu(on pagel03).

Single Finger Touch Mouse Equivalent
touch down- move- release move mouse pointer
short tap left click

double short tap left double-click

short tap- touch down- hold for 250ms  mouse equivalent of Right Click"

short tap- touch down- move-release  hold down left mouse button and
move, as in drag and drop or select

Two Finger Touch Mouse Equivalent
touch down- move- release move screen
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Abrand of Olegrand’



Appendix AKVM Clients

116

Keyboard Access on Mobile

Keyboard access to the target is through a virtual keyboard, available on the
toolbar. For all other actions requiring keyboard input, the I0S popup keyboard
displays automatically.

Manage HKC iOS Client Keyboard Macros

The HKC iOS client includes a list of default macros. You can create additional
macros using the HKC Macro Editor or import macros from a fileM@em
Editor (on page86) and Import and Export Macrogon page90).

Note: To import macros when using an Apple iOS device, first export the file
from HKC using PC client. Add the file to a Cloud location to access from the
IOS device for import.

Tools Menu

The Tools menu contains options for HKC target connection settings.

Client Settings:

1 Choose Tools > Client Settings to access the Disable Menu in Fullscreen
option.

1 When selected, the menu bar will not be available in fullscreen mode. This
setting is specific to the client, so it must be set for each client device and
each browser used faaccess.

Client Settings

Disable Menu in Fullscreen

.
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P> Launch Settings:
1 Choose Tools > Launch settings to access Client Launch Settings options.

 This menus allows selection of Enable Scale Video, Enable Toolbar, Enable
Statusbar and Mouse Cursor at target launch.

Client Launch Settings

Enable Scale Video
Enable Toolbar
Enable Statusbar

Mouse Cursor default

default

dot

TR, _

P> Touch Settings enabled for iOS clients:

I Tap Tools > Touch Settings to access the Client Touch Settings. Customize
the Touch Input and Gesture Scrolling settings for your mobile device.

Client Touch Settings
Touch Input

Double Click Time (ms)
250 O 750

Mouse Click Hold Time (ms)
250 O 750

DUse Left Hand Mouse
Gesture Scrolling
(JEnable Inverted Scroll x-Axis

(JEnable Inverted Scroll y-Axis
¥

A Double Click Time: Time between two touch taps for the equivalent of
a mouse double click.

A Mouse Click Hold Time: Time to hold after touch down for the
equivalent of a mouse right click.
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A Use Left Hand Mouse: Enable if the target OS's primary mouse button
is set to Right.

A Enable Inverted ScroltAxis: If selected, twdinger movement to the
right moves the screen to the left instead of the default right.

A Enable Inverted ScroltAxis: If selected, twdinger movement up
moves the screen down instead of the default up.

118
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Limitations onApple iOS Devices

Mobile access with iO&evices is supported for several Raritan products. Not
all limitations apply to all products. Differences are noted.

l

Target connections are closed after about one minute if the browser is in
background, or if your iOS device enters Auto Lock mode

Unableto create Macros for some special charactersf24, ESC, Control,
Alt, OS Meta keys and others. A selection of commonly used keys are
available in the default Macro list. These keys can be edited. Additional
keys such as F24 and arrows can be added ngia Macro Import.

In Safari on iOS, must refresh the connection to device after a KVM or
Serial target launch in order to access menu options or serial targets. Not
needed in Chrome on iOS.

iOS does not support auto connect audio device to targets.

On Uluntu 14.04 target, no response to mouse click and hold on target
items to simulate right clicking.

Dual Target connection issues: Both target windows have to be closed
separately. Only 1 port of a Dual target opened from Safari on iOS 11.x
devices. (Dualargets not supported on KX1).

Options "FullScreen" and "Resize window to fit screen" are not
enabled/available on iOS.

KB locale from the Client Virtual Keyboard must match input locale of
device and OS locale of the target.

iOS client target window does not have scrollbars. Unscaled video can be
scrolled horizontally/vertically by sliding two fingers left/right or up/dawn
SeeTouch Mouse Function®n pagellb).

On Safari, users are prompted to save passwords when switching from a
target with a server VM connection to another targetesk prompts can

be turned off by unchecking the box "Usernames and passwords" in
Safari > Preferences > AutoFill.

On Safari, the onscreen keyboard includes word forecast. Selecting a
forecast word adds a space at the end. For example, at login screen,
selecting "admin" enters "admin ". Similar behavior occurs for VM File
server Username and other areas.

Cannot move menu option panels such as Connection Info.

iOS OrScreen keyboard is displayed from all mouse clicks on the HTML
admin page if keyboard "Go"tiapped to save setting changes instead of
tapping the Save button.

For DSAM targets opened from iOS clients, every time a menu item is
selected and closed the estreen keyboard is displayed.

VKC login occurs when refreshing login page after a reboat.céhises
target connections to fail. To restore mobile HKC login, logout and enter
the KX Il IP or hostname again. Issue is applicable to both iOS and PC
Clients.
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1 The VM Files and Folders Option from the Virtual Media menu is disabled
as not possible tordg and drop files to panel.

1 Not all Accented letters are processed from iOS client.

1 Macro files exported from iOS devices using Safari are automatically given
the name "unknown" and need to be renamed with an xml extension to be
imported to another client

1 Macro file export from Chrome on iOS devices is not possible due to issues
with downloading data.
1  Only characters supported by target will be processed. There is no
NBalLl2yaS FNRY Ah{ OKINIOGSNA adzOK | & Cxz
keyboards.
1 With the onscreen keyboard, selecting ' character or "Return” key, brings
keyboard display back to first in list.
1 On default I0S client settings, characters ' and " are not processed from
macro or send text to target options. The work around is to turn smart
punctuation off
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Connecing a KX Ill and a Dominion Serial Access Module (DSAM) provides
access to devices such as LAN switches and routers that have32 R&rial
port.

The DSAM is a 2r 4 port serial module that derives power from the KX lI.

Connect a maximum of 2 DSAM dutes to the KX Il using USB cables. DSAM
can be mounted in a OU configuration.

In This Chapter

CONNECE DSAM....cciiiiiee et a e e e e 121
View DSAM Serial POIS....coviiiiieiii e 125
Configure DSAM Serial POIS.......ccuviiiiiiiiiiie e 125
Serial Port KEYWOrd LISL.......cuvviiiiiiiiiie it 128
Upgrade DSAM FIrMWATE.........uuuiiiieieie i e eeeeee et 129
Supported CLI COMMANGAS......uuuuiieieieie e eeeee e 130
Browser TipS fOr HSC....oovviiiieice e 135
Connect to DSAM Serial Targets in Port Access.Page........................ 135
Connect to DSAM Serial Target with URL Direct Port Access............... 136
Connect to DSAM Serial Target via SSH........cccoociiiiiiiiin 137
HTML Serialdhsole (HSC) Help.......cceoiiiiiiieieeee e 137

Connect DSAM

1. Connect the DSAM unit's USB cable to Tk USB port on the rear &iX
Il device.Additional DSAM units can be added at any other USB port.
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2. Connect the serial devices to the serial ports on the DSAM unit.

Serial Devices Serial Devices

Cats
Connections

1 (bS] ]
DSAM-4
USB
Connections
- 2
At-the-Rack

Serial over IP

DSAM LED Operation
The DSAM unit has one LED for status, and 2 LEDs on each port.

Raritan DSAM-4

)

@  status 1 2 3 & ()

g—"ﬁ’@‘f’”ﬁ‘ﬁ“ﬁ‘
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Status LED:

The Status LED is labeled on the unit front. Light is on back. The Status LED
gives information at bootup and upgrade.

f
f
f

>

Green LEDSIow blink: DSAM booting up but not controlled by KX III.
Blue LEDB Slow blink: DSAM controlled by KX .
Blue LEBFastblink: Firmware upgrade in progress.

USB Port LEDs:

Each USB port has a left Green LED and a right Yellow LED.

l

Green LED: Port is set as DCE

T Yellow LED: Portis set as DTE

1

LEDs off: Port is set as AUTO

12¢
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Supported USB Device Combinations

Each USB device draws from a fixed pool of USB resources. There are limits on
the number of USB devices that can be connected to the KX 11l at the same
time.

The following device combinations are supported for all KX 11l hardware
versions.

If you have the latest 202@eleased KX Il hardware, which have a hardware
revision number beginning with A or higher, the WSBnbination in the last
column is supported. [@er hardware revision numbers begin witFB0To
check your hardware version: Go to Maintenance > Device Information >
Hardware Revision number.

4-Port DSAM X X X
4-Port DSAM X X X X
2-Port DSAM X X X

2-Port DSAM

Keyboard and X X X X
Mouse

SmartCard X X X
Wireless Modem X X X X
DSAM Ports 8 6 6 4 2 8
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View DSAM Serial Ports

When a DSAM unit is connected to the KX 1ll, a new tab is available in the Ports
page. The View by Serial tab shows all connected serial ports.

|

Status Availability
4 v DSAM4 Back Top DSAM up
41 DSAM4 Port 1 OCE up idle
42 DSAM4 Port 2 AUTO down idle
43 DSAM4 Port 3 AUTD down idle
44 DSA.Md Port 4 AUTO down idle
? I * 32 Rows per Page

> To view DSAM serial ports:
In the Port Access page, click the View By Serial tab.

I Ports are listed by physical USB position on the DSAM unit.
1 USB Port column indioag which KX [l USB port DSAM is plugged into.
1 Type column indicates port's DTE/DCE setting.

Configure DSAM Serial Ports

The serial port configuration options are available when a DSAM unit is
connected.

> To configure DSAM serial ports:
1. Choose Device Settings > Serial Port Configuration.
2. Click the Port Name for the port you want to configure.

| Home = Device Seftings = Serial Port Configuration I

Serial Port Configuration

41 DSANM4 Port 1 —pet

42 DSAM4 Port 2 AUTO
43 DSAM4 Port 3 AUTO
4.4 DSAM4 Port 4 AUTO

3. The Port Type is set to Serial only.
4. Enter a meaningful name for the serial target or leave the default name.

Type:
Serial

Name:
DSAM4 Port 1

Raritan. 12
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Power Association

If an outlet is connected to the same server that the port is connected to, a
power association can be made with the target device.

A port can have up to four associated outlets, and you can associate a different
rack PDU (power strip) with each. Fromstpbiage, you can define those
associations so that you can power on, power off, and power cycle the server
from the Port Access page.

To use this feature, you need Raritan remote rack PDU(s).

1. Select the Power Strip Name and associatam& with each of the power
strip's outlets by selecting from the Outlet Name d+dpwn.

2. Click OK. A confirmation message is displayed.

Power Strip Name Qutiet Name
Powerstrip |V | Cutlet 2| v |
Powerstrip [ | Ounlz1 3| v |
Powerstrip |+ | Cutiet 4| v |

Serial Port Settings
Configure the remaining port settings.

1. Select the terminal emulation type from the dralown menu in the
Emulation field. This is the terminal emulation mode used to match the
serial argets connected to the ports.

A VT100
A VT220
A VT320
A ANSI

2. Set Encoding if you want to always use a specific character encoding for
this port. Encoding overrides the global setting for the port to whatever
value you set.

DEFAULT
USASCII
1ISO885a
1ISO8859.5
UTF8
ShiftJIS
EUGIP
EUGCN
EUGKR

> > > > > > > > >
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In the Equipment Type field, indicate whether you want the KX Il to
automatically detect a physical connection to the target. The default is
Auto Detection.

Force DTE causes KX lll to act as@emf data terminal detection
equipment to detect targets connected to it.

Force DCE causes KX Il to act as a piece of data communications
equipment to detect equipment connected to it.

Note: If the target has the ability to autodetect either DTE or DCE, you must
select either Force DTE or Force DCE for the port. KX |1l tsappuart
autodetection of both DCE and DTE on the same port.

Select the value of Bits Per Second (BPS) from the BPEarwrpmenu.

A BPS options: 1200, 1800, 2400, 4800, 9600, 19200, 38400, 57600,
115200, 230400

Select the Parity/Bits from the Parity Bits drdpwn menu.

Select the Flow Control from the Flow Control diappvn menu.

Select the Stop Bits from the Stop Bits ciaipvn menu.

If you need to configure the delay between when individual characters are
sentvia the port, enter the time in milliseconds in the Char Delay field.

To configure the delay between when lines of text are sent via the port,
enter it in the Line Delay field.

Configure the sendbreak duration by entering the send break time in the
SendBreak Duration field. The send break is configurable from-Oms
1000ms.

Select an option to allow single or multiple writers on a port at one time in
the Multiple Writers field.

Select Always Active if you want to log activities coming into a port even if
no user is connected.

The default option is to not maintain port access without a connected user,
which means ignore data coming into a port when no user is connected.

This option is for port data logs.

Note: When no users are logged into a port session, port traffic, by default,
is discarded .

If you do not want messages displayed to users connecting to KX Il via
Direct Port Access, select the Suppress Message checkbox.

Select the Escape Mode.

The esape sequence affects only the CLI. When entering the escape mode,
the user is given a menu of commands that can be performed (for example,
gethistory, power commands, and so on), a command to return to the port
session, and a command to exit the port cention.

The default is None.

Change as follows:
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A Select control from the droglown menu in the Escape Mode field.

15. Type the character in the Escape Character field. The default for the KX 111
is ] (closed bracket).

Raritan recommends that you do not use [ or {t&ither of these may
cause unintended commands, such as invoking the Escape Command
unintentionally. Ths key sequence is also triggered by the arrow keys on
the keyboard.

16. Type a command in the Exit Command field, sudogaut

This is the command that is sent to your system when a user with write
permission disconnects from the port.

The main function of this command is to ensure that the user's session on
the target machine is closed; however, it is not imperative to havExin
command configured on a port.

17. Click OK.

Apply Settings to Other Ports
Once finished, you can apply the same port settings to other ports.

1. Select the ports from the Apply Serial Port Settings To Other Ports section
of the page.

2. Click OK to apply the port configuration settings.

Serial Port Keyword List
Port keywords work as a filteff. & keyword is detected, a notification is sent to
the following:
1 Audit Log
1 Syslog Server (if configured)
T SNMP (if configured)
1 SMTP (if configured)

This feature is useful for notifying administrators if a particular event occurs on
a port.

For keywordsda trigger when no users are connected to a port, "Always Active"
must be selected on the port's Port Configuration page.

A list of existing port keywords is displayed on the Port Configuration page as
well.

P> To configure serial port keywords:
Choose Device Settings > Serial Port Keyword List. The Serial Port Keyword
List page opens.

2. Click Add at the bottom of list on the page. The Keyword page opens.

3. Type a keyword in the Keyword field.

4. Select the Port(s) you want to assdeiavith that keyword.
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5. Click Add to add them to the Selected box.

Click OK.

Upgrade DSAM Firmware

DSAM firmware is upgraded automatically during KX Il device firmware
upgrades if a new DSAM versiométected in the device firmware. You can
also upgrade your DSAM firmware manually.

> To upgrade the DSAM firmware manually:
Choose Maintenance > DSAM Firmware Upgrade.

2. Select the checkboxes for the DSAM units you want to upgrade to the
Upgrade DSAM Version listed.

3. Click Upgrade, then click OK to confirm. A progress message appears.
4. When firmware upgrade completes, a success message appears.
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Supported CLI Commands

Port Connect Commands

Connect to a serial port using port number or port name. Use double quotes
around port names that contain space symbols. For example: "DSAM Port 1".

admin > connect <port number>
admin > connect <port name>

> Port number example:
admin > connect 1.1

P> Port name example:

admin > connect "DSAM Port 1"

Port SubMenu Commands

The port submenu can be reached using the escape key sequence.
Clear history buffer for this port.

admin > [portname] > clearhistory

Close this target connection. When a target is disconnected, the appropriate
disconnect message appears.

admin > [portham e] > close, quit, g

Display the history buffer for this port.

admin > [porthame] > gethistory

Get write access for the port.

admin > [portname] > getwrite

Return to the target session.

admin > [portname] > return

Send a break to the connected target.

admin > [portname] > sendbreak

Lock write access to this port.

admin > [portname] > writelock

Unlock write access to this port.

admin > [portname] > writeunlock

Query Power status of this port.

Raritan.
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admin > [portname] > powerstatus

Toggle Power On/Off of this port.

admin > [portname] > powertoggle

Power on the target.

admin > [portname] > poweron

Power off the target.

admin > [portname] > poweroff

Power cycle thedrget.

admin > [porthame] > powercycle

Configure Ports Commands
Enteradmin >

Description

List accessible ports NA

Enteradmin > config > port

Description
A
A
A

to access the menu.

Parameters

to access the menu.

Parameters

port <number | range | *>- Single port or
range of ports (4n or 1,3,4 or * for all ports)
name <port name>Port name

bps <1200 | 1800 | 2400 | 4800 | 9600 | 1920
| 38400 | 57600 | 115200 | 230400>Port
speed in bitgper-second

parity <none|even|odd> Port parity type
flowcontrol <none|hw|sw>- Port flowcontrol
type hw = hardware flow control sw =X on/X
off)

eqtype <auto|dte|dce> - Equipment type
(auto=>AUTO Detection, dte=>Force DTE,
dce=>Force DCE)

Note: If the target has the ability to autodetec
either DTE or DCE, you must select either Fc
DTE or Force DCE for the port. KX Il does n
support autodetection oboth DCE and DTE o
the same port.

escapemode <none|control>Use Ctrkey
(escapemode=control) or single key
(escapemode=none) as escape sequence; fc
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Command Description Parameters
example, Ctrl => escapemode=control,
escapechar= escapechar ciizscape
character

A Raritan recommendthat you do not use or
Ctrk as the Escape command. Either of the:
may cause unintended commands, such as
opening a menu, instead of invoking the Esc:
Command.

A emulation <vt100 | vt220 | vt320 | ansi>
Target Emulation type

A sendbreak <duration> Duration of the
sendbreak signal in milliseconds.

A exitstring <cmd #delay; >Execute exit string
when port session closes, for example, confi
port 1 exitstring logout (execute logout on exi
config port 1 exitstring #0 (disable exit string
the port). The delay is the amount of time to
wait after writing the command to the target.
Number in seconds up to 60.

A alwaysactive <true | false>Determine
whether data coming into a port is logged, fol
example, config port 1 alwaysactive true
(always log actities coming into a port even if
no user is connected) config port 1 alwaysact
false (ignore data coming into a port when nc
user is connected)

A suppress Determine whether none or all
messages should be displayed during a DPA
connection, such as "Authépation successful'

A encoding- Target Encoding type
(DEFAULT|UBSCII|ISEB8591|1SO-885915|U
TR8|Shift-JIS|IEUCIP|EUGCN|EUEKR)

A multiwrite - Port set in Multiple Writer Mode.

A chardelay delay Delay inserted between
writing characters (999ms)

A linedday delay- Delay inserted between
writing lines (69999ms)

A stopbits- Number of bits used to signal the er
of a character (usually 1) (1/2)

A stopbits <1/2>Number of bits used to signal
the end of a character

A chardelay Delay inserted between characters
(0-9999) in ms
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Description Parameters

A linedelay- Delay inserted between lines
(0-9999) in ms

A escapechar Escape character

A encoding-
<DEFAULT/USSCII/IS@8591/ISG8859-15/U
TR8/Shift-JIS/IEUQP/EUECN/EUEKR> Target
encoding type

A multiwrite <true/false>- Port set in multiple
writer mode

A suppress <true/false>Suppress SX message:
when connecting to this target(true/fak)

A sendbreak Duration of sendbreak signal in m

Command Line Interface Shortcuts

f
f
f

Press the Up arrow key to display the last entry.
Press Backspace to delete the last character typed.

Press Ctrl + C to terminate a command or cancel a command if you typed
the wrong parameters.

Press Enter on your keyboard to execute the command.

Press Tab on your keyboard to complete a command. Talcatapletes
parameters and values (if the value is part of an enumerated set).

Command Line Interface Higbevel Commands

The CLI is menu based. Some commands move to a menu wiftbrart
command set.

The following common commands can be used at all levels of the command
line interface (CLI):

1

=

top - Return to the top level of the CLI hierarchy, or tieername
prompt.

history - Displays the last 200 commands the user entered theoKX
[l CLI.

logout - Logs the user out of the current session.

quit - Moves the user back one level in the CLI hierarchy.

help - Displays an overview of the CLI syntax.
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Supported Escape Key Characters

The default escape key is CTRL ]

The following characters are supported for customized escape keys.
AZ

az

[]

{}

N

=4 =4 -4 —a A& -8 _—a -2
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Browser Tips for HSC

Some browsers have limitations that affect HSC.

f

In Chrome, disable the background throttling to prevent background tabs
from disconnecting after a certain amount of time. Go to chrome://flags,
then search for "throttle". Set "Throttle Jascript timers in backgound"
and "Calculate window occlusion on Windows" to "Disabled". Restart
chrome to apply settings.

Browser option to select certificate for authentication displayed on Edge
and Chrome after session is idle for about 5 minutes, duaternal

browser SSL caching and timeouts. If certificate is selected promptly,
reconnection is successful. With longer idle times, authentication is not
successful, and the browser should be restarted to reconnect. Issue is not
observed in Firefox or IEL.

Internet Explorer has an internal limitation on the number of websockets
that are allowed to be created to a single server (6). This can be changed
by modifying a registry variable as shown here :
https://msdn.microsoft.com/enus/library/ee330736(v=v85).aspx#webso
cket_maxconn.

Internet Explorer 11,and Safari have a limitation when connecting to IPv6
devices. Using the numerical URL will not work when it attempts to
establish a websocket connection. In these browsers, use the device
hostname or literal IPv6 as UNC to connecthte §X II. See
https://en.wikipedia.org/wiki/IPv6_address#Literal _IPv6_addresses_in_UN
C_path_names

When using HSC in |IOS Safari, the keyboard may not appear in some pages
if the "request desktop website" setting is enabled. To change the setting,

go to Setings > Safari >Request Desktop Website, then make sure All
Websites is not selected, and the device address is not selected. You can
also set this per address by clicking the "aA" in Safari's URL pane when
connected to the HSC port, then select "WebsitdiBgs" and make sure

that "Request Desktop Website" is not selected.

Connect to DSAM Serial Targets in Port Access Page

> To connect to DSAM serial targets:

1.

Raritan.
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In the Port Access page, click the View By Serial tab to view the serial
targets.

13¢



Appendix ASerial Access With Dominion Serial Access Module

2. Click the port name you want to connect to. Click Connect.

Availability

Front DSAM up
DCE up idle

42 DSAM4 Po AUTO down idle
43 DSAM4 Port 3 AUTD down idle
4.4 DSAM4 Port 4 AUTO down idle

32 Rows per Page | set

3. The HTML Serial Console (HSC) window open$iBdé Serial Console
(HSC) Helfon pagel37)

Raritan HTML Serial Console : DSAM3 ... = O X

A | https://192.168.59.100/hsc_js/hsc_js.html?port=3018&Ses

EMULATOR EDIT TOOLS POWER HELP

Successfully Connected!

4. To exit the serial port, hit the hdtey. Default hot key is
ScrolllockScrollog.

Connect to DSAM Serial Target with URL Direct Port Access
1. Choose Security > KVM Security, then select the Enable Direct Port Access
via URL checkbox.
2. To connect with direct port access, type the URL:

"https://<IP Address>/dpa.asp?port=<serial port
number>&username=<user name>&password=<password>"

Example:

https://192.168.51.101/dpa.asp?port=1.4&username=admin&password=r
aritan0
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HTML Serial Client (HSC) launches and connects to the serial target.

Connect to DSAM Serial Target \8&H

1.

Choose Device Settings > Device Services, then select the Enable SSH
checkbox.

Launch SSH client in client PC to connect to KX 111,
After login, user will enter CLI interface.

Type command "connect <serial port number>", or typenmand
"connect <name of serial port>".

Examplel: connect 4.1
Example2: connect "DSAM4 Port1"

If successful, serial target is accessed.

To exit serial target, type escafpey-sequence, default is C{l then enter
port submenu CLI interface.

Type "quit”, then enter main CLI interface.

HTML Serial Console (HSC) Help

You can connect to serial targets using HSC. HSC is supported with several
Raritan products that offer serial connections. Not all products support all HSC
features. Differences are noted.

Raritan.
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Successfully Connected!
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HSC Functions

Emulator

IMPORTANT: HSC sessions are affected by the KX Il Idle Timeout.

If you have not changed the KX IlI Idle Timeout setting from the default, your
session could be closed automatically if it exceeds the Idle Timeout period.

Change the defaultdle Timeout etting and then launch the HSC. Skegin
Limitationsfor details on changing the Idle Timeout setting.

Access Emulator Options
1. Select the Emulator dredown menu to display a list of options.

EMULATOR EDIT TOOLS POWER HELP
Settings b !
Get History

Clear History

Get Write Lock
Write Unlock
Send Break
Reset Port

Connected Users...

Settings
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Note:

KX3 administrators caset Terminal emulation settings in Setup > Serial Port
Configuration.

KX4101 administrators can set terminal emulation settings in DSAM Serial
Ports > Settings.

SX2 administrators can set terminal emulation settings in Device Settings > Port
Configuration.

1. Choose Emulator > Settings. The Terminal Properties dialog displays the
default settings.

Terminal Properties

Columns: |80 Rows: 25 |
Foreground: |j' Background: - v
Font size: [11 Scrollback: 'W\
Encoding: [ut-8  v|Language: [English v

Backspace Sends: |Delete v |

OK Cancel Reset

2. Set the terminal size by selecting the number of Columns and Rows.
Default is 80 by 25.

3. Set the Foreground and Background colors. Default is whiteamkbl
4. Setthe Font size. Default is 11.

5. Set the Scrollback number to indicate the number of lines available for
scrolling.

6. Choose one of the following from the Encoding down menu:

A UTF8

8-bit ascii

ISG88591

ISG885915

ShiftJIS

EUGIP

EUGKR

7. Choose one of the following from the Language ddogvn menu:
A English

Japanese

Korean

> > > > > > >

Chinese

> > > >

Bulgarian
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8. The Backspace Sends default is ASCII DEL, or you can chooseHControl
from the Backspace Sends drdpwn menu.

9. Click OK to save. If you changed thaduage setting, the HSC changes to
that language when the Display Settings window is closed.

The emulator settings are saved on a per port basis in the browser used for
HSC, so make sure your browser is not set to delete history on exit.

Get History

History information can be useful when debugging, troubleshooting, or
administering a target device. The Get History feature:

1 Allows you to view the recent history of console sessions by displaying the
console messages to and from the targetite.

91 Displays up to 512KB of recent console message history. This allows a user
to see target device events over time.

When the size limit is reached, the text wraps, overwriting the oldest data with
the newest.

Notes: History data is displayed only tetuser who requested the history.

To view the Session History, choose Emulator > Get History.

Clear History
A To clear the history, choose Emulator > Clear History.

Get Write Access

Only users with permissions to the port get Write Access. The user with Write
Access can send commands to the target device. Write Access can be
transferred among users working in the HSC via the Get Write Access
command.

To enable Write Access, choose Hator > Click Get Write Access.
1 You now have Write Access to the target device.
1  When another user assumes Write Access from you:
A The HSC displays a red block icon before Write Access in the status bar.

A A message appears to the user who currently hasé\xitcess,
alerting that user that another user has taken over access to the
console.

Get Write Lock

Write lock prevents other users from taking the write access while you are
using it.

1. To get write lock, choose Emulator > Get Write Lock
2. If Get Write Lock is not available, a request rejected message appears.

Write Unlock
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To get Write Unlock, choose Emulator > Write Unlock.

Send Break

Some target systems such as Sun Solaris servers require the transmission of a
null character (Break) to generate the OK prompt. This is equivalent to issuing a
STORA from the Sun keyboard.

Only users with Write Access privileges can send a break.
Tosend Yy AydSydGAz2ylrf aoNBI1€¢€ G2 | {dzy {2t NX.

1. Verify that you have Write Access. If not, follow the instructions in the
previous section to obtain write access.

2. Choose Emulator > Send Break. A Send Break Ack (Acknowledgement)

messageppears.
3. Click OK.
Reset Port

Reset Port resets the physical serial port on the SX2 airdtiaizes it to the
configured values regarding bps/bits, and so on.

Connected Users

The Connected Users command allows you to view a list of other users who are
currently connected on the same port.

1. Choose Emulator > Connected Users.

User List

* admin

System: Auto Naming

oK

2. A star appears in the Write column for the User who has Write Access to
the console.

Exit
1. Choose Emulator > Exit to close the HSC.
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Copy and Paste and Copy All

Data on the current visible page can be selected for copying. Copy and Paste
are accessible in the HSC by right click in the terminal window. Select Copy or
Paste in the context menu that appears.

To copy all text, use the Copy All option in the Edit menu.

If you need to paste a large amount of data, it is better to save the data in a file
and use the Send a Text File function. Pasting a large amount of data in a
browser windows can cause the browser to hang as it processes the data. See
Send Text Filéon pagel4?).

When pasting data to a port, the end of a line is sent as a carriage return.
The Cut option on the rightlick menu is disabled.

Do not use the Delete option thapaears in the rightlick menu of IE and
some versions of Firefox. This Delete option will remove display lines entirely
from the emulator window.

> Browserspecific behaviors

When copying from IE or Edge browsers, there are no end of line characters in
the copied data. The pasted data appears to be all in one line and contains
many spaces. When pasting back into a HSC window, the data may appear to
be misaligned, but the data complete.

Send Text File

1. Select Edit> Send Text File.
2. Inthe Send Text File dialog, click Browse to find the text file.
3. Click OK.
A When you click OK, the selected file sends directly to the port.
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A If there is currently no target connected, nothing is visible on the
screen.

A Not secure | hitps://192.168,59.182/hsc_js/hsc_jshtmi?port=1

EMULATOR EDIT TOOLS POWER HELP

Send Text File

| Choose File | No file chosen

OK Cancel

E Open X
« v A > ThisPC » Downloads » SendText v
Organize v New folder T @
[ This PC > Name i Date modified
B 30 Objects SendText.txt 8/18/2022 £:41 AM t Documen
I Desktop
% Documents
& Downloads A 5
File name: 5‘"‘”5“& v, Al Files (*.) v
cancel
P> Note, if you are using a Ma@and/or Safar#, do the following in order to
use this feature:
1. In Safari, select Preferences.
2. Under the Security tab, select "Manage Website Settings"
3. Click on the KX Il website.
4. Select "Run in unsafe mode" from the drdpwn box.
5. Restart Safari.

Tools: Start and Stop Logging

The Toolsnenu contains options for creating a data history file and
downloading it.

1. Choose Tools > Start Logging to start the storage of serial port data in
memory.
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2. Click Stop Logging to save the log file. A pop up message appears with a
download link. Click to download the memory buffer into a text file.

EMULATOR EDIT TOOLS POWER HELP

Successfully Connected!

Save Log File

Click Here to Download

OK

Write Access Encoding: utf-8  Term Size: 80 x 25

Power Status

Power Status in HSC shows the status of the outlet the target is plugged into.
1. Choose Power > Power Status.
2. The Notification dialog shows the status of the outlet as ON or OFF.
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Status may also show no associated outlet, or no power permission to the
port.

Notification

192.168.61.142(1) Power
Status : Off

OK

E' Notification P

Port has no associated
outlets, or user does not
have power permission on
this port.

Power on aTarget

Use this option to power on a target from HSC.

This option is visible only when there are one or more power associations to
the target, and when you have permission to manage the target's power.

1. Select Power> Power On.

14¢
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2. Click OK in the success message.

Notification

Power operation succeeded.

ok

Power Off a Target

Use this option to power off a target from HSC.

This option is igible only when there are one or more power associations to
the target, and when you have permission to manage the target's power.

1. Select Power> Power Off.
2. Click OK in the success message.

Notification

Power operation succeeded.

oK

Power Cycle a Target

Power cycling allows you to turn a target off and then back on through the
outlet it is plugged into.

This option is visible only when
1 there are one or more power associations to the target

i thetargetis already powered on (the port status us Up)
1 you have permission to manage the target's power

1. Choose Power> Power Cycle.

2. Click OK in the success message.
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Browser Tips for HSC
Some browsers have limitations that affect HSC.

1 In Chrome, disable the background throttling to prevent background tabs
from disconnecting after a certain amount of time. Go to chrome://flags,
then search for "throttle". Set "Throttle Javascript timers in backgound”
and "Calculate window occlusion on Winddvis "Disabled”. Restart
chrome to apply settings.

1 Browser option to select certificate for authentication displayed on Edge
and Chrome after session is idle for about 5 minutes, due to internal
browser SSL caching and timeouts. If certificate is selqutmuptly,
reconnection is successful. With longer idle times, authentication is not
successful, and the browser should be restarted to reconnect. Issue is not
observed in Firefox or IE 11.

1 Internet Explorer has an internal limitation on the number of wetlszis
that are allowed to be created to a single server (6). This can be changed
by modifying a registry variable as shown here :
https://msdn.microsoft.com/enus/library/ee330736(v=vs.85).aspx#webso
cket_maxconn.

1 Internet Explorer 11,and Safari have aitation when connecting to IPv6
devices. Using the numerical URL will not work when it attempts to
establish a websocket connection. In these browsers, use the device
hostname or literal IPv6 as UNC to connect to the SX Il. See
https://en.wikipedia.org/wik/IPv6_address#Literal_IPv6_addresses_in_UN
C_path_names

1 When using HSC in IOS Safari, the keyboard may not appear in some pages
if the "request desktop website" setting is enabled. To change the setting,
go to Settings > Safari >Request Desktop Website, then make sure All
Websites is not selected, and the dey@ddress is not selected. You can
also set this per address by clicking the "aA" in Safari's URL pane when
connected to the HSC port, then select "Website Settings" and make sure
that "Request Desktop Website" is not selected.



Dominion User Station

To use a standalone appliance for remote access to KX Il target servers instead
of using the VKC or AKC clients on a PC or laptop, purchase Dominion User
Stations from Rdtan. The User Station is perfect for environments like labs,
studios and control rooms where a PC or laptop is not wanted.

This chapter provides a brief introduction to the User Station. For detailed
information, refer to the user documentation from thdser Station's section
on the Raritan website'Support pagegwww.raritan.com/support).

In This Chapter

(@ 1YY V7T 148
User Station Photo and FEAtULES ..........uuiiiiiiiiiiieeieeeee e eaa 149
Operating the User Station................uuiiiiiiniii e 149

Overview

The Dominion User Station (DKXST) is designed to access servers and
computer devices connected to KX IlI's from your LAN/WAN networks. ALL KX
Il models are supported. KX Il Release 3.2 and above is required.

One User Station can access the serversieoted to multiple KX 1lI's so that
you can easily access a large number of servers with a single click.

Note that the User Station does NOT support the access to a target server
which is from a tiered KX Il or a blade server. Use VKC or AKC cliertss® ac
such targets instead.

SSH, RDP, VNC

ol I | —_—
: =

l lllll -0

: KX 111 KVM

E .----------IEE]{\B’:E-_-;E J

KX Il KVM

W A R E

KX IV-101 KVM
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S BQaEm: ¢
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O
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Appendix ADominion User Station

A USB Keyboard, USB mouse, and one or two HWMI

A DisplayPorinterfaced nonitors

B Analog or digital audio appliances

c Optional smart card reader for remote IT device authentication
D External drives as virtual media, such asRiIM

E USB drives for virtual media or User Station software update
= Optional integration with GGG

User Station Photo and Features

Supports single, dual monitors or three monitors
Three 1080p streaming video sessions at 30 FPS
Supports VGA, DVI, HDMI and DisplayPort video
Favorites and hotkey switching

Access hundreds of servers

Ultra-fast connections and subecond switching with the nehlocking
DKX23808 model

Dual Gigabit Ethernet ports
Selfcontained, low maintenance appliance
1 Desktop, rack and VESA mountable

= =4 -4 —a -—a -9

= =

Operating the User Station

1. Have the required equipment properly connected to the User Station.
a. Power OFF all devices.

b. Connect a USB keyboard, mouse and one or two monitors to the User
Station.

c. Connect the User Station to the LAN/WAN network.
2. Power on and log in to the User Station.
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A For initial login, use Raritan's default username and passveahatin
andraritan

3. Add KX IlI's data. Skegging In to KX I{lon pagel4).
4. The added KX IlI's are displayed in the Port Navigator window.

-

Favorite Ports

Raritan

5. Click a KX Ill to show a list of its servers.

6. Click a target server, and a KVM Client opens, showing the target video.
Now you can control the target with the attached keyboard and mouse.

For detailed information, refer to the user documentation from the User
Station's section on the Raritan websitSapport page
(www.raritan.com/support).
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KX Il Remote Console

In This Chapter

OVEBIVIBW ...ttt ettt e et n e e 151
Scanning PortsRemote CONSOLE...........cccvvvvieiiieiee e 151
Changing & PasSWOLA............cuuiieiiiiiiieeeeiiee et 155
MaNaging FaVOIIES. ........iuiiiieiiiiii et 156

Overview
When you log in to the KX Il using a network connection, you access the
Remote Console. The first page accessed is the Port Access page.

Seelogging In to KX ll{on pagel4) andPort Access Page (Remote Console
Display)(on pagel6)

Use the Remote Console to access and scan target servers, manage favorites,
and change your password.

For more in the Remote Console interface elements,ko¢dl Remote Console
Interface (on pagelbs).

Scanning Ports Remote Console

Use the port scanninfgature to search for selected targets and display them in
individual thumbnails as part of a slide show.

This feature allows you to monitor up to 32 targets at one time since you can
view each target server individually as it is displayed during the shdw.

Connect to targets or focus on a specific target as needed.

For dual video port groups, the primary port is included in a port scan, but the
secondary port is not included when connecting from a remote client. Both
ports can be included in thean from the Local Port.

Note: The scan port feature is available from the Remote Console and Local
Console, but the feature varies slightly.
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Scanning Ports Slide SheviRemote Console
When you start a scan, the Port Scan window opens.
As each target is found, it is displayed as a thumbnail in a slide show.

The slide show scrolls through the target thumbnails based on the default
interval of 10 seconds or according to the interval you specify.

As the scan scrolls through the targets, the target that is the focus of the slide
show displays in the center ofétpage.

The name of the target is displayed above its thumbnail.
If a target is busy, a blank screen is displayed instead of the target server access

page.
|25 Port Scan - Virtual KVM Client i S =

Scan Options

» Control Panel » All Control Panel ltems » Display » Screen Resolution

Change the appearance of your display

Display: 1 Rantan it ~| B - kxsLomiPat
Resclution: ‘ 1440x900 w

llmds(ape

B +-T1oRE4sHKCT00.

B 5 - Dorinicn 002 _Forts

Configure scan settings for the Remote Console in the KVM client.

Note: Scan port settings for the Local Console are configured on the Local Port
Settings page. Se&canning PortsLocal Consoléon pagel62)
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Target Status Indicators During Port Scannirfigemote Console

The status of each target is indicated by green, yellow and red lights that are

displayed below the target thumbnail.

As the target is the focus of the rotation, the indicator is in the tagkalso
shows the status.

Lights for each target are gray until they are the focus of the slide show.
The status lights indicate the following:

1 Green-the target is up/idle or up/connected

1 Yellow- the target is down but connected

1 Red-the target is down/idle, busy, or otherwise not accessible

|44 Port Scan - Virtual KVM Client i i . 4
Scan Options

» Control Panel » Al Control Pane! iems » Display » Screen Resalution

Change the appearance of your display

[2. Rantan cov ~ |

| 1420 x 900 -|

Crienation: [Landscape

va

b 7 - KX3 Local Port

B + - T10-4164KET00. .

B 5 - Doriricn012_Ports

B L -Dominion+X3 Ports [
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Using Scan Port Options
Following are options available to you while scanning targets.

With the exception of the Expand/Collapse icon, all of these options are
selected from the Options menu inatupper left of the Port Scan viewer.

The options will return to their defaults when you close the window.

Note: Configure scan settings such as the display interval from the KVM Client.

» Hide or View Thumbnails

4
f  Use the Expand/Collapse icc® at the upper left of the window to hide
or view thumbnails. Expanded is the deltaview.

Pause the Thumbnail Slide Show

1 Pause thumbnails from rotating between one target and the next by
selecting Options > Pause. Rotating thumbnails is the default setting.

Resume the Thumbnail Slide Show
1 Resume the thumbnail rotation by seledji©ptions > Resume.

Size the Thumbnails in the Port Scan Viewer
1 Enlarge the size of the thumbnails by selecting Options > Size > 360x240.

I Minimize the size of the thumbnails by selection Options > Size > 160x120.
This is the default thumbnail size.

Charge the Orientation of the Port Scan Viewer

1 View thumbnails along the bottom of the Port Scan viewer by selecting
Options > Split Orientation > Horizontal.

1 View thumbnails along the right of the Port Scan viewer by selecting

Options > Split Orientation >e¥tical. This is the default view.
£/ Port Scan - Viral KVM Ciient - — gy
ﬁmomhusl%‘

Fause

Resume
Thumbnail Size ¥
Spht Orientation »

» Control Panel » Al Control Panel ltems » Display » Screen Resolution

Change the appearance of your display

Display: LR B2 <x:Lomlport

Resclutiont
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Scan for Targets

P> To scan for targets:
Click the Set Scan tab on the Port Access page.

Select the targets you want to include in the scan by selecting the
checkbox to the left of each target, or select the checkbox at the top of the
target column to select all targets.

3. Leave the Up Only checkbox selected if you only want targets that are up
to be included in the scan. Deselect this checkbox if you want to include all
targets, whether up or down.

4. Click Scan to begin the scan.
As each target is scanned, it is displayed in slide show view on the page.

5. Click Options > Pause to pause the slide show and stop it from moving
between targets, click Options > Resume to resume the slide show.

6. Click on adrget thumbnail to scan it next.
7. Connect to a target by double clicking on its thumbnail.

Changing a Password

> To change your KX IIl password:

Choose User Management > Change Password. The Change Password page
opens.

2. Type your current password in the Old Password field.

3. Type a new password in the New Password field. Retype the new password

in the Confirm New Password field. Passwords can be 6@ tharacters
in length and can consist of English alphanumeric characters and special

characters.

4. Click OK.

5. You will receive confirmation that the password was successfully changed.
Click OK.

Raritan. 15¢
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Note: If strong passwords are in use, this page displaysmafiton about the
format required for the passwords. For more information about passwords and
strong passwords, segtrong Passwords

Home = Uzer Management * Change Pasamord

Change Password

Old Password

Hew Password

Confirm Hew Password

OK | Cancel

Managing Favorites
A Favorites feature is provided so you can organize and quickly access the
devices you use frequently.
The Favorite Devices section is located in the lower left sidebar of the Port
Access page and provides the ability to:

Create and manage a list of faite devices

Quickly access frequentlysed devices

List your favorites either by Device Name, IP Address, or DNS hostname

Discover KX Il devices on its subnet

Retrieve discovered KX Ill devices from the connected Dominion device

= =4 —a —a A

Note: Due to browsentiitations, HKC does not support Favorites.

Enable Favorites

1 Click Enable in the Favorite Devices section of the left panel of the KX 1l
interface, below Online Help.
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Access and Display Favorites

» To access a favorite KX Il devices:

9 Click on a KX lll listed beneath Favorite Devices in the left of the Remote
Console.

P> To display favorites by Name, IP Address or Host Name:
1 Click Display by Name, Display by IP, or Display by Host Name.

Favorite Devices:
Somerset

Tokyo
Raleigh

| Manage | | Display By Name |

[ Display By Host Name | [ Display By IP |

Discovering Devices on the Local Subnet

This option discovers KX Il devices on your local subnet. This is the subnet
where the KX Il Remote Console is running.

These devices can be accessed directly from this page or you can add them to
your list of favorites.

To discover devices on the latsubnet:

1. Choose Manage > Discover Devickescal Subnet. The Discover Devices
Local Subnet page appears.

2. Choose the appropriate discovery port:

A To use the default discovery port, select the Use Default Port 5000
checkbox.

A To use a different discovery port:
a. Deselect the Use Default Port 5000 checkbox.
b. Type the port number in the Discover on Port field.
c. Click Save.
3. Click Refresh. The list of devices on the local subnet is refreshed.

> To add devices to your Favorites List:
Select thecheckbox next to the device name/IP address.
Click Add.
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> To access a discovered device:

1 Click the device name or IP address for that device. A new browser opens
to that device.

Discovering Devices on the KX 1l Subnet
This feature is only available in the Java client , RSC.

This option discovers KX Il devices on the device subnet. This is the subnet of
the KX Il device's IP address.

You can access these devices directly from the Subnet page or add them to
your list of favorites.

This feature allows multiple KX 11l devitesnteroperate and scale
automatically.

The KX Il Remote Console automatically discovers the KX Ill devices, and any
other Raritan device, in the subnet of the KX III.

» To discover devices on the device subnet:
1. ChooseManage > Disacer Devices KX Il Subnet.

Fawvorite Devices:

Somerset
Tokyo
Raleigh

'

| Manage | | Display By Name |

[ Display By Host Name | | Display By IP |

The Discover Device&X Il Subnet page appears.
2. Click Refresh. The list of devices on the local subnet is refreshed.

To add devices to your Favorites List:
1. Select the checkbox next to the device name/IP address.
2. Click Add.

To access a discovered device:

9 Click the device name or IP address for that device. A new browser opens
to that device.
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KX 1l Local Console

The Local Console interface provides access to the KX IIl while at the rack.

This section contains help on tasks performed by end users at the Local
Console.

In This Chapter

ACCESSING @ TANGEL SEIVEL ....eiiiiiiiiiieeiiiieiee et 159
Local Console Video Resolution Behavior............cccccvvveeieneiiiiiciiiiiiee, 159
SIMUIANEOUS USEBIS .. .iiiiiiiiiiiiieee ettt et e e e e e e e e s 160
Local Port Hot Keys and Connect KEYS...........oovcvvvviiieeeiieeeeee e 160
Scanning PortsLocal CONSOIE..........cciiiiiiiiiiiie e 162
Local Console Smart Card ACCESS........uuuurriiiiiaaaiaeaiiiiiiiiieeee e e e e 165
Local Console USB Profile Options...........oovvvvvviiiiiiiiiiiiis e, 168
KX 1l Local Console Factory RESEL........cooviviieiiieiieeiiiiie e 168
Resetting the KX [l Usitite Reset BULtON...........coocviieiiiiiieee e 169

Accessing a Target Server

> Toaccessa target server:

Click the Port Name of the target you want to access. The Port Action
Menu is displayed.

2. Choose Connect from the Port Action menu. The video display switches to
the target server interface.

Local Console Video Resolution Behavior

Raritan.
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By default, monitors are typically set to the highest resolution they support.

Once a monitor is connected to the KX Il Local Console, KX Il detects the
monitor's native resolution. As long as the native resolution is supported by the
Local Console, KX Il uses that resolution.

If the native resolution is not supported by the Lb€ansole, and no other
resolution is supported by the monitor and Local Console, KX Il uses the
resolution of the last monitor that was connected to the Local Console.

For example, you connect a monitor set to a resolution of 1600x1200@60Hz to
the KX llLocal Console. KX Il uses that resolution since it is supported by the
Local Console.

If the next monitor you connect to the Local Console is not set to a supported
resolution, KX 11l uses the resolution of 1024x768@60.

For a list of supported Local Cofes video resolutions, se€X 111 Supported
Local Port DVI Resolutiorisn pagel94).
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SimultaneoudJsers

The KX Il Local Console provides an independent access path to the connected
KVM target servers.

Using the Local Console does not prevent other users from simultaneously
connecting over the network. And even when remote users are connected to
the KX 111, you can still simultaneously access your servers from the rack via the
Local Console.

Local Port Hot Keys and Connect Keys

Because the KX Ill Local Console interface is completely replaced by the
interface for the target device you are accessing, a hot key is used to
disconnect from a target and return to the local port GUI.

A connect key is used to connect to a target ortslwbetween targets.

The Local Port hot key allows you to rapidly access the KX Il Local Console user
interface when a target device is currently being viewed.

SeeSelect the Local Port Hotkeyd Select the Local Port Connect Key
more information.

Return to the Local Console from a Target Deviéefault Hot Key
1 Press the Scroll Lock hot key twice rapidly

The video display switches from the targemite interface to the KX IlI
Local Console interface.

Local Port AuteSense (Video RefreshPDefault Hot Key

P> To perform an autesense (video refresh) on the KX Il local port via hot
key:

1 Press and hold the Shift key, and quickly press the Scroll Lock key twice,
and then release.

Connect Key Examples

Standard servers

Connect key action Key sequence example

Access a port from the local A Press Left ALT > Press and Release 5 > Release Left AL
port

Switch between ports A Press Left ALT > Press and Release 1 > Press and Relet

Release Left ALT

Disconnect from a target an A Doubleclick Scroll Lock

160 Raritan.
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Standard servers

Connect key action Key sequence example
return to the local port

Blade chassis

Connect key action Key sequence example
Access a port from the local Access port 5, slot 2:
port GUI A Press Left ALT > Press and Release 5 > Press and Rele:
Press and Release 2 > Release Left ALT
Switch between ports Switch from target port 5, slot 2 to port 5, slot 11:
A Press Left ALT > Press and Release 5 > Press and Rele:
Press and Release 1 > Press and Release 1 > Release L
Disconnect from a target an Disconnect from target port 5, slot 11 and return to the local
return to the local port GUI port GUI (the page from which you connected to target):
A Double Click Scroll Lock

Special Sun Key Combinations

The following key cobinations for Suna A ONR a & aiSyYa aSNBSNDRa alLls
operate on the Local Console port. These special keys are available from the
Keyboard menu when you connect to a Sun target device:

Sun key Local port key combination
Again Ctrl+ Alt +F2
Props Ctrl + Alt +F3
Undo Ctrl + Alt +F4
Stop A Break a

Front Ctrl + Alt + F5
Copy Ctrl + Alt + F6
Open Ctrl + Alt + F7
Find Ctrl + Alt + F9
Cut Ctrl + Alt + F10
Paste Ctrl + Alt + F8
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Sun key Local port key combination
Mute Ctrl + Alt + F12

Compose Ctrl+ Alt + KPAD *

Vol + Ctrl + Alt + KPAD +

Vol- Ctrl + Alt + KPAD

Stop No key combination

Power No key combination

Scanning PortsLocal Console

The scan port feature is available from the Remote Console and Local Console,
but the feature varies slightly. S&eanning Ports Remote Consolén page
151)

Click the thumbnail of any target server to exit scan mode and connect to the
target, or use the Local Port ConnectKey sequence.

To exit scan mode, click the Stop Scan button in the thumbnail view, or use the
Local Port Hikey sequence hot key.
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Scanning Port Slide Show.ocal Console
When you start a scan, the Port Scan window opens.
As each target is found, it is displayed as a thumbnail in a slide show.

The slide show scrolls through the target thumbnails based on the default
interval of 10 seconds or according to the interval you specify.

As the scan scrolls through the targetsettarget that is the focus of the slide
show displays in the center of the page.

The name of the target is displayed above its thumbnail.

If a target is busy, a blank screen is displayed instead of the target server access
page.

Configure the time beteen the slide show thumbnail rotation and the

thumbnail focus interval on the Local Port Settings page.

SeeConfigure Local Console Scan Settifms pagel64)

Note: Configure scan settings for the Remote Console from VKC, VKCS, or AKC.
SeeConfiguring Port Scan Settings in VKC/VKCS and(&iKgage60)

Connmcten Uk Pofie eyboedt Wides Mone Tech View Virtes! Mesks

RhEELEEQ 000 mE

8:25

Thursday; November 17
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Connection USB Profile Keyboerd Video Mouse Tools View Virtual Media Audio SmartCard Help

SREA@GKEEAQD D@ @E

Welcome

Target Status Indicators During Port Scannirigpcal Console

When scanmig on the Local Console, the status of each target is indicated
below the thumbnail.

The scanning status of each target is displayed as:

1

f
f
f

not scanned
connecting
scanned
skipped

Configure Local Console Scan Settings

Do the following to configure Local Console scan port options.

w N Y

164

To configure the Local Console scan port settings:

On the Local Console, select Device Settings.

In the Local Port Settings section, select Local Port Scan Mode.
Change the display interval as needed:

A Display Interval changes the scan display interval.

A Interval Between Portschange interval betweenvéitching different
port during scan.

Raritan.
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Scan for TargetsLocal Console

P> To scan for targets:
Click the Set Scan tab on the Port Access page.

Select the targets you want to include in the scan by selecting the
checkbox to the left of each target, or select the checkbox at the top of the
target column to select all targets.

3. Leave the Up Only checkbox selected if you only want targets that are up
to be included in the scan. Deselect this checkbox if you want to include all
targets, whether up or down.

4. Click Scan to begin the scan.
As each target is scanned, it is displayed in slide show view on the page.

Local Console Smart Card Access

Raritan.
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To use a smart card to access a server at the Local Console, piE) smart
card reader into the KX Il using one of the USB ports located on the KX III.

Once a smart card reader is plugged in or unplugged from the KX 111, the KX IlI
autodetects it.

For a list of supported smart cards and additional system requiresyesete
Supported Smart Card Readdim page204), Unsupported Smart Card
Readergon page205) and Smart Card Minimum System Requiremeiis
page202).

When mounted onto the target server, the card reader and smart e@H
cause the server to behave as if they had been directly attached.

Removal of the smart card or smart card reader will cause the user session to
be locked or you will be logged out depending on how the card removal policy
has been setup on the targserver OS.

When the KVM session is terminated, either because it has been closed or
because you switch to a new target, the smart card reader will be automatically
unmounted from the target server.

> To mount a smart card reader onto a target via the KiXLocal console:

Plug a USB smart card reader into the KX IIl using one of the USB ports
located on the device. Once attached, the smart card reader will be
detected by the KX 1.

2. From the Local Console, click Tools.

3. Select the smart card reader from the Card Readere®ed list. Select
None from the list if you do not want a smart card reader mounted.

4. Click OK. Once the smart card reader is added, a message will appear on
the page indicating you have completed the operation successfully. A
status of either Selected dtot Selected will appear in the left panel of the
page under Card Reader.

16¢
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To update the Card Readers Detected list:

1 Click Refresh if a new smart card has been mounted. The Card Readers

Detected list will be refreshed to reflect the newly added smart card
reader.

Select Card Reader

Card Readers Detected

USE SmartCard Reader {(Gemplus)

QK Refresh | Cancel |

Note: If a smart card reader is seledtfor local port login in Security>Local
Smart Card Authentication, then that card reader cannot be selected for target
connections; it will be listed, but cannot be chosen.

166
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Using a Srart Card at the Local Port

When Local Smart Card Authentication is enabled, you can be authenticated by
using your smart card at the card reader connected to a KX Il USB port.

If Local Smart Card Authentication is enabled but not required, the Login tab
remains accessible to allofer username/password login.

> To use a smart card at the local port.
1. When the card reader is detected, the Login page shows a PIN tab.

Local Console Port

Rarit

Dominion® KX 11l Smart Card reader detected.

Insert Smart Card.

Login to DominionKX

Username: || T

Password: |

2. Insert a card. The PIN tab opens automatically.
3. Enter the PIN and click Login.

Local Console Port

Raritan.

& i o Dlggand

Login - DominiankX

Dominion® KX Il Smart Card reader detected.

Smart Card inserted.

Login to Dominionkx

PIN: ]

Login

4. ' TGUSN) adz00SaaTtdzZ SyidaNeB 2F GKS OFNRQa tLb
contains an authentication certificate approved by Client Certificate
Authentication. Se€lient Certificate Authemtation Settings

If login fails, check the Audit log for failure information.

Raritan.

Abrand of Olegrand’



Appendix AKX Il Local Console

Local Console USB Profile Options

From the USB Profile Optis section of the Tools page, you can choose from

the available USB profiles.

The ports that can be assigned profiles are displayed in the Port Name field and
the profiles that are available for a port appear in the Select Profile To Use field
after the port is selected. The profiles selected for use with a port appear in the
Profile In Use field.

> To apply a USB profile to a local console port:
In the Port Name field, select the port you want to apply the USB profile
to.

2. Inthe Select Profile To Use field, select the profile to use from among
those available for the port.

3. Click OK. The USB profile will be applied to the local port and will appear in
the Profile In Use field.

168

KX 11l Local Console Factory Reset

Note: It is recommended that you save the audit log prior to performing a
factory reset.

The audit log is deleted when a factory reset is performed and the reset event is
not logged in the audit log.df more information about saving the audit log,
seeAudit Log

> To perform a factory reset:
Choose Maintenance > Factory Reset. The Factory Reset page opens.
Choose the appropriate reset option from the following options:
A Full Factory Reset

Removes the entire configuration and resets the appliance completely
to the factory defaults.

Because of the complete nature of this reset, you will be prompted to
confirm the factory reset.

A Network Parameter Reset

Resets the network parameters of the appliance back to the default
values (click Device Settings > Network Settings to access this
information).

3. Click Reset to continue. You will be prompted to confirm the factory reset
because all network settings will be permanently lost.

4. Click OK proceed. Upon completion of full factory reset, the KX Il device is
automatically restarted.
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Resetting the KX Il Using the Reset Button

Raritan.
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On the back panel of the device, there is a Reset button. It is recessed to
prevent accidental resets (you need a pointed object to press this button).

The actions that are performed when the Reset button is pressed are defined
on the Encryption & Shareage. Sed&ncryption & Share

Note: It is recommended that you save the audit log prior to performing a
factory reset.

The audit log is deleted when a factory reset is performed and the reset event is
not logged in the audit log. For more information about saving the audit log,
seeAudit Log

To reset the device:

Power off the KX 111

Use a pointed oject to press and hold the Reset button.

While continuing to hold the Reset button, power the KX Il device back on.
Continue holding the Reset button for 10 seconds.
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AppendixA Connecting a KX Il and Cat5 Reach DV
Provide Extended Local Port Functionali

An extended local port extends the reach of the local port beyond the rack the
KX Ilis located, for example to another KVM switch.

This can be achieved by configuring a KX Il to work with a Raritan Cat5 Reach
DVI transmitter and receiver, which are then connected to a remote console or
other device.

Once connected to the Cats5 ReachlDRe KX Il can be accessed up 500 feet
(152 m) away.

Connecting the KX Il to the Cat5 Reach DVI by daisy chaining Ethernet switches
extends can extend the KX IlI's reach up to 3000 feet (914 m).

In This Chapter

About the Cath REH DV L......couniiiiieieeeee ettt e 170
Connect Cat5 Reach DVI and Cat5 Reach.DVl.......oooevviviiiiiiiiiieeen, 170

About the Cat5 Reach DVI
For details on the Cat5 Reach DVI, see the Cat5 Reach DVI online help available
on theRaritan Support pagéttp://www.raritan.com/support .

Contact Raritan(http://www.raritan.com/contact -us/) for additional
information on the Cat5 Reach DVI, or for information on purchasing.

Connect Cat5 Reach DVI and Cats Reach DV

Note: The images used in the diagrams are not specific to Cat5 Reach DVI but
the connections are accurate.

This section introduces three scenarios involving KVM switches.
1 Connect the Cat5 Reach DVI between any KVM switch and its local console.
I Connect he Cat5 Reach DVI between two KVM switches.

1 Connect the Cat5 Reach DVI between a computer/server and a KVM
switch.

Turn off all devices before making the connections.

For detailed information on setting up the local and remote consoles, see
Connecting a Keyboard/Mouse/Video SourgeCat5 Reach DVI Hefpr more
information.

» To connect Cat5 Reach DVI and Cat5 Reach DVI:

1. If you have not already done so, set up the local and remote consoles with
the Cat5 Reach DVI transmitter and receiver, respectively.

Raritan. 17
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SeeBasic Installatiorin Cat5 Reach DVI Hefpr more information.
2. Use a Cat5e/6 cable to connect the transmitter aadeiver.

3. Connect the transmitter and receiver to an appropriate power source
respectively.

4. Connect the local console ports of the KVM switch to the transmitter.

a. Plug one end of the Raritgorovided DVI cable into the DVIN port
on the transmitter, and the other end into the KVM switch's video
port.

b. Plug the USB connector of the Raritaprovided USB cable into the
USBB port on the transmitter, and the othemd into the KVM
switch's local USB port.

5. Turn on the KVM switch.

e

io
io

[l |

Tip: The local or remote console can be equipped with a KVM drawer instead of
a set of keyboard, mouse and monitor. See the illustration below.

> Toincrease the distance between two tiered KVM switches:
1. Set up aremote console by connecting the receiver to a KVM switch.
a. Connect a USB CIM to the receiver.

b. Connect this USB CIM to any channel port on the KVM switch via a
Cat5 cable.
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2. Use a Cat5e/6 cable to connect the transmitter and receiver.

3. Connect the transmitter and receiver to an appropriate power source
respectively

4. Connect the KVM switch to the transmitter.
5. Turn on both KVM switches.

l = 22

To increase the distance between any computer and a KVM switch:
Set up an optional local console with the transmitter.

Set up a remote console by connecting the receiver to a KVM switch.
Use a Cat5e/6 cable to connect the transmittedaeceiver.

Connect the transmitter and receiver to an appropriate power source
respectively.

Connect the computer to the transmitter.
6. Turn on the computer.

Ao NpE Y
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AppendixB Updating the LDAP Schema

In This Chapter

Returning User Group Informatian...........cccccvvivieiiieeeeeeie e 173
Setting the Registry to Permit Write Operations to the Schema............ 174
Creating a New ALHDULE. ..o 174
Adding Attributes t0 the CIassS.........uvvveiiiiiiiiiiii e 175
Updating the Schema Cache............coooiiiiiiiiniiic e 177
Editing rciusergroup Attributes for User Members...........ccccvveeevvieneennn. 177

Returning User Group formation

Use the information in this section to return User Group information (and assist
with authorization) once authentication is successful.

From LDAP/LDAPS

When an LDAP/LDAPS authentication is succesis&uKX Ill determines the
permissions for a given user based on the permissions of the user's group. Your
remote LDAP server can provide these user group hames by returning an
attribute named as follows:

rciusergroup attribute type: string

This may require a schema extension on your LDAP/LDAPS server. Consult your
authentication server administrator to enable this attribute.

In addition, for MicrosoftActive Director$; the standard LDAP memberOf is
used.

From Microsoft Active Directory

Note: This should be attempted only by an experienced Active Directory
administrator.

Returning user group information froMicrosoft's’ Active Directory for
Windows 20000perating system server requires updating the LDAP/LDAPS
schema. See your Microsoft documentation for details.

1. Install the schema pluin for Active Directory. See Microsoft Active
Directory documentation for instructions.

2. Run Active Directory Console and select Active Directory Schema.
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Setting the Registry to Permit Write Operations to the Schema

To allow a domain controller to write to the schema, you must set a registry
entry that permits schema updates.

P> To permit write operations to the schema:

Rightclick the Active Directornschema root node in the left pane of the
window and then click Operations Master. The Change Schema Master
dialog appears.

Change Schema Masker : ed |

The zchema master manages modifications to the schema. Only one
zerver in the enterprize performs this role.

Current zchema maszter [online]:

rei-gofdi2nzmzt. mypc. mydamain. com

To transfer the schema master role to the targeted
darnain contraller below, click Change.

rei-gofdi2nzmet. mypc. mydamain. com

Cloze

2. Select the "Schema can be modified on this Domain Controller" checkbox.
Optional

3. Click OK.

Creating a New Attribute

P> To create new attributes for the rciusergroup class:

Click the + symbol before Active DirectodBghema in the left pane of the
window.

2. Rightclick Attributes in the left pane.
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3. Click New and then choose Attribute. When the warning message appears,
click Continue and the Create New Attribute dialog appears.

Create New Attribute 21x|

‘ Create a New Attribute Dbject

r~ Identification

Common Name: Irciusergroup

LDAP Display Name: ~ |rciusergroup

Unique X500 Object ID: |1.3.6.1.4.1.13742.50

Description: | LDAF attribute
 Syntax and Range
Syntax: |Ease Inzensitive String j
Mirirnirn: |1
b aimum: |24|

™ Multivalued ok | Cancel |

Typerciusergrougn the Common Name field.
Typerciusergrougdn the LDAP Display Name field.
Typel.3.6.1.4.1.13742.5h the Unique x5000 Object ID field.
Type a meaningful description in the Description field.

© N o g &

Click the Syntax dregown arrow and choose Case Insensitive String from
the list.

9. Typelin the Minimum field.
10. Type24in the Maximum field.
11. Click OK to create the new attribute.

Adding Attributes to the Class

P> To add attributes to the class:
1. Click Classes in the left pane of the window.

Raritan. 17¢
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Appendix BUpdatng the LDAP Schema

2. Scroll to the user class in the right pane and rgitk it.

"% Consolel - [Console Reot) Active Directory Schema [rci-gef4jZnzmztmype (=] B3]
'ﬁ Fie Acton Uiew Favorites ‘Widow  Help 18| x|
e« B0 @B &
[ Corscle Roct Narre | Type [ Status | Cescial
E1-Wg Active Directory Schema | B3 serviceConnecbonPoint  Structural Active Servi
B Classes B3 servicelnstarce Structural Active Servi
~{1) Atrbutes B2 cirrplzSacunityObject Auxliary Active The <
B3 site Structural Active Site
B3 siteLink Structural Active Site-L
W3 citeLinlBridge Structural Active Site-1
B3 sitesCentainer Structural Bctive Sites-
W sterage Struztural Active Stere
B3 subnct Structural Active Zubn
B2 cubnetContainer Structural Active Subn
B3 subSchema Structural Active “ubS
B3 top Abstract Active Top
3 bustecDomain Structural Active Trust
B3 bepelibrary Steuctural Active Type:
= New Wirdow From Here
B2 volume Active Volun v
4| e Refrach | b
Properties |
Help
3. Choose Properties from the menu. The user Properties dialog appears.
4. Click the Attributes tab to open it.
5. Click Add.

Choose rcigergroup from the Select Schema Object list.

Select Sehema Dbject '

Zix

rrochuct_nde :l

dOMAsD ﬂ

|
e trchions coce_|

7. Click OK in the Select Schema Object dialog.

8. Click OK in the 4ér Properties dialog.

176
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Appendix BUpdating the LDAP Scheme

Updating the Schema Cache

To update the schema cache:

1. Rightclick Active DirectonSchema in the left pane of the window and
select Reload the Schema.

2. Minimize the Active Directory Schema MMC (Microskfanagement
Console) console.

Editing rciusergroup Attributes for User Members

Raritan.
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To run the Active Directorgcript on a Windows 2003erver, use the script
provided by Microsoft(available on the Windows 2003 server installation CD).
These scripts are émled onto your system with a Microsef/indows 2003
installation. ADSI (Active Directory Service Interface) acts as-i@Veeditor

for Active Directory, allowing you to perform common administrative tasks
such as adding, deleting, and moving objeciih\& directory service.

To edit the individual user attributes within the group rciusergroup:
From the installation CD, choose Support > Tools.
Doubleclick SUPTOOLS.MSI to install the support tools.

Go to the directory where the support tools were installed. Run
adsiedit.msc. The ADSI Edit window opens.

w N Y

b Bl Advn Wew  Whdow  Hep l;lﬂ_"-_l;
{gme i thed Nene.

[ myp... domenD0S

orfigrsbmn [rcrge4ianz... wnfigureton

vema [rema .. dND.

< aostEck

&5 Doman [r e
o Corfiuration [rergcM2ramat.m
chema [ra-a7 mypem: | §

i | sl i |

4. Open the Domain.



Appendix BUpdating the LDAP Schema

5.

In the left pane of the window, select the CN=Users folder.

Sk B Ackn Viex  Wndox  Hep

TR

o |BEXEER(2
5 eostEcr Hame. {0m: [ Detruphed Nzoe
£ Doman o ek mypc i, | LA C user CH=teminiskr skor, (N=Users, 0 C=mypc, 0C=nydoman,C
=42 Cemmipe oC=nmdamen b | ZICH=Cert Publishers rap Ch=Cert Publishers, CN=Users, CC=nypc CC=mmmdomen
d-Ld N-fukn ZACH=Crehdnrs rap CH=Cradmrs, Qu=Users, CC=nypc CC=mpdoman 0C:
e il LACH=Crelpdaebrony arep CH=Crelpddmbrony, CH=Users D C=myps, CC=nydane
#-L2d cU=Deman Conalers - Gy tomein Adnirs s CH=Cumein Admrs, Ci=Users, OC=nype CC=rrrdomen
D ety CCH-Domen Canputers aren CH=Crnein Carmputers, CN=Users, 0 C=mypz, D C=my dor
i mAmrerd | LcH=onen Cortrokes g =Comen Cantralers, CN=Users, D C=myp:, 0C=mydor
-3 Oh=Program Data den=Comen Guests Qe omeh Guests, CH=Ussr s, DX =mrpe DX=mydomen
$-03 Q=Fysten ch=comenuzers e ek Uzers, CH=Ussrs, DC=myge Do=mydaman |
R Sdch-ervemves Admrs orap JErvce mpetzn AJMing, Tu=lier s, D=y pe, DG mritedom
&8 Coniguralion [rcr-rgraet m | =S CN=Gro.m Pelcy Dreatar Cwv, greup I~roup Pelcy Creator Caer s, CheUsae s, Dmtinnc, L
& 3 Schems [ra-aFAEnzms:. mypem: | —CH=GLest user CHELesE, Chla sy s, I mfit e, Dt e, Do monr
dCHHebServrestioun areup CHet-ieker iesGroup, CNmlisers, D Camne, D Camydar
Cdcnaketegt usar CHakebigt, Chimdlsers, CCmmypc CC =mpdaman, [C =cen
CHcNRAS and 145 Servars qreup CH=RAS and 145 Servers, (Nwlsers, D Camyps, DCanyC !
CcHasehams admine areup CHaGehem Ak, Chel 5o 5, DO iy pe, D =fiycomar
'_'d(u-uw:m'msan user cu-a.w:aLmsun,(m)ms:(-mr,n:-mfd
CAcHaTaneCerts qreup CHaTanSClerts, Clie s, DCmtiyne, DCamydemain,C
< i il i 8
I f

Locate the user name whose properties you want to adjust in the right

pane. Rightlick the user name and select Properties.

Click the Attribute Editor tab if it is not already open. Choasesergroup

from the Attributes list.

CN=Administrator Properties 1

Attribute Editor | Secuiity |

21x

IV Show mandatory attributes
[V Show gptional attributes
[~ Show only attributes that have values

Attributes:
Attribute [ Syntax ] Value :_l
proxydddresses Unicode Sting ~ <Not Set>
pwdLastSet Large Integer/...  128299285248088608
queryPolicyBL Distinguished <Not Set>
[CIUSEIgroup 1S <h et
registeredéddress Octet String <Not Set>
replPropertyMetaData  Octet Sting 0x01 0x00 0200 0x00 0x0
replUpToDateVector  Octet Sting <Nat Set>
repsFrom Octet String <Not Set>
repsTo Octet String <Not Set> el
revision Integer <Nat Set>
rid Integer <Not Set>
roomMNumber Unicode String ~ <Not Set>
s.fllMAccounlN ame Unicode S!r'ru Administrator __lﬂ
4 »

oK I Cancel I Apply I

8. Click Edit. The String Attribute Editor dialog appears.

Raritan.
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Appendix BUpdating the LDAP Scheme

9. Type the usegroup (created in the KX 1lI) in the Edit Attribute field. Click

OK.
B
Attribute: rciusergroup
Value:
IAdmirI
Clear | [Tl Cancel

Raritan. 17¢
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AppendixC

Cisco ISE for RADIUS Users

PdzG K2NRT FGA2Y A& LISMEBRNID B locabUser S|y a
Groups. When using remote authentication, since there is no user account
locally, there needs to be way of returning user group information from remote
authentication server that the product will then match and perform

appropriaie authorization. To achieve this objective, appropriate local group on
the product must be created and remote authentication server configured to
return appropriate matching group (case sensitive).

In This Chapter

Settings to Configie on Raritan ProducCt..............oooeiviiiiieiiiieee s 180
Settings to Configure on CiSCO ISE.........uuvviiiiiiiiiiiiiiee e 181

Settings to Configure on Raritan Product

Raritan.
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1. Login to Raritan product with administrative account.
2. Access User Management>Authentication>RADIUS
3. Add the Cisco ISE 2.1.x Radius server.

| Home = User Management > Authentication Settings

Authentication Settings

() Local Authentication
{©) LDAP

@ RADIUS

» LDAP

Primary RADIUS Server
[192.168.56.6

Shared Secret

Authentication Port
1812

T

Accounting Port
1813

;

Timeout (in seconds)

:

Retries

1

18C

Qx
N



Appendix CCisco ISE for RADIUS Use

4. Create user group with approjatte permission and port permission by
accessing User Management>User Group List.

Group Name *
[kviv_Admin

¥ Permissions

Device Access While Under CC-SG Management
Device Settings

Diagnostics

Maintenance

Modem Access

PC-Share

Security

User Management

¥ Port Permissions

Port Access Power Control
1: DPX2-Console Control | ¥ | Access | ¥ |
2: DPX3-Console Control | ¥ | Access | ¥ |
3: Serial Port 3 Control | » | Access | ¥ |
4: DPX3-5041-Console-86 Control | ¥ | Access | ¥ |
5: DPX3-5041-Console2-83 Control | ¥ | Access |7 |
6: DPX3-5041-Console3-85 Control | * | Access | 7 |
7: Cisco Cat3560x Control | > | Access | ¥ |
8 Serial Port 8 Control | ¥ | Access | ¥ |
9: Serial Port @ Control : Access :
. -1 P |

Settings to Configure on Cisco ISE

ubab.  |dentity Services Engine

Step 1: Add Raritan Network Devices

1. Access Cisco ISE Web bfgs://x.x.x.x/admin (see https://x.x.x.x/admin
- https://x.x.x.x/admin ) and login with administrative credentials.

2. Access Work Centers>Network Resourcessumktwork Access section to

load Network Device menu and clicl Fadd

» Overview  » ldentities

Network Devices
Default Device

External RADIUS Servers

Home » Context Visibility » Operations. » Policy » Administration « \Work Centers
~Network Access | p Guest Access  » TrustSec  » BYOD  » Profiler  » Posture  » Device Adminisiration Network Access
Id Groups  Extld Sources  ~ Network Resources  Device Groups  » Policy Elements A :)jvemllew
! entities
o Id Groups
Network Devices AU SULILS
Network Resources
Device Groups
J Edit] opAdd  yDuplicate | @aImport @ Export © Generate PAC | ) Policy Elements
Na ? | IPMask Profile Name logt  “uthentication Policy

RADIUS Server Sequences

Raritan.
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Authorization Policy
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Appendix CCisco ISE for RADIUS Users

3. Configure Name, Description and IP Address/Range, and enable Radius
Authentication Settings option. Set Shared secret then click Submit to save
changes. If appropriate and applicable, assign Device Type and Location.
MNetwork Devices List > New Network Device
Network Devices

* Name 192.168.56.32

*IP Address: [192.16856.32] x| /|32 |

* Device Profle ik Clsco | « | &

Software Version l:l

* Network Device Group

Device Type |AIIDevice Types Q | [ Set To Default ]

Location )l Locations © | [ SetToDefault |

+ RADIUS Authentication Settings

Enable Authentication Settings

Protocol  RADIUS

* Shared Secret |...uu | [ show |

Enable KeyWrap [

* Key Encryption Key

%3]
=}

* Message Authenticator Code Key Shirw

182 Raritan.
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Appendix CCisco ISE for RADIUS Use

Step 2: Create/Edit User

In production environments with user accounts or configured external identity
source (AD/LDAP), kip this step.

d e Add

1. Access Work Centers>Device Administration>ldentities> an
to add a user

Home » Context Visibility » Operations icy » Administration ~ \Work Centers
» TrustSec  » BYOD  » Profiler  » Posture |~ Device Administration Network Access TrustSec Profiler
ntity Groups ~ Extld Sources  » Network Resources  Network Device Groups  » P OVEMEW Ovenview Overview
| Identities Components ExtId Sources
] Id Groups TrustSec Policy Network Devices
Network Access Users Ext Id Sources Authentication Policy Endpoint Classification
MNetwork Resources Authorization Policy Node Config
Device Groups SXP Feeds

o dd

Raritan.
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€]

@oImport g Export

Policy Elements

Troubleshoot

Manual Scans

Name a  Description Authentication Policy Reports Policy Elements
Authorization Policy Settings Profiling Policies
Troubleshoot BYOD Authorization Policy
Reports Troubleshoot

Cverview

S.etl.\ngs ) Identities Rep.ons
Dictionaries |dentity Groups St_atl_mgs

Guest Access Network devices Dictionaries
Overview Ext Id Sources Posture
Identities Client Provisioning Overview
Identity Groups Configure Network devices
Ext Id Sources Policy Elements Client Provisioning
Administration Authentication Policy Policy Elements
Network Devices Authorization Policy Posture Policy
Configure Reports Authentication Policy
Manage Accounts Settings Authorization Policy

Policy Elements
Authentication Policy
Authorization Policy
Reports

Settings

Troubleshoot
Reports

.

™
Device Administration
Overview

TERy— >

18
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Appendix CCisco ISE for RADIUS Users

2. Configure required fields and click Submit to add user

Metwork Access Users List > New Network Access User

¥ Network Access User

* Name | iseraduser

Status Enabled ~

Email |

¥ Passwords

Password Type: Internal Users -

Password Re-Enter Password
* Login Password | sssssses | | sssesces | | Generate Password | i
Enable Password | | | | [ Generate Password |

¥ User Information

FirstName [ Cisco ISE |

LastName | Radius Ussd x |

¥ Account Options

Description |

Change password on next login O

¥ Account Disable Policy

O Disable account if date exceeds | 2017-05-00 {yyyy-mm-dd)

Raritan.
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Step 3: Configure Allowed Authentication Protocol Service
(PAP/CHAP/MEHAP)

1. Access Policy>Results under Policy Elements section. Select Allowed
Protocols under AuthenticatioDropdown from left pane. Clidk Edit
DefaultNetwork Access and select CHAP. Xerus supports both PAP and
CHAP authentication types. In case CHAP authentication type is desired,
verify Global Authentication Type setting on Xerus RADIUS configuration is
set to CHAP as well as this step is completed on Cisco ISE 2.1.x server.

Authentication  Authorization

Dictionaries  » Conditions

~ Authentication

Allowed Protocols

» Authorization
» Profiling
» Posture

» Client Provisioning

Raritan.
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Home » Context Visibility » Operations » Administration » Work Centers
Profiing  Posture  Client Provisioning | ~ Policy Elen  puthentication Authorization

Profiling Posture
Client Provisioning Policy Elements

Allowed Protocols Services D\ctlon.anes

For Policy Export go to Administration = System = Conditions.

t dhAdd  [§3Duplicate Deleta
[ | Semvice Name | Description
[0 Default Network Access Default Allowed Protocol Service

<

Allowed Protocols Services List » Default Network Access
Allowed Protocols

Name Default Network Access

Description Default Allowed Protocol Service

w Allowed Protocols
Authentication Bypass
O Pprocess Hast Lookup 7
Authentication Protocols
Allow PAPIASCII

Allow CHAP
O allow Ms-cHAP1
O

Allow MS-CHAPv2

Step 4: Create Authorization Profile

1. Access Policy>Results under Policy Elements, and from Authorization on
left pane, choose Authorization Profiles and click Add

18t
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2. Under General Tabonfigure Policy Friendly Name.

I:'l.s;‘ol Identity Services Engine Home » Context Visibility » Operations + Administration » Work Centers
Authentication ~ Authorization  Profiing  Posture  Client Provisioning | ~ Policy Elen  Authentication Authorization
Dictionaries » Conditions  ~ Resulis Profiling Posture
[<] Client Provisioning Policy Elements
Dictionaries
» Authentication Standard Authorization Profiles Conditions
For Policy Export go to Administration = Syster
~ Authorization
| # Edit Add JLf5Duplicate | 3 Delete
Authorization Profiles f Eq’:‘
[]| Name Profile .l
Downloadable ACLs - )
[0 Blackhole_Wireless_Access il Cisco &3 |
» Profiling [ cisco_IP_Phones iis Cisco & |
isco W e T
> e [ cisco_webauth iy Cisco & |

3. Specify appropriate Profile name. Scroll down to Advanced Attributes
Sdtings section and click on drop down next to Select and Item text field.
Select Radius and from Submenu select Filef11] option.

Authorization Profiles > New Authorization Profile
Authorization Profile

* Name |Raritan Dominion KXII_SXII Profi

Description
"Access Type  [ACCESS_ACCEPT -
. Dictionaries Radius
Network Device Profile & Cisco
R D) L)
| =~ _ =
Service Template [] U
u AlcatetLucent ’ DNS-Server-1Pv6-Address-—-[169]
"] -Server-IPv6-Address--|
Track Movement [ ] i W Aba » ~ 797 ~
& EAP-Message--[79
w Brocade >
Passive Identity Tracking [] i ) u  Egress-VLAN-Name—[58]
u Cdsco »
W Egress-VLANID--[56]
w Csco-585M »
Error-Cause--[101
W Cisco-VPN3000 >
| H3C » d
» Common Tasks — R w Framed-AppleTalk-Link--[37]
@ Framed-AppleTalk-Network--[38)
W Juniper >
@ Framed-AppleTalk-Zone--[39]
W Microsoft »
& Framed-Compression--[13]
. . W Motorola-Symbol >
v Advanced Attributes Settings o Framed-Interface-1d--[96]
u Radius ¢ v
- o Framed-1P-Address—[8]
i [select an item =k Q|

186 Raritan.
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4. Verify in the text box that it correctly displays attribute name
Radius:FiltetD. In the next test field, type attribute value
Raritan:G{KVM_Admin} and click anywhere on the page to.ggbitfirm
Attribute Details display as shown below.

¥ Advanced Attributes Settings

i [Radius:Filter-ID )] = [Raritan:G{KVM_admin} Q|

v Attributes Details
Access Type = ACCESS ACCEPT

Filter-ID = Raritan:G{KVM_Admin}
5. Click Submit to create new Authorization profiledareturn to profile list

. . | 1.1 A .
summary page. Verify profile name and mouse o * icon for preview
of summary.

‘dedh: Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning = ~ Policy Elements

Dictionaries  » Conditions  + Results

[ <]

» Authentication standard Authorization Profiles

For Policy Export go to Administration = System = Backup & Restore = Policy Export Page
~ Authorization

# Edit Add Duplicate 3¢ Delete
Authorization Profiles - JLIP EE‘
[ Name Profile a | Descripti
Downloadable ACLs i i N

[ Blacknole_Wireless_Access dits Cisco &3 Default p
+ Profiling [ cisco_IP_Phones Wk Cisco & Default p

O cisco_WebAuth T
» Posture - Standard Authorization Profile Details D4

O nNsP_onboard

. o Name Raritan Dominion KXIII_SXII Profile
» Client Provisioning 0 Mon_Cisco_IP_Phones o
- - Description
Raritan Dominion KXII_SXII Profile &
) o Attributes Details
[ Raritan Dominion PX Profile LR
Access Type ACCESS_ACCEPT
[] DenyAccess o ) i
- Radius:Filter-ID Raritan:G{KVM_Admin}
[ PemmitAccess

Step 5: Configure/Create Authorization Policy
1. Access Policy>Authorization to see policy listing

"dich: |dentity Services Engine Home » Context Visibility » Operations » Administration » Work Centers
Authentication | Authorization =~ Profiing  Posture  Client Provisioning  » Policy Eler  Authentication
Profiling Posture
Authorization Policy Client Provisioning Policy Elements
Define the Authorization Policy by configuring rules based on identity groups and/or other conditi Dictionaries
For Policy Export go to Administration = System = Backup & Restore = Policy Export Page "
Conditions
Results

| First Matched Rule Appliss -

Raritan. 187
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2. Next, click Edit dropdown in the first row and select Insert New Rule

Above.

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

For Policy Export go o Adminisiration » System » Backup & Restore > Policy Export Page

First Matched Rule Applies ~

» Exceptions (0)

Standard

Status  Rule Name Conditions (identity groups and other conditions) Permissions

‘Wireless Black List Default Blacklist ~ Wireless_Access '~ Blackhole_Wireless_Access it
Insert New Rule Above

Profiled Cisco IP Phones Cisco-P-Phone then  Cisco_IP_Phones
Duplicats Above

Prefiled Non Cisco IP Phones Non_Cisco_Profiled_Phones ihen Non_Cisco_IP_Phenes Duplicate Below
Delete

[ ] Comoliant Devices Access 1 (Network Access Authenfication Passed AND Comoliant Devices then  PermitAccess A

Status Rule Name Conditions (identity groups and other conditions) Permissions

& « || standard Rule 1 |

[Any & ]end [Condition(s)

T] e

3. Specify appropriate Policy name and Click on TI in Permission text
box. Select Standard and from Submestould appear with list of
available profiles. Select Raritan Dominion KXIII_SXII Profile and click

Done..

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

For Policy Export go to Administration = System > Backup & Restore = Policy Export Page

‘ First Matched Rule Applies -

» Exceptions (0)

Standard
Status Rule Name Conditions (identity groups and other conditions) Permissions
# | Dominien KXII_SXII Policy [ Any a0 [ conations) & | Voo [Aunzer. =
Dominion PX Palicy f Any
Wireless Black List Default I Blacklist A0 Wireless_Access g{ [Selectanitem O =<
Profile Standard
Profiled Cisco IP Phones 7 Cisco-IP-Phone Ci
( p) (
Profiled Non Cisco IP Phones 7 Non_Cisco_Profiled_Phones N @ {é}_ =R
@ Compliant_Devices_Access 7 (Network_Access_Authentication_Passed 4D Compliant_Devices PermitAccess (5 Sety e * @
= Standard » (Cisco_IP_Phones
@ Employee_EAP-TLS T (Wireless_802.1X AND BYCD_is_Registered AND EAP-TLS AND PermitAccess AND BYOD @ Cisco_Webauth
MAC_in_SAN
- DenyAccess
@ Employee_Onboarding T (Wireless_802.1X AND EAP-MSCHAPv2 NSP_Onboard AND BYOD @ NSP_Onboard
@ Wi-Fi_Guest_Access T (Guest_Flow AND Wireless_MAB PermitAccess AMND Guests (@) Non_Cisco_TP_Phanes
@ Wi-Fi_Redirect_fo_Guest_Login i Wireless_MAB Cisco_WebAuth @ Raritan Dominion KX
Basic_Authenticated_Access 7 Network_Access_Authentication_Passed PermitAccess
Status Rule Name Conditions (identity groups and other conditions) Permissions

~ [ Dominion KXIll SXII Policy |

Dominion PX Policy

Permission Det:

[ Any [

and | Condition(s)

Raritan Dominion

c(}>| then

Any

4. Click Save to create policy.

Profile

then Rantan Dominion PX

Raritan.
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Troubleshooting Tips
1. Verify from Live Logs under Operations> RADIUS that correct Authorization

Policy is being applied. Click Details ic @ to see more information

License Warning

'Eln'n'".r':' Identity Services Engine Home + Context Visibility ~ Operations » Policy + Administration » Work Centers
*RADIUS | TC-NAC Livelogs » TACACS Reporis  » Troublesl RADIUS TC-NAC Live Logs
Live Logs  Live Sessions Reports
—— | Live Sessions
TACACS Adaptive Network Control
Misconfigured Supplicants € Live Logs Policy List ] Client Stopped Responding € Repeat Counter @

Endpoint Assignment
O Troubleshoot 0 0

Diagnostic Tools

Download Logs
Refresh Every 1 minute Show  Latest 20 records
= Refresh © Reset Repeat Counis
Time Stalus Details Repeat. Identity End_. End.. Authenticat... Authorization Policy Authorization Profiles 1P Add
x
Mar 10, 2017 01:53:55.700 PM ﬂ a Default == D__ I Default == Dominion KXIII_SXII Policy I |F€an’tan Dominion KXIII_SXII Profile
Mar 10, 2017 01:53:27.043 PM [-] a admin Default == D...

2. User authorization may fail if incorrect policy is applied. Check the
following:
A Moving policy higher up in the order (in case of multiple policy sets)

A More appropriate conditions in policy coupled with device type and
location when adding KXIII/SXIl as a network device in Cisco ISE

Raritan.
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In This Chapter

Specifications

HAIAWEAIE. ...t e e e 190
SOTIWEAIE. ...t 211
BSMI CertifiCation.........cciiieieie i 214
Hardware
Dimensions and Physical Specifications
Dominion KX Il Description  Power & Dimensions Weight  Operating Humidity
model heat (WxDxH) temp
dissipation
DKX3108 8 server Dual Power 17.3"x 8.60Ibs 0°-45°C 0-85 % RH
ports 110V/240V, 13.15"x
1 remote 50-60Hz 1.73"
user 1.8AB0W 52 439x334x44 3.9kg  320-113°F
1 local KCAL mm
port for
use at the
rack
DKX3116 16 server Dual Power 17.3"Xx 8.60lbs 0°-45°C  0-85% RH
ports 110Vv/240V, 13.15"x
1 remote 50-60Hz 1.73"
user 1.8A60W 52 439y334x44 3.9kg  32°-113°F
1 local KCAL mm
port for
use at the
rack
DKX3132 32 server Dual Power 17.3"x 8.60Ibs 0°-45°C 0-85 % RH
ports 110V/240V, 13.15"x
1 remote 50-60Hz 1.73"
user 1.8A60W 52 439y334x44 3.9kg  320-113°F
1 local KCAL mm
port for
use at the
rack
DKX3216 16 server Dual Power 17.3"Xx 9.08lbs 0°-45°C  0-85% RH
ports 110V/240V, 13.15"x
2 remote 50-60Hz 1.73"
Raritan 19
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Dominion KX Il Description

model

DKX3232

DKX3416

DKX3432

DKX3464

DKX3808

Raritan.
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users

1 local
port for
use at the
rack

32 server
ports

2 remote
users

1 local
port for
use at the
rack

16 server
ports
4 remote
users

1 local
port for
use at the
rack

32 server
ports
4 remote
users

1 local
port for
use at the
rack

64 server
ports

4 remote
users

1 local
port for
use at the
rack

8 server
ports
8 remote

Power &
heat
dissipation
1.8A 60W 52
KCAL

Dual Power
110V/240V,
50-60Hz

1.8A 60W 52
KCAL

Dual Power
110Vv/240V,
50-60Hz

1.8A 60W 52
KCAL

Dual Power
110V/240V,
50-60Hz

1.8A 60W 52
KCAL

Dual Power
110V/240V,
50-60Hz

1.8A 60W 52
KCAL

Dual Power
110Vv/240V,
50-60Hz

Dimensions
(WxDxH)

439x334x44
mm

17.3"x
13.15" x
1.73"

439x334x44
mm

17.3"x
13.15" x
1.73"

439x334x44
mm

17.3"x
13.15" x
1.73"

439x334x44
mm

17.3"x 13.3"
X 3.5"

439x338x89
mm

17.3"x
13.15" x
1.73"

Weight

4.12kg

9.08lbs

4.12kg

9.08lbs

4.12kg

9.08lIbs

4.12kg

12.39Ibs

5.62kg

9.96lbs
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Operating
temp

32°-113°F

0°-45°C

32°-113°F

0°-45°C

32°-113°F

0°-450 C

32°-113°F

0°-45°C

32°-113°F

0°-450 C

Humidity

0-85 % RH

0-85 % RH

0-85 % RH

0-85 % RH

0-85 % RH
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Dominion KX Il Description

model

DKX3832

DKX3864

users

1 local
port for
use at the
rack

32 server
ports

8 remote
users

1 local
port for
use at the
rack

64 server
ports
8 remote
users

1 local
port for
use at the
rack

Power & Dimensions Weight
heat (WxDxH)

dissipation

1.8A 60W 52 439x334x44 4.52kg
KCAL mm

Dual Power 17.3"x 9.96lbs

110Vv/240V, 13.15"x
50-60Hz 1.73"

1.8A 60W 52 4309x334x44 4.52kg
KCAL mm

Dual Power 17.3"x 13.3" 12.39Ibs
110Vv/240V, x3.5"

S0€0Hz 55 338x89 5.62kg
1.8A60W 52
KCAL

Operating  Humidity
temp

32°-113°F

0°-45°C 0-85%RH

32°-113°F

0°-45°C  0-85% RH

32°-113°F

Raritan.
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Supported Target Server Video Resolutions

When using digital CIMs, you set the target's video resolution to match your
monitor's native display resolution. The native display resolution is set when
configuring ports for digital CIMs (s@anfigure the CIM Target Settings

Following is a completiést of supported video resolutions when accessing a
target from the Remote Console.
640x350@70Hz
640x350@85Hz
640x400@56Hz
640x400@84Hz
640x400@85Hz
640x480@60Hz
640x480@66.6Hz
640x480@72Hz
640x480@75Hz
640x480@85Hz
720x400@70Hz
720x400@84Hz
720x400@85Hz
800x600@56Hz
800x600@60Hz
800x600@70Hz
800x600@72Hz
800x600@75Hz
800x600@85Hz
800x600@90Hz
800x600@100Hz
832x624@75.1Hz
1024x768@60Hz
1024x768@70Hz
1024x768@72Hz
1024x768@85Hz
1024x768@75Hz
1024x768@90Hz
1024x768@100Hz
1152x864@60Hz
1152x864@70Hz
1152x864@75Hz
1152x864@85Hz

= =4 -4 & -4 a8 a8 _a _a a8 -2 _9 -4 -2 -8 -8 -2 -9 -5 -2 -8 8 -2 -9 48 -2 -2 -9 -2 -2 -9 -2 -2

19¢



Appendix DSpecifications

1152x870@75.1Hz
1280x720@60Hz
1280x800@60Hz
1280x960@60Hz
1280x960@85Hz
1280x1024@60Hz
1280x1024@75Hz
1280x1024@85Hz
1360x768@60Hz
1366x768@60Hz
1368x768@60Hz
1400x1050@60Hz
1440x900@60Hz
1600x900 @60Hz
1600x1200@60Hz
1680x1050@60Hz
1920x1080@50Hz
1920x1080@60Hz
1920x1200@60Hz (Requires Reduced Blanking Time)

C2N) MOHANEMHANXcnl 12 &2dz Ydzad dz&aS | RA3IAG
preferred resolution to 1920x1200@60Hz.

= =4 -4 48 -4 8 a8 & _a -8 -2 -2 _9a 48 -2 -9 -4 -2 -9

KX Ill Supported Local Port DVI Resolutions

Following are the resolutions supported when connecting to a DVI monitor
from the Local port.
1920x1080@60Hz
1280x720@60Hz
1024x768@60Hz (defty
1024x768@75Hz
1280x1024@60Hz
1280x1024@75Hz
1600x1200@60Hz
800x480@60Hz
1280x768@60Hz
1366x768@60Hz
1360x768@60Hz
1680x1050@60Hz
1440x900@60Hz

=

=4 =4 -4 4 -4 8 a8 _—a 98 2 -2 -9
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Target Server Video ResolutierSupported Connection Distances and Refresh
Rates

The maximum supported distance is a function of many factors including the
type/quality of the Cat5 cable, server typecamanufacturer, video driver and
monitor, environmental conditions, and user expectations.

The following table summarizes the maximum target server distance for
various video resolutions and refresh rates:

Target server video resolution Maximum distance
1024x768@60Hz (and below) 150’ (45 m)
1280x1024@60Hz 100" (30 m)
1280x720@60Hz 75' (22 m)
1600x1200@60Hz 50" (15 m)
1920x1080@60Hz 50" (15 m)

SeeSupported Target Server Video Resolutigna pagel93) for the video
resolutions supported by the KX 111

Note: Due to the multiplicity of server manufacturers and types, OS versions,
video drivers, and so on, as well as the subjective nature of video quality,
performance cannot be guaranteed across all dists in all environments.

Supported Computer Interface Module (CIMs) Specifications

Digital CIMs support Display Data Channels (DDC) and Enhanced Extended Display
Identification Data (EEDID).

Note: Both plugs must be plugged in for the HDMI and DVI CIMs.

CIM model Description Dimensions (WxDxH) Weight
D2CIMDVUSB Dual USB CIM for: A 1.7"x35"x0.8 A 0.25b
A OS virtual media A 43x90x19mm A 0.11kg
A Smartcard/CAC
A Audio
A Absolute Mouse Synchronization

Raritan.
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CIM model
D2CIMVUSB

D2CIMVUSBUSBC

D2CIMDVUSBEDP

196

Description Dimensions (WxDxH) Weight
USB CIM for: A 1.3"x3.0"x0.6" A 0.20Ib
A OS virtual media A 33x76x15mm A 0.09kg

A Absolute Mouse Synchronization

USB CIM for: A 1.7'x35"x0.8" A 0.25lb

A USBC ports on Macs and PCs A 43x90x19mm A 0.11kg

A USB keyboard, mouse, and virtual
media

A DisplayPort video
A No Audio or Smartcard

Digital CIM that provides A 1.7"x35"x0.8" A 0.25lb
digitatto-analog conversion and A 43x90x19mm A 0.11kg
support for:

A OS virtual media
Smartcard/CAC
Audio

Absolute and Relative Mouse
Synchronization

> > >

TR |
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CIM model
D2CIMDVUSB-DMI

D2CIMDVUSBVI

DCIMPS2

Raritan.

Abrand of Olegrand’

Description

Digital CIM that provides
digitatto-analog conversion and
support for:

A OS virtual media
Smartcard/CAC

Audio

Absolute and Relative Mouse
Synchronization

> > > >

Digital CIM that provides
digitatto-analog conversion and
support for:

OS virtual media
Smartcard/CAC
Audio

Absolute and Relative Mouse
Synchronization

:r/" \
X )

| |
CIM for PS2

> > > >
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Dimensions (WxDxH) Weight
A 1.7"x35"x0.8" A 0.25Ib
A 43x90x19mm A 0.11kg

A 1.7"x35"x0.8" A 0.25b
A 43x90x19mm A 0.11kg

A 1.3"x3.0"x0.6" A 0.20lb
A 33x76x15mm A 0.09kg
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CIM model Description Dimensions (WxDxH) Weight

DCIMUSBG2 CIM for USB and Sun USB A 1.3"x3.0"x06" A 0.20lb
A 33x76x15mm A 0.09kg

Supported Digital Video CIMs for Mac
Use a digital video CIM to connect to the following Maarts:

Mac port CIM

USBC D2CIMVUSBUSBC
DVI D2CIMDVUSBEOVI
HDMI D2CIMDVUSBHDMI

DisplayPort or Thunderbolt D2CIMDVUSEDP

LT GKS al O0Qa I 5alL 2NJ5AaLIXFe&t2NI @GARS2 KI
cable may be required to connect to the full sized HDMI and DisplayPort plugs
on the digital CIMs.

Alternatively,use the Mac VGA adapter with the D2GWAISB or
D2CIMDVUSB. Note that this may be less reliable and the video quality may
suffer.

For information on established modes supported by the KX IIl 2.5.0 (and later)
for Mac, seeDigital CIM Established and StandhModes(on pagel99).
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Digital CIM Timing Modes

Following are the default timing modes that are used when the KX 111
communicates with a video source via a digital CIM.

The timing mode that is used is dependent on the native resolution of the
video source.

1024x768@60Hz

1024x768@70Hz

1152x864@60Hz

1280x720@60Hz

1280x800@60HZ

1280x960@60Hz

1280x1024@60Hz (default resolution applied to digital CIMs)
1360x768@60Hz

1400x10D@60Hz

1440x900@60Hz

1600x900@60Hz

1600x1200@60Hz

1680x1050@60Hz

1920x1080@50Hz

1920x1080@60Hz

1920x1200@60Hz

SeeConfiguring CIM Porfer more information.

=4 =4 -4 48 -4 -8 8 -2 _9a 8 _a -9 a2 -2 -2 -9

Digital CIM Establishednd Standard Modes

The following additional established and standard resolutions and timing
modes are supported by the KX IIl 3.0.0 (and later).
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Digital CIM Established Modes

720x400@70Hz IBM, VGA
640x480@60Hz N8, VGA
640x480@67Hz Apple Mt
640x480@72Hz VESA
640x480@75Hz VESA
800x600@56Hz VESA
800x600@60Hz VESA
800x600@72Hz VESA
800x600@75Hz VESA
832x624@75Hz Apple Mac Il
1024x768@60Hz VESA
1024x768@70Hz VESA
1024x768@75Hz VESA
1280x1024@75Hz VESA
1152x870@7Hz Apple Mac Il

= =4 4 4 & 8 a8 _—a _9a a8 _a -2 98 -2 -1

Digital CIM Standard Modes

1152x864@75Hz VESA
1280x960@60Hz VESA
1280x1024@60Hz VESA
1360x768@60Hz VESA
1400x1050@60Hz VESA
1440x900@60Hz VESA
1600x1200 @60Hz VESA
1680x1050@60Hz VESA
1920x1080@60Hz VESA

= =4 -4 —a A -8 a8 _—a -9

DVI Compatibility Mode

DVI Compatibility Mode may be required if you are using an HDMI CIM to
connect to a Dell Optiplex target with an lhiedeo card, or a Madini with
an HDMI video port.

Selecting this mode ensures a good video quality from the targets.
SeeConfiguring CIM Portsin online help.
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Supported Remote Connections

Remote connection Details
10BASH, 100BASE, and 1000BASE(Gigabit)

Network

Protocols

Ethernet

TCP/IP, UDP, SNTP, HTTP, HTTPS, RADIUS, LDAP

Network Speed Settings

KX Il network speed setting

Network
switch port
setting

Raritan.

Abrand of Olegrand’

Auto
Auto
1000/Full
100/Full

100/Half
100/Half
10/Full

10/Half
10/Half

Legend:

10/Full

No
Communicati
on

10/Half
10/Half

No
Communicati
on

No
Communicati
on

No
Communicati
on

1000/Full 100/Full 100/Half
100/Half
No No
Communicatil Communicati
on on
100/Half
No No No
Communicatil Communicati) Communicati
on on on
No No No
Communicatil Communicatil Communicati
on on on

Does not function as expected

No
Communicati
on

No
Communicati
on
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Supported
Functions; not recommended

NOT supported by Ethernet specification; product will
communicate, but collisions will occur

t SNI 9GKSNYSG aLISOATAOFGAZ2Y:
O2YYdzy A OF (i A 2 y Shat tHe RGIB BRaNE  V ;
deviates from expected behavior

Note: For reliable network communication, configure the KX Ill and the LAN
switch to the same LAN Interface Speed and Duplex. For example, configure the
KX 1l and LAN Switch to Autodetect (recommended), or set both to a fixed
speed/duplex such as 100MBFs/l.

Dell Chassis Cable Lengths and Video Resolutions

In order to maintain video quality, it is recommended to use the following cable
lengths and video resolutions when yate connecting to Delblade chassis
from the KX III:

Video resolution Cable length
1024x768@60Hz 50' (15.24 m)

1280x1024@60Hz 50" (15.24 m)
1600x1200@60Hz 30'(9.14 m)

Smart Card Minimum System Requirements

Local Port Requirements
The basic interoperability requirement for local port attachment to the KX Ill is:

1 All devces (smart card reader or token) that are locally attached must be
USB CClHbompliant.
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Target Server Requirements

When using smart card readers, the basic requirements for interoperability at
the target server are:

1 The IFD (smart card reader) Handler must be a standard USB CCID device
driver (comparable to the generic MicrosofiSB CCID driver).

1 Adigital CIM or D2CHBVUSB (DudIM CIM) is required and must be
using firmware version 3A6E or later.

1 Blade chassis server connections, where a CIM per blade is used, are
supported.

1 Blade chassis server connections, where a CIM per chassis is us#y, is o
supported for IBMBladeCentermodels H and E with autdiscovery
enabled.

Remote Client Requirements
The basic requirements for interoperability at the remote client are:

I The IFD (smart cd reader) Handler must be a PC/SC compliant device
driver.

1 The ICC (smart card) Resource Manager must be available and be PC/SC
compliant.

1 The JRBlava 1.8 with smart card APl must be available for use by the
client application.

Remote Linux Client Requirements

If you are using a Lineglient, the following requirements must be met to use
smart card readers with the KX Il device.

Note: User login to client, on smart card insertion, rteke longer when 1 or
more KVM sessions are actively in place to targets. As the login process to
these targets is also under way.

1 PC/SC Requirements

Operating system Required PC/SC

RHEL 5 pcseclite-1.4.40.1.el5

SuSE 11 pcselite-1.4.1021.24
FedoraCore 10 pcselite-1.4.102.3.fc10.i386

Raritan. 20z
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1 Create a Javdibrary Link

A soft link must be created to the libpcsclite.so after upgrading RHEL 4,
RHEL 5 and FC 10. For examples ltusr/lib/libpcsclite.so.1
lusr/lib/libpcsdite.so, assuming installing the package places the libraries
in /usr/lib or /user/local/lib

1 PC/SC Daemon

When the pcsc daemon (resource manager in framework) is restarted,
restart the browser

Supported Smart Card Readers

Type Vendor Model Verified

USB SCM Microsystems SCR331 Verified on local and
remote

USB Actividentity Actividentity USB Reader v2.0  Verified on local and
remote

USB Actividentity Actividentity USB Reader v3.0  Verified on local and
remote

UsB Gemalto GemPC US8W Verified on local and
remote

USB Keyboard/Card DelP USB Smart Card Reader Keybog Verified on local and

reader combo remote

USB Keyboard/Card Cherry GmbH G836744 SmartBoard Verified on local and

reader combo remote

USB reader for Omnikey 6121 Verified on local and

SIMsized cards remote

Integrated (Dell O2Micro 0Z776 Remote only

Latitude D620)

PCMCIA Activldentity Actividentity PCMCIA Reader Remote only

PCMCIA SCM Microsystems SCR243 Remote only

Note: SCM Microsystems SCR331 smart card readers must be using SCM
Microsystems firmware v5.25.
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Unsupported Smart Card Readers
The following card readers are not supported.

If a smart card reader does not appear in the supported smart card readers
table or in the unsupported smart card readers table, it's function cannot be

guaranteed.

Type Vendor Model Notes

USB Keyboard/Card HP ED707A No interrupt endpoint

reader Combo => not compatible with
Microsoft driver

USB Keyboard/Card SCM SCR338 Proprietary card reader

reader Combo Microsystems implementation (not
CClEcompliant)

USB Token Aladdirp eToken  Proprietary

PR® implementation

Audio Playback and Capture Recommendations and Requirements

Audio Level

I Setthe target audio level to a midnge setting.
For example, on a Windowslient, set the audio to 50 or lower.

This setting must be configured through the playback or capture audio device,
not from the client audio device control.

Recommendations for Audio Connections when PC Share Mode is Enabled

If you are using the audio feature while running PC Share mode, audio playback
and capture are interrupted if andaitional audio device is connected to the
target.

For example, User A connects a playback device to Targetl and runs an audio
playback application then User B connects a capture device to the same target.
User A's playback session is interrupted and théi@a application may need to

be restarted.

The interruption occurs because the USB device needs to-baumerated
with the new device configuration.

It may take some time for the target to install a driver for the new device.

Audio applications may spoplayback completely, go to the next track, or just
continue playing.

The exact behavior is dependent on how the audio application is designed to
handle a disconnect/reconnect event.

Raritan. 20E
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Bandwidth Rguirements

The table below details the audio playback and capture bandwidth
requirements to transport audio under each of the selected formats.

Audio format Network bandwidth requirement
44.1 KHz, 16bit stereo 176 KB/s
44.1 KHz, 16bit mono 88.2 KB/s
2.05 KHz, 16bit stereo 88.2 KB/s
22.05 KHz, 16bit mono 44.1 KB/s

11.025 KHz, 16bit stereo 44.1 KB/s
11.025 KHz, 16bit mono Audio 22.05 KB/s

In practice, the bandwidth used when an audio device connects to a target is

higher due to the keyboard and video data consumed when opening and using

an audio application on the target.

A general recommendation is to have at least a 1.5MB connection éefor

running audio/video.

1 However, high videgontent, fulkcolor connections using higlarget
screen resolutions consume much more bandwidth and impact the quality
of the audio considerably.

1 Set Smoothing to High. This will improve the appearance of the target
video by reducing displayed video noise

1 Under Video settings, set the Noise Filter to its highest setting of 7 (highest
value) so less bandwidth is used for target screen changes

Audio in a Mac Environment
Following are known issues in a Maavironment.

1 On Mac clients, only one playback device is listed on the Connect Audio
panel. The device listed is the default and is dispdiagn the Connect
Audio panel as Java Sound Audio Engine.

1 Using audio on a Mac target through Skypey cause the audio to be
corrupted.

206 Raritan.

A brand of Olegrand



Appendix DSpecifications

Number of Supporteddudio/Virtual Media and Smartcard Connections
Following are the number of simultaneous Audio/Virtual Media and Smartcard
connections that can be made from a client to a target:

1 2 Virtual Media devices

1 1 Virtual Media + 1 smart card reader

1 1 Virtual Media+ 1 audio device (w. playback and capture interfaces)

1 1 smart card reader + 1 audio device (w. playback and capture interfaces)

Certified Modems
USRoboticsh6K 5686E
ZOOMV90

ZOOM v92

USRobotics Sportstes6K
USRobotics Courieb6K

= =4 —a —a -9

KX 11l Supported Keyboard Languages

The KX Il provides keyboard support for the languages listed in the following
table.

Note: You can ugke keyboard for Chinese, Japanese, and Korean for display
only; local language input is not supported at this time for the KX Il Local
Console functions. For more information about 1ufs keyboards, see
Informational Notes(on page215).

Note: It is strongly recommended that you use systemfigkeyboard to
change languages if you are working in a Linux environment.

Language Regions Keyboard layout

US English United States of America and mos US Keyboard layout
of Engliskspeaking countries: for
example, Canada, Australia, and
New Zealand.

US English United States of America and mos US Keyboard layout
International  of Engliskspeaking countries: for
example, therlands

UK English United Kingdom UK layout keyboard
Chinese Hong Kong S. A. R., Republic of Chinese Traditional
Traditional China (Taiwan)

Chinese al Ayt yR 2$Repulli§ Chinese Simplified

Simplified of China
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Keystroke

Press C during
startup

Press D during
startup

Press Option

208

Language Regions Keyboard layout

Korean South Korea Dubeolsik Hangul

Japanese Japan JIS Keyboard

French France French (AZERTY) laya
keyboard.

German Germany and Austria German keyboard
(QWERTZ layout)

French Belgium Belgian

Norwegian Norway Norwegian

Danish Denmark Danish

Swedish Sweden Swedish

Hungarian Hungary Hungarian

Slovenian Slovenia Slovenian

Italian Italy Italian

Spanish Spain and most Spanish speaking Spanish

countries
Portuguese  Portugal Portuguese

Mac Mini BIOS Keystroke Commands

The followng BIOS commands have been tested on Ingsled MaeMini
target servers and Mac Liegervers running Mac Snow Leopar@ihe servers
were attached to a KX Il with D2GD¥USB and D2CIWIUSB CIMs. See below

for the supported keys and any notes.

Description Virtual Media CIM  Dual Virtual Media Mac Lion Server
HDMI CIM

Start up from a bootable Yes Yes

CD or DVD, such as the

Mac OS X Install disc

Start up in Apple Yes Yes Yes

Hardware Test (AHT)  pMay need BIOS Ma May need BIOS ~ May need BIOS
profile for the Mac profile for Mac profile for the
mouse to work mouse to work mouse to work

Reset NVRAM Yes Yes

Raritan.
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Keystroke Description Virtual Media CIM  Dual Virtual Media Mac Lion Server
CIM
HDMI CIM
CommandP-R until
you hear startup
sound a second time

Press Option during Start up inStartup Yes Yes Yes
startup Manager, where you can

select a Mac OS X volun

to start from

Press Eject, F12, or Ejects any removable  Yes Yes

hold the mouse media, such as an optice

button disc

Press N during Start up from a Yes Yes Yes

startup compatible network
server (NetBoot)

Press T during Start up in Target Disk Yes

startup mode

Press Shift during  Start up in Safe Boot Yes Yes Known issue with

startup mode and temporarily LION to boot to
disable login items safe mode. "Safe

Mode" in red does
not appear for Lior

Press Commanyl Start up in Verbose Yes Yes Yes
during startup mode.admin
Press Comman§ Start up in Singl&Jser Yes Yes Yes
during startup mode
Press OptiofN Start from a NetBoot Yes Yes Yes
during startup server using the default

boot image
Press Commang Start from Lion Recovery N/A N/A Yes

during startup

Using a Windows Keyboard to Access Mac Targets

A Windowskeyboard can be used to access a Mamnected to a KX IlI.
Windows keys are then used to emulate the special Mac keys. This is the same
as connecting a Windows keyboard directly to the Mac.
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TCP and UDP Ports Used

P Listening TCP Ports:

* 80: http access (configurable)

* 443: https access (configurable)

* 5000: CESG and KXUS access (configurable)
* 22: SSH access (if enabled, configurable)

* 68: DHCP access (if DHCP is enabled)

P> Listening UDP Ports:
*162: SNMP access (if SNMP Ageernhabled)
*5001: CC_SG event notification (if under&& management)

> TCP Ports Outgoing:

* 389: LDAP authentication (if LDAP is enabled, configurable)

*636: LDAPS/StartTLS (if LDAPS/StartTLS is enabled, configurable)

* 25: SMTP (email) (if enabled)

* 445: SMB (Windows File System) access (Remote ISO image access).

> UDP Ports Outgoing:

* 514: Syslog (if enabled, configurable)

*5001: CC_SG event notification (if under&& management, configurable)
*1812: RADIUS authentication (if enabled, configurable)

* 1813: RADIUS authentication (if enabled, configurable)
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Software

Supported Operating Systems, Browsers and Java Versions

> Java:
hNI Of S WIFE@Fun wdzyiAYS 9y @PBANRYYSYld oww9o90o @SN
1.8.0_351 at the time of this release.

Future Java versions should work correctly assuming no incompatible changes
are made by the Java developers. For any issues, please contact Technical
Support.

I For best results, we recommend that Java Ritu@aching is not enabled.

I For greater security and feav Java and browser warning messages,
Raritan recommends customers upload a SSL certificate to each KX IlI
switch.

1 Customers need to affirmatively click through all security warnings for the
Raritan Java applets to load. See www.raritan.com/java for more
information.

> Browsers:
Supported browsers, see the Release Notes for latest supported versions:
1 Microsoft Edge
1 Frefox
1 Chrome
1 Safari
For more details on compatible browsers for your OS, see the table below.

The Active KVM Clie (AKC), the native Windows Client, requires Internet
Explorer or Edge and Microsoft .NET Framework versions 4.5 and above, and is
supported on Windows 7/8/10 desktops.

Note: These support statements do not apply to the KX Il when used wi.CC
Checkhe CESG Release Notes and Compatibility Matrix.

Operating Systems Browsers Java

Windows 10 Windows Edge Java 1.8 or later for
Windows 8 64-bit Internet Explorer VKC

Windows PHome Premium SP1 @it Chrome Java 1.8.0_151 or
Windows 7 Ultimate SP1 @ait Firefox later for VKCs
Windows 7 Ultimate 3dit

openSUSHS5 Firefox

Fedora32 Firefox
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Operating Systems
Red Hat 7.5
Mac 10.14, 10.15

Solaris10 64bit

212

Browsers Java
Firefox

Safari
Chrome
Firefox

Firefox

JRE Requirements and Browser Considerations for Mac

Java Runtime Environment Requirements for Mac

Install Java Runtime Environment 8 (3BEPCs and Maewhen using the
Virtual KVM Client (VKC) to access target devices via KX IlI.

This ensures in order to provide high performance, KdXdr-IP video
processing when remotely accessing target devie€s/Macs.

The latest version of JRE for Mac can be downloaded from the Oracle Support
website.

Browser Considerations for Mac

Java may be disabled by default in certain browsers. Enable Java and accept all
security warnings in order to use KX IlI.

Certain versions of Safatblock Java for security reasons. Use Firaftstead
in this case.

Additionally, you may be required to navigate through a number of messages.
Select 'Do Not Block' if these messages are displayed.

Multi-Language Keyboard JRE Requirement

In order for multilanguage keyboards to work in the KX Ill and Virtual KVM
Client (VKC), install the multinguage version of JRE

Raritan.
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Events Captured in the Audit Log and Syslog

Following is a list and description of the events that are captured by the KX Il
audit log and syslog:

Access LoginA user has logged in to the KX Il

Acces Logout A user has logged out of the KX Il

Active USB ProfileThe USB profile is active

CIM Connected A CIM was connected

CIM DisconnectedA CIM was disconnected

Connection LostThe connection to the target was lost
Disconnected UserA usemwas disconnected from a port
Duplicate CIM SerialA CIM has same serial number with other CIM.
End CC ContrelCGSG management ended

Login Failed User login failed

Password Changed?assword change occurred

Port Connect Port was connected

Port Digonnect- Port was disconnected

Port Status ChangeChange in the port status

Scan Started A target scan was started

Scan StoppeedA target scan was stopped

Session TimeoutA session timeout occurred

USB Profile Set Modify FaileBailed to change USB Profile Set.
USB Profile Set ModifiedJSB Profile Set was modified.

USB Net PresentA broadband modem is plugged in.

USB Net AbsentA broadband modem is unplugged.

VM Image ConnectedA VM image &s connected

VM Image DisconnectedA VM image was disconnected

802.1X Authentication Failed, CA Certificate uploaded for 802.1X
authentication, Client Certificate uploaded for 802.1X authentication,
Client Key uploaded for 802.1X authentication

=4 =4 -4 4 -4 -8 a8 -2 _a 8 _a _a -8 _2 -2 -9 -4 _2 -9 -2 -2 -8 a2 -2
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BSMI Certification

Type designation (Type)

WAL KVM-over-IP ST EHE2E A (AR DKX32F (AFIERERRE)

Equipment name

RAMEREIZFHE
Restricted substances and its chemical symbols

g 7 Uni R | BRME | SR M
P70 Unit £lLead FKMercury | $%Cadmium | Hexavalent Polybrominated | Polybrominated

(Pb) (He) {Cd) chromium biphenyls diphenyl ethers

6 (FPEE) (PBIE)

T - O O O O ©
TARASE | — O O O O O
s O O O O O O
i O 0 O O O O
At O O O O O O

HEL TRE0Iwt R AR TREVN MR GERAVIZESLSERITSLESEEAS
{ﬁ B
Note 1 ! “Exceeding 0.1 wt %7 and “exceeding 0.01 wt %7 indicate that the percentage content of the restricted substance exceeds the
reference percentage value of presence condition.

#AL O GERARAWETZE SRS I ABEESRETARME -

Note 2 1 “o7 indicates that the percentage content of the restricted substance does not exceed the percentage of reference value of presence.

HEL =" AR A Y AHREE -

Note 3 : The “—” indicates that the restricted substance corresponds to the exemption.

Ry AR

DKX3-108 DKX3-116 DKX3-132
DKX3-216 DKX3-232 DKX3-416
DKX3-432 DKX3-464 DKX3-808
DKX3-832 DKX3-864
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Overview

This sectin includes important notes on KX Il usage. Future updates will be
documented and available online through the Help link in the KX Il Remote
Console interface.

Note: Some topics in this section reference other multiple Raritan appliances
because variouappliances are impacted by the information.

Java Runtime Environment (JRE) Notes

Disable Java Caching and Clear the Java Cache

It is highly recommended that you disable Java caching in Microsoft Windows
and clear the Javaache.

To disable Java caching and clear the cache:
1. From the Windows Start menu, click Control Panel.

2. Doubleclick on the Java icon to launch it. The Java Control Panel dialog
appears.

3. To disable Java caching:

a. From the General tab, click the Settings button. The Temporary Files
Settings dialog appears.

b. Click the View Applets button. The Java Applet Cache Viewer opens.
Deselect the Enable Caching checkbox if it is already checked.

Raritan. 21E

Abrand of Olegrand’



Appendix Elnformational Notes

d. Click OK.
4. To clear the Java cache:

a. From the Temporary Files Settings dialog, cliekDelete Files button.
The Delete Temporary Files dialog appears.

Select the temporary files that you want to delete.
Click OK.

Java Not Loading Properly on Mac

If you are using a Maeand see the following message when connecting to a
device from the KX Il Port Access Table,»Javaot loaded properly:

"Error while getting the list of open targets, please try again in a faersgs".

If this occurs, check your Java installation from this website:
http://www.java.com/en/download/testjava.jsp
http://www.java.com/en/download/testjava.jsp

If your Java applet is inactive, it can be enabled from this page. If it is not
installed correctly, a message lets you know and you can then reinstall Java.

AKC Download Server Certification Validation IPv6 Support Notes

If you are connecting to a KX Il standalone device and support for AKC
download server certificate validation is enabled, the valid IPv6 format t
generate the certificate is either:

1 CN =[fd07:02fa:6cff:2500:020d:5dff:fe00:01c0] when
there is a leading O
or

1 CN =[fd07:02fa:6cff:2500:020d:5dff:0000:01c0] when

there is no zero compression

Dual Stack Login Performance Issues

If you are using the KX IIl in a dual stack configuration, it is important you
configured the domain system (DNS) correctly in the KX Il in order to avoid
delays when logging in

SeeTips for Adding a Web Browser Interfdoe information on configuring
your DNS in KX 1II.

216

CIM Notes

Windows 3Button Mouse on Linux Targets

When using a-®utton mouse on a Windowslient connecting to a Linax
target, the left mouse button may get mapped to the center button of the
Windows client dutton mouse.
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Target Video Picture Not Centered (Mouse Out of Synch)
At certain resolutions when using an HDMI or DVI CIM with the KX III:

1 The video display may not be centered propettyack rectangles can be
seen at tle edges of the screen

1 The mouse on the target may appear to be slightly out of synch

If either or both of these occur, you may be able to correct this by adjusting the
RAALIX e alOltAy3d 2LWA2ya FNBY GKS 41 NBS

For example, if your target computer uses the Catalyst Control Center video
controller, adjus the Underscan/Overscan setting as needed.

Powerstrip is not detected

When the PowerCIMPDU is disconnected physically from the KX3, the PDU is
still listed in the PowerStrip Device drojpwn list with a "Powerstrip is not
detected, please check!" message that does not disappear.

> To solve:
In the port configuration page for the port, click Reset To Default.

Virtual Media Notes

Raritan.
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Cannot Connect to Drives from Linux Clients

If you cannot connect to a virtual media drive on a target server when you
connect from a client running Lintikedora 18 with Javal.8 (updae 45 and
later), disable SELinux in Fedora 18 on the client to resolve the problem.

Cannot Write To/From a File from a Mac Client

If you are connecting to the KX Il from a M#@.8.5 client running Safari with
Java 1.8 and cannot write to/from a file on a KX2 or KX3 target server or access
virtual media, do the following to correct this:

1. In Safari, select Prefences.

2. Under the Security tab, select Manage Website Settings.
3. Click on "Website for KX2 or KX3".

4. Select "Run in unsafe mode" from the drdpwn.

Note: In Safari 10.0, "Run in safe mode" is now hidden as an option for
PluginSettings. Hold the Mac Opti/Alt key while clicking on the site to
list the option.

If running MacOS Sierra 10.12, Java version must be 1.8.0.121 or higher.

5. Restart Safari.
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Virtual Media via VKC and AKC in a Windows Environment

When Virtual Media is enabled, access to fixed drives and fixed drive partitions
will not be accessible with a Standard Windows user. To access those drives, a
Windows Adninistrator user must be used. This is because Windows User
Access Control (UAC) provides the lowest level of rights and privileges a user
needs for an application.

Both features affect the types of virtual media that can be accessed in VKC,
VKCS, and AKE&ee your Microsofthelp for additional information on these
features and how to use them.

Following is a list virtual media types users can access via VKC and AKC when
running in a Windows environment.

Client Administrator Standard User
AKC and Access to: Access to:
VKC A Fixed drives and fixed drive A Removable drives
partitions A CD/DVD drives
A Removable drives A 1SO images
A CDI/DVD drives A Remote ISO images
A 1SO images
A Remote ISO images

Virtual Media Not Refreshed After Files Added

After a virtual media drive has been mounted, if you add a file(s) to that drive,
those files may not be immediately visible on the target server. Discoramett
then reconnect the virtual media connection.

Virtual Media Linux Drive Listed Twice

For KX IlI, users who are logged in to Limlignts as root usershe drives are
listed twice in the Local Drive drefown.

For example, you will see eg /dev/sdc and eg /dev/sdcl where the first drive is
the boot sector and the second drive is the first partition on the disk.
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Disconnecting Mac and Linux Virtual Media USB Drives

In a Linuxor Macenvironment:

9 For Linux users, if there is /dev/sdb and /dev/sdb1l, the client only uses
/dev/sdbl and advertise it as removable disk

1 /dev/sdb is not available for the user.

1 For Linux users, if there is /dev/sdb but no /dev/sdb1, /dev/sdb is used as a
removable device

1 For Mac users, /dev/diskl and /dev/disk1sl is used

Target BIOS Boot Time with Virtual Media

The BIOS for certain targets may take longer to boot if media is mounted
virtually at the target.

P> To shorten the boot time:
1. Close the Virtual KVM Client to completely release the virtual media drives.
2. Restart the target.

Virtual Media Connection Failures Using High Speed for Virtual Media
Connections

Under certain circumstances it may be necessary to select the "Use Full Speed
for Virtual Media CIM" when a target Bgroblems with "High Speed USB"
connections or when the target is experiencing USB protocol errors caused by
signal degradation due to additional connectors and cables (for example, a
connection to a blade server via a dongle).

USB Port and Profile Notes

Raritan.
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VM-CIMs and DL360 USB Ports

HPDL360 servers have one USB port on the back of the device and anather
the front of the device. With the DL360, both ports cannot be used at the same
time. Therefore, a dual VMZIM cannot be used on DL360 servers.

However, as a workaround, a USB2 hub can be attached to the USB port on the
back of the device and a dual M@M can be attached to the hub.
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Help Choosing USB Profiles

When you are connected to a KVM target server via the Virtual KVM Client
(VKC), you can view information about USB profiles via the Halis@Profiles
command on the USB Profile menu.

v HP Froliant DL3G0/DL380 G4 (HF SmartStarnt COY

Generic

Troubleshooting 1
Troubleshooting 2
Trouhleshooting 3

Add Other Profiles r

Help on LISE Profiles

USB profile help appears in the USB Profile Help window.étailet
information about specific USB profiles, Jaeailable USB Profiles

A standard selection of USB configuration profiles are provided for a wide

range of operating system and BIOS level server implementations. These are

intended to provide an optimal match between remote USB device and target

server configurations.

¢tKS WRONMSILINPFAES YSSia (GKS ySSRa 2F vYzaild (
server configurations.

Additional profiles are made available to meet the specific needs of other
commonly deployed server configurations (for example, Lgndac OS K

There are also a number of profiles (designated by platform name and BIOS

revision) that have been tailored to enhance the virtual media function

compatibility with the target server, for example, when operating at the BIOS

level.

WI RR h (i KS Niideshdass t6 Ghergprofildsl®vailable on the system.

Profiles selected from this list will be added to the USB Profile Menu. This

Ay Ot dzRS& | -a&K2® (2% Wi NIN®RoFfAS Sa Ay GiSyRSR G2 |
configuration limitations.

The USB Profile Menulsetions are configurable via the Console Device

Settings > Port Configuration page.

Should none of the standard USB profiles provided meet your target server
requirements, Technical Support can work with you to arrive at a solution
tailored for that targgt.

1. Check the most recent release notes to see if a solution is already available
for your configuration.

2. If not, please provide the following information when contacting Technical
Support:
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a. Target server informi#on, manufacturer, model, BIOS, manufacturer,
and version.

b. ¢KS AYyGiSYyRSR dzaS 6So®3d NBRANBOGAY3I |y
operating system from CD).

Changing a USPBrofile when Using a Smart Card Reader

There may be certain circumstances under which you will need to change the
USB profile for a target server. For example, you may need to change the
connection speed to "Use Full Speed for Virtual Media CIM" whetatiget

has problems with the "High Speed USB" connection speed.

When a profile is changed, you may receive a New Hardware Detected
message and be required to log in to the target with administrative privileges
to reinstall the USB driver. This is only likely to occur the first few times the
target sees the new settings for the USB device. Afterward, the target will
select the driver coectly.

Video Mode and Resolution Notes

Video Image Appears Dark when Using a Mac

If you are using a Mawith an HDMI video port and the video seems too dark,
enable DVI Compatibility Mode on the CIM to help resolve the issue.

SeeConfiguring CIM Ports

Video Shrinks after Adjusting Target Clock

On HPProliantDL380p G8 target servers, certain resolutions cause the target
video to shrink. This is caused when the server's clock attempts teaaljtst
and detects the wong active line length.

Depending on the resolution the target is set to, this occurs when connecting
to the HP target from the KX Il Remote Console or Local Port, or both the
Remote Console and Local Port. This issue was detected at the following

resolutons:

Target resolution Issue seen on Local Issue seen from Remote
Port Console

1440x900@60Hz Yes Yes

1400x1050@60Hz  No Yes

1152x864@60Hz  No Yes
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Black Stripe/Bar(s) Displayed on the Local Port

Certain servers and video resolutions may display on the local port with small
black bars at the edge of the screen.

If this occurs:

1. Try a different resolution, or

2. Ifusing a digital ®1, then change the Display Native Resolution on the
Port Configuration page to another resolution, or

3. If using the HDMI CIM, use the DVI Compatibility Mode.
Contact Raritan Technical Support for additional assistance.

Sun Composite Synch Video
Sunr composite synch video is not supported.

SUSE/VESA Video Modes

The SuSE X.org configuration tool SaX2 generates video modes using modeline
entries in theX.org configuration file. These video modes do not correspond
exactly with VESA video mode timing (even when a VESA monitor is selected).
The KX III, on the other hand, relies on exact VESA mode timing for proper
synchronization. This disparity can resualblack borders, missing sections of

the picture, and noise.

P> To configure the SUSE video display:

The generated configuration file /etc/X11/xorg.conf includes a Monitor
section with an option named UseModes. For example,
UseModes "Modes[0]"

2. Either comment out this line (using #) or delete it completely.
3. Restart the X server.

With this change, the imrnal video mode timing from the X server is used and
corresponds exactly with the VESA video mode timing, resulting in the proper
video display on the KX III.
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Keyboard Notes

French Keyboard

Caret Symbol (Linux Clients Only)

The Virtual KVM Client (VKC) do not process the key combination of Alt Gr + 9
as the caret symbol (*) when using French keyboards with tétigrts.

> To obtain the caret symbol:

From a French keyboard, press the ” key (to the right of the P key), then
immediately press the space bar.

Alternatively, create a macro consisting of the following commands:
1. Press Right Alt

2. Press9.

3. Release 9.

4. Release Right Alt.

Note: These procedures do not apply to the circumflex accent (above vowels). In
all cases, the " key (to the right of the P key) works on French keyboards to
create the circumflex accent when used in combination with another character.

Numeric Keypad

From the Virtual KVM Client (VKC), the numeric keypad symbols display as
follows when using a French keyboard:

Numeric Displays as
keypad symbol

/ ;
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Tilde Symbol

From the Virtual KVM Client (VKC), the key combination of Alt Gr + 2 does not

produce the tilde (~) symbol when using a French keyboard.

> To obtain the tilde symbol:

Create a macro consisting of the following commands:
1 Press right Alt

Press 2

1
1 Release 2
1

Release right Alt

Keyboard Language Preference (Fedora Linux Clients)

Because the SudREonN Linughas problems generating the correct KeyEvents
for foreignlanguage keyboards configured using System Preferences, it is
recommended that you configure foreign keyboards using the methods
described in the following table.

Language
US Intl

UK

French
German
Hungarian
Spanish
SwissGerman
Norwegian
Swedish
Danish
Japanese
Korean
Slovenian
Italian

Portuguese

Configuration method
Default

System Settings (Control Center)
Keyboard Indicator
Keyboard Indicator
System Settings (Control Center)
System Settings (Control Center)
System Settings (Control Center)
Keyboard Indicator
Keyboard Indicator
Keyboard Indicator
System Settings (Control Center)
System Settings (Control Center)
System Settings (Control Center)
System Settings (Control Center)
System Settings (Control Center)

Raritan.

A brand of Olegrand



Raritan.

Abrand of Olegrand’

Appendix Elnformational Notes

Note: The Keyboard Indicator should be used on Linux systems using Gnome as
a desktop environment.

When using a Hungarian keyboard from a Linux client, the Latin letter U with
Double Acute and the Latin letter O with Double Acute work only with JRE 1.6
(ad later).

There are several methods that can be used to set the keyboard language
preference on Fedord.inux clients. The following method must be used in
order for the keys to be mapped correctly from the Virtual KVM Client (VKC).

To set the keyboarddnguage using System Settings:

From the toolbar, choose System > Preferences > Keyboard.
Open the Layouts tab.

Add or select the appropriate language.

Click Close.

PO b=V

v

To set the keyboard language using the Keyboard Indicator:
Rightclick the Task Bar and choose Add to Panel.

In the Add to Panel dialog, rightick the Keyboard Indicator and from the
menu choose Open Keyboard Preferences.

3. Inthe Keybard Preferences dialog, click the Layouts tab.
4. Add and remove languages as necessary.

Macros Not Saving on Linux Targets

If you receive the following error message when you create and sase a
macro on a target server running Limtedora 18 with Javal.7.0 (update 45
and later), disable SELinux in Fedora 18 on the target server to resolve the
problem.

"An error occurred attempting to write the new keyboard
macros. Macro was not added"

22¢
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Mac Keyboard Keys Not Supported for Remote Access
When a Mageis used as the client, the following keys on the kMayboard are
not captured by the Jav&Runtime Environment (JRE

F9

F10

F11

F14

F15

Volume Up

Volume Down

Mute

Eject

= =4 -4 4 -4 -8 a8 _—a -1

As a result, the inal KVM Client (VKC) are unable to process these keys from
a Mac client's keyboard.

Mouse Notes

Mouse Pointer Synchronization (Fedora)

When connected in dual mouse mode to a target device running Fedpifa
the target and local mouse pointers lose synchronization, changing the mouse
mode from or to Intelligent or Standard may improve synchronirati

Single mouse mode may also provide for better control.

P> To resynchronize the mouse cursors:
1 Use the Synchronize Mouse option from the Virtual KVM Client (VKC).

Single Mouse Mode when Connecting to a Target UndetSBCControl

When using Firefodo connect to a KX 11l target under-SG control using
DCIMPS2 or DCINUSBGZ2, if you change tm@e Mouse Mode in the Virtual

KVM Client (VKC), the VKC window will no longer be the focus window and the
mouse will not respond.

If this occurs, left click on the mouse or press Alt+Tab to return the focus to the
VKC window.

Mouse Sync Issues in Mac OS 10

In Mac OS 10, if mouse sync is an issue at some resolutionsS@sprofile
"General" and Absolute mouse mode.
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Audio

Audio Playback and Capture Issues
Features that May Interrupt an Audio Connection

If you use any of the following features while connected to an audio device,
your audio connection may be interrupted. These features are not
recommended if you are connected to an audio device:

1 Video AuteSense

1 Extensive use of the local port

1 Adding users

Issues when Using a Capture Device and Playback Device Simultaneously on a
Target

On some targets, the simultaneous connection of capture devices and playback
devices may not work due to the USB hub comérodnd how it manages the
USB ports. Consider selecting an audio format that requires less bandwidth.

If this does not resolve the issue, connect the D2ONUSB CIM's keyboard
and mouse connector to a different port on the target. If this does not stblge
problem, connect the device to a USB hub and connect the hub to the target.

Audio in a Linux Environment

The following are known issues when using the audio feature in acLinux

environment.

1 Linuweusers, use the default audio device for playback. Sound may not
come through if a nomefault sound card is selected.

1 SuSE 11 clients require Javas_1-Sulalsa (ALSA support for
javal 6 Osun) to be installed via YAST.

1 For Logitechheadsets with a built in a mic, only the Mono Capture option
is available.

1 Inorder to display the device, if you are running SUSE 11 and an ALSA
driver, log out of KX Ill, then log back in.
Additionally, if you connect and disconnect the audio degiceimber of
times, the device may be listed several times vs. just once as it should.

1 Using the audio feature with a Fedora Cdl8 target set to mono 16 bit,
44k may cause considerable interference during playback.

Audio in a Windows Environment

On Windows64-bit clients, only one playback device is listed on the Connect
Audio panel when accessing the device through the Virtual KVM Client (VKC).

The audio device is the default device, asdisted on the Connect Audio panel
as Java Sound Audio Engine.
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Smart Card Notes

Virtual KVM Client (VKC) Smart Card Connections to Fedora Servers

If you are using a smart card to connect to a Lifiedoraserver via Virtual
KVM Client (VKC) upgrade the pliselibrary to 1.4.1023 or aboe.

CCSG Notes

Virtual KVM Client Version Not Known from €3G Proxy Mode

When the Virtual KVM Client (VKC) is launched from CommandCenter Secure
Gateway (CSG) in proxy mode, the VKC version is unknown.

In the About Raritan Virtual KVM Client dialog, the versionsiglalyed as
GxSNBAZ2Y !y y26yEod

Moving Between Ports on a Device

If you move a between ports on the same Raritan device and resume
management within one minute, €& may display an error megsa

If you resume management, the display will be updated.

Browser Notes

Resolving Issues with Firefox Freezing when Using Fedora

If you are accessing Firef@and are using a Fedorserver, Firefox may freeze
when it is opening.

To resolve this issue, install the libnpjp2.so 3ahag-in on the server.

228 Raritan.

A brand of O legrand



AppendixF  Frequently Asked Questions

In This Chapter

GENEIAI FAQS . ettt e e e e e e e e e e e e e e e e ar e 229
REMOLE ACCESS. .. it 231
Universal Virtual Media.............uuuuuuiiiiiiieie e 234
Bandwidth and KVMver-IP Performance.........ccoccccceeeeiiiiiieeeeeeeeeeeceee, 236
[PV NEIWOIKING. ... eeeiiiiiiie ittt 239
YT Y] £ T PSP 241
Blade SEIVEIS......uuiiiiiiiieeie et e e e e e e e 241
INSTAIALION......c e e 243
Local POrt KX HHL....cco e e e e e e e e e 245
Extended Local POLt...........coooiiiiii e 246
Dual POWET SUPPIIES......eveieeiiiiiiee ettt 246
Intelligent Power Distribution Unit (PDU) Control..........ccccveeviiviveeeennne 247
Ethernet and [P NetWOrKing.........ocouveiiiiiiiiiieeniii e 248
Local Port Consolidation, Tiering and Cascading..........cccccevvvveeeeernnnn. 250
Computer Interface Modules (CIMS).........uuuuriiriiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeens 253
Y=o | 253
Smart Cards and CAC Authentication...............oevvvvvvieiiiiiiiiiiiie e 255
ManNagEADIIIEY.........eeeeeeieieie e 256
Documentation and SUPPOLL........uvveeiiiiiiieee e 257
MISCEIIANEOUS........oeeeeiieiiiettcee e 258
General FAQs
22¢

Raritan.

Abrand of Olegrand’



230

Appendix F Frequently Asked Questions

Question

What is Dominion KX I11?

How is KX IlI

different from KX Il 7

Answer

Dominion KX Il is a thigkeneration digital KVM
(keyboard, video, mouse) switch that enabtese,
two, four or eight IT administrators to access anc
control 8, 16, 32 or 64 servers over the network
with BIOSevel functionality. Dominion KX Il is
completely hardwareand OSindependent; users
can troubleshoot and reconfigure servers even
when severs are down.

At the rack, Dominion KX Il provides the same
functionality, convenience, and space and cost
savings as traditional analog KVM switches.
However, Dominion KX IIl also integrates the
AYRdzA G NE Qa KA JKoSeilB LIS
technology, atbwing multiple administrators to
access server KVM consoles from any networke
workstation as well as from the iPhorend iPad

The KX Il is the next generation version of the kK
Featuring a modern hardwamesign with
increased computing power and storage, the KX
provides KVMver-IP access for IT
administration, as well as high performance IP
access for broadcast applications. KX Il incluc
virtually all KX 11 features with the following
advancemerd:

The KX IlI's new video processing engine suppo
broad range of applications from traditional
computer applications to the most dynamic
broadcast applications requiring 30
framesper-second 1920x1080 video, 24 bit color
digital audio, dual monitorand DVI, HDMI,
DisplayPort and VGA video.

2 A0K GKS A Y Rodsedldes oo, the 7
KX 1lI's common user interface provides new lev
of productivity and performance for @he-rack
administration and server access.

All KX 1l models featureti@ring port to connect
multiple Dominion KX Il switches together and
access the attached servers. Up to 1024 servers
be accessed via a consolidated port list.

KX Il supports all Dominion and Paragon Il CIM
supported by KX II.
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Question Answer

How does DominionXIlll differ from When using Dominion KX Il remotely, the

remote control software? interface, at first glance, may seem similar to
remote control software such as pcAnywhgte
Windows Terminal Services/Remote Desktop,
VNC, etc. However, because DoKX Il is not
I a2Fdel NE odzi F KI NR¢
powerful:
Hardware and OSndependent¢ Dominion KX IlI
can be used to manage servers running many
popular OSs, including InteBun, PowerPC
running Windows, LingxSolarig", etc.

Stateindependent/Agentlesg Dominion KX KX
[l does not require the managed server OSto k
up and running, nor does it require any special
software to be installed on the managed server.
Outof-band¢c9 @Sy AT GKS YI Yyl
network connecton is unavailable, it can still be
managed through Dominion KX III.

BlOSlevel access Even if the server is hung at
boot up, requires booting to safe mode, or requir
system BIOS parameters to be altered, Dominio
KX 11 still works flawlessly to enalthese
configurations to be made.

Can the Dominion KX Il be rack Yes. The Dominion KX III ships standard with 1€
mounted? rack mount brackets. It can also be reverse rack
mounted so the server ports face forward.

How large is the Dominion KX 11I?  Dominion KX 11l is only 1U high (except the RB3
and KX3164, which are 2U), fits in a standard 19
rack mount and is only 11.4" (29 cm) deep. The
Dominion KX832 and KX864 are 13.8" (36 cm)
deep.

Remote Access
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Appendix FFrequently Asked Questions

Question

Answer

How many users can remotely acce Dominion KX Ill models offer remote connection:

servers on each Dominion KX [11?

Can | remotely access servers from
my iPhone or iPad?

Can two people look at the same
server at the samerte?

Can two people access the same
server, one remotely and one from
the local port?

In order to access Dominion KX Il
from a client, what hardware,
software or network configuration is
required?

for up to eight users per user channel to
simultaneously access and control a unique targ
server. For onehannel appliances like the
DKX3116, up to eight remote users can access ¢
control a single targeserver. For twechannel
appliances, like the DKX3 6, up to eight users ca
access and control the server on channel one ar
up to another eight users on channel two. For
four-channel appliances, up to eight users per
channel, for a total of 32 (8 x d¥ers, can access
and control four servers. Likewise, for the
eightchannel appliances, up to eight users can
access a single server, up to an overall maximur
32 users across the eight channels.

Yes. Users can access servers connected to the
[l using their iPhone or iPad.

Mobile access is provided through Mobile Acces
Client, which requires the use of CommandCent
Secure Gateway (€£0).

Yes. Actually, up to eight people can access anc
control any single server at the same time.

Yes. The local port is completely independent of
the remote "ports." Thedcal port can access the
same server using the Phare feature.

Because Dominion KX IIl is completely

Webl OO0OSaaiot Sz Al R2Sa:
install proprietary software on clients used for
access.

Dominion KX IIl can be accessed through major
Web browsers, including: Internet Explorand
Firefox. Dominion KX Ill can be accessed on
Windows, Linusand MacRS & 1 (2 LJA S |
Windows Client, and the Javhased Virtual KVM
Client.

Dominion KX Il administrators can also perform
remote management (set passwords and securi
rename serverschange IP address, etc.) using a
convenient browsebased interface.
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Appendix EFrequently Asked Questions

Question Answer
What is the file size of the applet  The Virtual KVM Client (VKC) applet used to acce
GKFiQa dzzaSR G2 I Dominion KX Il is appximately 500KB in size. The

How long does it take to retrieve?  following chart describes the time required to
NEBGNRSGS 52YAYyA2Y Y- L
network speeds:

100Mbps Theoretical 100Mbit .05 seconds
network speed

60Mbps Likely practical .08 seconds
100Mbit network
speed

10Mbps Theoretical 10Mbit .4 seconds
network speed

6Mbps Likely practical .8 seconds
10Mbit network
speed

512Kbps Cable modem 8 seconds
download speed

(typical)

Do you have a Windows KVM Clieni Yes. We have a native .NET Windows Client cal
the Raritan Active KVM Client (AKC). Setive
KVM Client (AKC) Helpn pager3)

Do you have a nolVindows KVM Yes. The Virtual KVM Client (VKC) allows

Client? non-Windows users to connect to target servers
the data center. Se¥irtual KVM Client (VKC and
VKCs) Helfon page34)

Do your KVM Clients have . S&4d ¢KS 52YAYAzZYy Y- L

multi-language support? Interface and the KVM Clients support the
Japanese, Simplified Chinese and Traditional
Chinese languages. This is available s&lnde as
well asthrough CESG.

Do your KVM Clients support dual L Yes. For customers wishing to enhance their

monitors? productivity by using multiple LCD monitors on
their desktops, the Dominion KX Ill can launch K
sessions to multiple monitors, either in full een
or standard modes.
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Appendix EFrequently Asked Questions

Question Answer

Do you support servers with dual  Yes, dual video cards are supported with an
video cards? extended desktop configuration available to the
remote user.

How do | access servers connected You can access servers at the rack or via moder

Dominion KX 11l if the network ever  pominion KX I1l offers a dedicated modem port f
becames unavailable? attaching an external modem.

Universal Virtual Media

Question Answer
Which Dominion KX Il models All Dominion KX 11l models support virtual media.
support virtual media? is available standlone and through

CommandCente{ SOdzNE DI (i Sgl &3
centralized management appliance.
Which types of virtual media does tt Dominion KX IlI supports the following types of
Dominion KX Il support? media: internal and US&nnected CD/DVD drives

USB mass storage devices, PC hard drives and |
images.
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Question
What is required for virtual media?

Is virtual media secure?

Does virtual media really support
audio?

What is a USB profile?

Raritan.
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Answer

A Dominion KX Il virtual media CIM is required.
There are two VGAased CIMs: a D2CIWUSB or
D2CIMDVUSB.

The D2CIM/USB has a single USB connector anc
for customers who will use virtual media at the O¢
level.

The D2CIMDVUSB has dual USB connectord
should be purchased by customers who wish to
utilize virtual media at the BIOS level. The
D2CIMDVUSB is also required for smart card
authentication, tiering/cascading and digital audic

Both support virtual media sessions to target sery
supportingthe USB 2.0 interface. Available in
economical 32 and 64 quantity CIM packages, tht
CIMs support Absolute Mouse Synchronizatias
well as remote firmware updates.

Our CIMs have traditionally supported analog VG
video. Three new dual virtual media CIMs suppor
digital video formats, including DVI, HDMI and
DisplayPort. These are the D2GINUSEDVI,
D2CIMDVUSBHDMI and

D2CIMDVUSHEDP.

Yes. Virtual media sessions are secured usinglib
AES or 128it AES encryption.

Yes. Audio playback and recording to a server
connected to the Dominion KX Il is supported. Y«
can listen to sounds and audidaying on a remote
server in the data center using the speakers
connected to your desktop PC or laptop. You can
also record on the remote server using a
microphone connected to your PC or laptop. A
digital CIM or D2CINDVUSB dual virtual media Cl|
is required.

Certain servers require a specifically configured L
interface for USBased services such as virtual
YSRAIFI® ¢KS ! {. LINBSBAtS
interface to the server to accommodate these
serverspecific characteristics.
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Appendix EFrequently Asked Questions

Question Answer

Why would | use a USB profile? USB profiles are most often required at the BIOS
level where there may not be full support for the
USB specification when accessing virtmadia
drives. However, profiles are sometimes used at
OS level, for example, for mouse synchronization
Mac and Linux servers.

How is a USB profile used? Individual ports or groups of ports can be configul
by the administrator to use a speiciftUSB profile in
0KS Y- LLLQA LERNI O2yT¥
can also be selected in the KX Il Client when
required. See the user guide for more information

Do | always need to set a USB profil No. In many cases, ¢hdefault USB profile is

when | use virtual media? sufficient when using virtual media at the OS leve
operating at the BIOS level without accessing virt
media.

What profiles are available? Where Consult the user guide for the available prafiend
can | find more information? for more information.
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Appendix FFrequently Asked Questions

Question Answer
How is bandwidth used in Dominion KX Il offers totally new video processi
KVMover-IP systems? that provides flexible, high performance video,

efficient use of bandwidth and anytime/anywhere
access via LAN, WAN or Internet.

The Dominion KX Il digitizes, compresses and
encrypts the keyboard, videmnd mouse signals
from the target server and transmits IP packets
over the IP network to the remote client to create
the remote session to the user. The KX IlI provic
an atthe-rack experience based on its
industry-leading video processing algorithms.

Screen changes, i.e., video accounts for the
majority of the bandwidth used and keyboard
and mouse activity are significantly less.

It is important to note that bandwidth is only uset
when the user is active. The amount of bandwid!
used is based on thamount of change to the

ASNIDSNRAE OARS2 RAALI ¢

If there are no changes to the videdhe user is

not interacting with the serveg there is generally
little to no bandwidth used. If the user moves the
mouse or types a character, then there israall

amount of bandwidth used. If the display is runni
a complex screen saver or playing a video, then
there can be a larger amount of bandwidth used

How does bandwidth affect In general, there is a tradeff between bandwdth

KVMover-IP performance? and performance. The more bandwidth available
the better performance can be. In limited
bandwidth environments, performance can
degrade. The Dominion KX Il has been optimize
to provide strong performance in a wide variety ¢
environments.

Raritan. 237

Abrand of Olegrand’



Appendix FFrequently Asked Questions

Question
What facors affect bandwidth?

How much bandwidth does KX IIl us .

for common tasks?

How do | optimize performance and
bandwidth?

238

Answer

There are many factors that determine how muc
bandwidth will be used. The primary factor, note:
above, is the amount of change in the target

AaSNBVSNRa GARS2 RAALIX I E
dzaSNRa dlral FyR FOdGAz2y

Other factorsy Of dzRS G KS aSNBS
networking speed and characteristics, the KVM
Client Connection Properties, client PC resource
and video card noise.

FYRGARGK LINRYIF NRE @&
FyYyR I OlAz2yad ¢KS Y2N
changes, the more bandwidth is utilized.

R¢
B

KX Il provides wariety of settings in our remote
clients for the user to optimize bandwidth and
performance. The default settings will provide ar
at-the-rack level of performance in standard
LAN/WAN environments with economical use of
bandwidth.

Optimize For. Use thissetting to configure the
video engine for standard IT/computer applicatio
or for video/broadcast applications.

Compression. Move the slider to the left for the
highest possible video quality and to the right for
the least amount of bandwidth.

Noise Hter. In most cases, the default setting
will work best, however you can move to the left
for more responsive video and to the right for
lower bandwidth.

Other tips to decrease bandwidth include:

A Use a solid desktop background instead of a
complex imag

A Disable screensavers

A Use a lower video resolution on the target
server

A Uncheck the "Show window contents while
dragging" option in Windows

A Use simple images, themes and desktops (e.
Windows Classic)
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Appendix EFrequently Asked Questions

Question Answer

| want to connect over the Internet. It depends on the bandwidth and latency of the

What type of performance should | Internet connection between your remote client

expect? and the KX IIl. Wh a cable modem or high speed
DSL connection, your performance can be very
similar to a LAN/WAN connection. For lower spe
links, use the suggestions above to improve
performance.

| have a high bandwidth environmer The default settings will work well.  You can mc
How can | optimize performance? the Connection Properties settings to the left for
increased video performance.

What is the maximum remote (over The Dominion KX Il is the first and only

IP) video resolutiosupported? KVMover-IP switch to support full high definition
(HD) remote video resolution1920x1080 at
frame rates up to 30 frames per second with digi
audio.

In addition, popular widescreen formats are
supported, including 16001200, 1680x1050 anc
MnnnEdnns &2 NBY2(GS dz
higher resolution monitors.

How much bandwidth is used for It depends on the type of audio format used, but
audio? listen to CD quality audio, approximatelyo Mbps
is used.

What about servers with DVI ports? Servers with DVI ports that support BA(analog)
and DVl (integrated analog and digital) can use
wl NR { | W@Minexpénsite, passive adapter
O2y @SNII GKS aSNBSNDa ¢
dy 68 O02yySOGSR G2 |
Servers with DVI ports that support B\dr DVID
(digital) can use the new D2CGIMWUSEDVI CIM.

IPv6 Networking
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Appendix FFrequently Asked Questions

Question Answer

What is IPv6? IPv6 is the acronym for Internet Protocol Version 6. IPv
the "next generation" IP protocol which will replace the
current IP Version 4 (IPv4) protocol.

IPv6 addresses a number of problems in IPv4, such as
limited number of IPv4 addresses. It alsgproves IPv4 in
areas such as routing and network atgonfiguration.
IPVv6 is expected to gradually replace IPv4, with the twc
coexisting for a number of years.

IPV6 treats one of the largest headaches of an IP netw
FNRY (KS | RYAY leddchdfighirhdapaé
maintaining an IP network.

Why does KX Il support IPv6 U.S. government agencies and the Department of Defe

networking? are now mandated to purchase IRgeémpatible products.
In addition, many enterprises and foreign countrigsch
as China, will be transitioning to IPv6 over the next sev

years.
What is "dual stack" and why i: Dual stack is the ability to simultaneously support IPv4
it required? IPv6 protocols. Given the gradual transition from 1Pv4 t
IPv6, dual stdcis a fundamental requirement for IPv6
support.

How do | enable IPv6 on the K Use the "Network Settings" page, available from the

1?2 "Device Settings" tab. Enable IPv6 addressing and cho
manual or auteconfiguration. Consult the user guide for
more information.

What if | have an external The KX Il can access external servers via their IPv6
server with an IPv6 address th addresses, for example, an SNMP manager, syslog se
| want touse with my KX [lI?  or LDAP server.

& Ay 3 K S-statk architedtut Athese @zltetnal
servers can be accessed via: (1) an IPv4 add@sfv6
address or (3) hostname. So, the KX IIl supports the m
IPv4/IPv6 environment many customers will have.

2KIFG AT Ye ySUi¢KS Y- LLLQ& RSTrLdzZA G ySie

support IPv6? only. When you are ready to useu6, then follow the
above instructions to enable IPv4/IPv6 ds#dck
operation.

Where can | get more See www.ipv6.org for general information on IPv6. The

information on IPv6? LLL dzaSNJ 3dzARS RSaONAROGSaA
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Servers

Question Answer

Does Dominion KX Il depend on a Absolutely not Because users depend on the KV
Windows server to operate? infrastructure to always be available in any

scenario whatsoever (as they will likely need to t
the KVM infrastructure to fix problems), Dominio
KX 11l is designed to be completely independent
from any external server.

What should | do to prepare a serve Set the mouse parameter options to provide use

for connection to Dominion KX 11I?  with the best mouse synchronization and turn off
screensavers and any power management featu
that affect screen display.

What aout mouse synchronization? In the past, KVMver-IP mouse synchronization
gl & | FNHzZAGNI GAy3I SELX
Absolute Mouse Synchronization provides for a
tightly synchronized mouse without requiring
server mouse setting changes on Wimgonand
AppleeMac servers. For other servers, the
Intelligent Mouse mode or the speedy, single
mouse mode can be used to avoid changing the
server mouse settings.

What comes in the Dominion KX Il The following is included: (1) Dominion KX III

box? appliance, (2) Quick Setup Guide, (3) standard 1
rack mount brackets, (4) user manual-RDM, (6)
localized AC line cord and (7) warranty certificat
and other documentation.

Blade Servers

Question Answer
Can | connect blade servers to the Yes. Dominion KX Il supports popular blade ser
Dominion KX 1117 models from the leading blade server

manufacturers: H® IB\V, Delband Cisco

Which blade servers are supported? The following models are supported: Dell
PowerEdgel855, 1955 and M1000e; HP
BladeSystem c3000 and ¢7000; IBM BladeCentt
H, E and S; and Cisco UCSeBes.
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Question Answer

Which CIM should | use? It depends on the type of KVM ports on the spec
make and model athe blade server you are using
The following CIMs are supported: DCRS2,
DCIMUSBG2, D2CHMUSB and D2CHMVUSB.

Which types of access and control @ The Dominion KX Il provides automated and
available? secure KVM access: (1) at the rack, (2) refyo
over IP, (3) via CommandCenter and (4) by mod

Do | have to use hotkeys to switch Some blade servers require you to use hotkeys f

between blades? switch between blades. With the Dominion KX Il
g82dz R2y Qi KI @S G2 dzas
the name of the blade server, and the Dominion
[l will automatically switch to that blade without
the explicit use of the hotkey.

/'y L | O0OO0OSaa G KS Yes. Youcan define the URL of the managemer

management module? module and accessfitom the Dominion KX Il or
from our CommandCenter Secure Gateway. If
configured, oneclick access is available.

How many blade servers can | For performance and reliability reasons, you can

connect to a Dominion KX [11? connect up to eight blade chassis to a Dominion
[1l, regardless of model. Raritan recommends
connecting up to two times the number of remot¢
connections supported by the device. For examg
with a KX216 with two remote channels, we
recommend connecting up to four blade server
chassis. You can, of course, connect individual
servers to the remaining server ports.

LQY 'y Sy SNLINR & Yes. Once blade servers are configured on the

CommandCenter Secure Gateway. Dominion KX Ill, the CommandCenter Secure

Can | access blade serveis v Gateway user can access them via KVM

CommandCenter Secure Gateway? connections. In addition, the blade servers are
organized by chassis as well as CommandCente
Seare Gateway custom views.

What if | also want iband or In-band and embedded access to blade servers
embedded KVM access? be configured within CommandCenter Secure
Gateway.

LQY NIXzyy *keh3ome afény YesWith CommandCenter Secure Gateway, yol
blade servers. Is this supported?  can display and access virtual machines running
blade servers.
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Question Answer

Is virtual media supported? This depends on the blade server. HP blades ca
support virtual media. The IBM BladeCenter
(except for BladeCenter T)sports virtual media if
configured appropriately. A virtual media CtM
D2CIMVUSB or D2CHVUSR, must be used.

Is Absolute Mouse Synchronization Servers with internal KVM switches inside the

supported? blade chassis typically do not support absolute
mouse technology. For HP blade and some Dell
blade servers, a CIM can be connected to each
blade, so Absolute Mouse Synchronization is
supported.

Is blade access secure? Yes. Blade access uses all of the standard Dom
KX Il security features such as 4##8or 256bit
encryption. In addition, there are blaespecific
security features such as per blade access
permissions and hotkelglocking that eliminates
unauthorizel access.

Does the Dominion KSX Il or the KX At this time, these products do not support blade

I1l-101 support blade servers? servers.
Installation
Question Answer

Besides the appliance itself, what d¢ Each server that connects to Dominion KX IlI

need to order to install Dominion KX requires a Dominion or Paragon computer

1?2 interface module (CIM), an adapter that connect
directly to the keyboard, video and mouse ports
the server.

Which kind of Cat5 cabling should b Dominion KX Il can use any standard UTP

used in my installaon? (unshielded twisted pair) cabling, whether Cat5,
Catbe or Cat6. Often in our manuals and market
literature, Raritan will simply say "Cat5" cabling 1
short. In actuality, any brand UTP cable will suffi
for Dominion KX I11.

Which types of servers and PCs car Dominion KX Il is completely vendor independe

connected to Dominion KX 111? Any server with standardsompliant keyboard,
video and mouse ports can be connected. In
addition, servers with sél ports can be controlle
using the DSAM.
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Question Answer

How do | connect servers to Domini Servers that connect to the Dominion KX 11l requ

KX 117? a Dominion or Paragon CIM, which connects
directly to the keyboard, video and mouse ports
the server. Then,annect each CIM to Dominion k
[l using standard UTP (unshielded twisted pair)
cable such as Cat5, Cat5e or Cat6.

How far can my servers be from In general, servers can be up to 150 feet (45 m)

Dominion KX [11? away from Dominion KX Ill, depending oe tigpe
of server. (Se&@arget Server Video Resolution
Supported Connection Distances and Refresh
Rates(on pagel95) For the D2CIWUSB CIMs
that supports virtual media and Absolute Mouse
Synchronization, a 16@ot (30 m) range is
recommended.

Some operating systems lock up wh Each Dominion computer interface module (DCI

| disconnect a keyboard or mouse dongle acts as a virtual keyboard and mouse to

during operation. What prevents server to which it is connected. This technology

servers connded to Dominion KX Il called KME (keyboard/mouse emulatior®®  w |

from locking up when | switch away KME technology is data center grade, batdsted

from them? and far more reliable than that found in lowend
KVM switches: it incorporates more than 15 yeal
of experience and has been deployed to millions
servers worldwide.

Are there any agents Servers connected to Dominion KX 11l do not
that must be installed on servers require any software agents to be installed beca
connected to Dominion KX 111? Dominion KX Il connects directly via hardware t

1 KS & SNIS Nile antl BaugePortdR 3
How many servers can be connecte Dominion KX Il models range from 8, 16 or 32
to each Dominion KX Il appliance? server ports in a 1U chassis, to 64 server ports il
H! OKIF&aaraod ¢KA&A Aa GF
KVM switchport density.
What happens if | disconnect a serv Dominion KX Il will automatically update the
from Dominion KX Il and reconnect serve port names when servers are moved from
to another Dominion KX 11l applianct port to port. Furthermore, this automatic update
or connect it to a different port on th: does not just affect the local access port, but
same Dominion KX Il appliance?  propagates to all remote clients and the optional
CommandCenter Secure Gateway management
appliance.
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Question Answer

How do | connetca serially controlled Connecting a KX Il and a Dominion Serial Acce:
(R$232) device, such as a Cisco Module (DSAM) provides serial access for the K

router/switch or a headless Sun  The DSAM is & @r 4 port seriaimodule that

server, to Dominion derives power from the KX Il
KX 1I?

Local Port KX Il

Question Answer
Can | access my servers directly fro Yes. At the rack, Dominion KX Il functions just lik
the rack? traditional KVM switclg allowing control of up to 6¢

servers using a single keyboard, monitor and mot
You can switch between servers by the browser-
based user interface or via a hotkey.

Can | onsolidate the local ports of  Yes. You can connect the local ports of multiple k

multiple KX 1lIs? [l switches to another KX III using the "tiering"
feature of the KX Ill. You can then access the ser
connected to your KX Il appliances from a single
point in the data center via a consolidated port lis

When | am using the local port, do | No. The Dominion KX IIl local port has a complet:

prevent other users from accessing independent access path to the servers. This me:

servers remotely? a uer can access servers locally at the rack
without compromising the number of users that
access the rack remotely at the same time.

Can | use a USB keyboard or mous: Yes. The Dominion KX Il has USB keyboard and

the local port? mouse ports on the local port. Dominion KX IlI
switches do not have PS/2 local ports. Customers
with PS/2 keyboards and mice should utilize a PS
to USB adapter.

Is there an onscreen display (OSD) , S& > 0 dzli 5 2 YthefdckRagcest goeslL
local,at-the-rack access? way beyond conventional OSDs. Featuring the
A Y Rdzi 0 NB Q dbaded ingrface orNE ¢ &
atthe-NI O1 F O0S&aasz 52YAYA
the same interface for local and remo&ecess.
Moreover, most administrative functions are

available at the rack.
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Question Answer

How do | select between servers  The local port displays the connected servers usii

while using the local port? the same user interface as the remote client. Use
connect to a server with a simple click of the mous
or via a hotkey.

How do | ensure that only authorize( Users attempting to use the local port must pass
users can access servers from the same level of authentication as those accessing
local port? remotely. Thé means that:

If the Dominion KX 11l is configured to interact witt
an external RADIUS, LDAP or Active Direttory
server, users attempting to access the local port \
authenticate against the same server.

If the external authentication servers are
unavailable, Dominion KX IlI fails over to its own
internal authentication database.

Dominion KX Il has its own staatbne
authentication, enabling instant, owdf-the-box
installation.

Extended Local Port

Question Answer

What is the extended local port? The Dominion KX208, KX2B32 and KX364
featured an extended local port. The correspond
Dominion KX Il models do not have an extende:
local port. Instead all KX lll models have a tieri
port.

To extend the KX IlI's digital local port, you can t
the Raritan Cat5 Reach DQprbduct for local and
remote access up to 500 meters.
SeeConnecting a KX Il and Cat5 Reach bVI
Provide Extended Local Port Functionalfon
pagel70)

Dual Power Supplies
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Question Answer

Does Dominion KX Il have a dual  Yes. All Dominion KX Il models come equipped \

power option? dual AC inputs and power supplies with automatic
failover. Should one of the power inputs or power
supplies fail, then the KX Il will automatically swit
to the other.

Does the power supply used by .Sad 52YAYyA2Yy Y- LLLQaA
Dominion KX Il automatically detec’ AC voltage ranges from 1240 volts, at 5060 Hz.
voltage settings?

If a power supply or input fails, will | The Dominion KX Il front panel LED will notify th

be notified? user of a power failure. An entry will also be sent
the audit log and displayed on the KX remote clie
user interface. If configured by the administrator,
then SNMP or syslog events will be geneda

Intelligent Power Distribution Unit (PDU) Control

Question Answer

What type of remote power control wl NAGFyQa Ay idSttA3asSyd
capabilities does Dominion KX 1l Dominion KX Ill to provide power control of targe
offer? servers and other equipment. For servers, after i

simple onetime configuration step, just click on
the server name to power on, off or to recycle a
hung server.

What type of power strips does wl NR Gy Qa »am@RémofeAPBwer Gontrc
Dominion KX 11l support? (RPC) power strips.

These come in many outlet, connector and amp
variations. Note that you should not connect the
PM series of power strips to the Dominion KX IlI
these power strips do not provide outkgvel

switching.
How many PDUs can be connected Up to eight PDUs can be connected to a Domini
a Dominion KX [11? KX Il appliance.
How do | connect the PDU to the  The D2CIMPWR is used to connect the power st|
Dominion KX [11? to the Dominion KX Ill. The D2GAWR must be
purchased separately; it does not come with the
PDU.
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Question

Does Dominion KX Il support serve
with multiple power supplies?

Does the Dominion KX Il display
statistics and measurements from tr
PDU?

Does remote power control require
any special configuration of attache
servers?

What happens when | recycle powel
to a server?

Answer

Yes. Dominion KX Ill can be easily configured ta
support servers with multiple power supplies
connected to multiple powestrips. Four power
supplies can be connected per target server.

Yes. PD4evel power statistics, including power,
current and voltage, are retrieved from the PDU
and displayed tahe user.

Some servers ship with default BIOS settings su
that the server does not automatically restart aft
losing and regaining power. For these servers, s
these@SNDRA R2O0dzYSyidl GdAazy

Note that this is the physical equivalent of
unplugging the server from the AC power line, al
reinserting the plug.

Ethernet and IP Networking

Question
2Kl G A& GUKS aLlsss
Ethernet interfaces?

Can | access Dominion
KX Il over a wireless connection?

Does the Dominion KX Il offer dual
gigabit Ethernet ports to provide
redundant failover or load balancing
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Answer

Dominion KX 11l supports gigabit as well as 10/10
Ethernet. KX Il supports two 10/100/106peed
Ethernet interfaces, with configurable speed and
duplex settings (either auto detected or manually
set).

Yes. Dominion KX Il not only uses standard
Ethernet, but also very conservative lmhwmidth with
very high quality video. Thus, if a wireless client h
network connectivity to a Dominion KX Ill, servers
can be configured and managed at the BIOS leve
wirelessly.

Yes. Dominion KX Il features dual gigabit Ethern
ports to provide redundant failover capabilities.
Should the primary Ethernet port (or the
switch/router to which it is connected) fail,
Dominion KX Il will failover the secondary
network port with the same IP addregensuring
that server operations are not disrupted. Note tha
automatic failover must be enabled by the
administrator.

Raritan.

A brand of Olegrand



Appendix EFrequently Asked Questions

Question Answer

Can | use Dominion KX Il with a VP Yes. Dominion KX Il uses standard InteRretocol
(IP) technologies from Layer 1 through Layer 4.
Traffic can be easily tunneled through standard
VPNs.

Can | use KX IIl with a proxy server’ Yes. KX Ill can be used with a SOCKS proxy sen
assuming the remote client PC is configured
approprately. Contact the user documentation or
online help for more information.

How many TCP ports must be open Two ports are required: TCP port 5000 to discove

my firewall in order to enable other Dominion appliancesna for communication

network access to Dominion KX I1I? between Raritan appliances and-SG; and, of
course, port 443 for HTTPS communication.

Are these ports configurable? . Sad 52 Y sTGPyits Are corifiguilalide k
the administrator.

Can Dominion KX Il be used with  Dominion KX [l may work with remote access

Citrixe? products like Citrix if configured appropriately, but
Raritan cannot guarantee it will work with
acceptable performance. Customers should realiz
that products like Citrix utilize video redirection
technologies iilar in concept to digital KVM
switches so that two KVMver-IP technologies are
being used simultaneously.

Can the Dominion KX Il use DHCP’ DHCP addressing can be used; however, Raritan
recommends fixed addressing since the Dominior
KX Il is an indistructure appliance and can be
accessed and administered more effectively with
fixed IP address.
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Appendix EFrequently Asked Questions

Question Answer
LQY KI @Ay3 LINRGf The Dominion KX Il relies on your LAN/WAN
the Dominion KX Il over my IP network. Some possible problems include:

network. What could be the problem A - Ethernet autenegotiation. On some networks,
10/100 autenegotiation does not work properly
and the Dominion KX Il appliance must be se
100 Mb/full duplex or the appropriate choice fc
its network.

A Duplicate IP address. If the IP address of the
Dominion KX Il is the same as another
appliance, network connectivity may be
inconsistent.

A Port 5000 conflicts. If another appliance is usil
port 5000, the Dominion KX Il default port mu
be changed (or th other appliance must be
changed).

A When changing the IP address of a Dominion
[, or swapping in a new Dominion KX I,
sufficient time must be allowed for its IP and
Mac®addresses to be known throughout the
Layer 2 and Layer 3 networks.

Local Port Consolidation, Tiering and Cascading
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Question

How do | physically connect multiple
Dominion KX Il appliances together
into one solution?

Raritan.
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Answer

To physically connect multiple KX 11l appliances
together for consolidated local access, you can
connect the Tiering ports of multiple "tiered" (or
"cascaded") KX Ill switches to a "base" KX Il us
the Tiering port of the KX IIl. You can then acces
the servers connected to your KX Il appliances
from a single point in the data center via a
consolidated port list.

The Tiering port must be used to connect the
tiered KX 11l switch to the base switch.

Access via the consolidated port list is available
the data center or even from a remote PC. All
servers connected to the tiered KX llls can be
accessed via a hierarchical port list or via searck
(with wildcards).

Two levels of tiering are supported; up to 1024
appliances can be accessed in a tiered
configuation. Remote power control is also
supported.

Virtual media, smart card and blade server acce:
via tiered access will be supported in a future
release. Of course these features are available
when accessed via a standard remote connectio

While remote P server access via the consolidat:
port list is available as a convenience, remote
accessing a tiered server from CommandCenter
via the KX Il the server is connected to, is
recommended for optimal performance.
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Appendix FFrequently Asked Questions

Question

Do | have to physically connect
Dominbn KX Ill appliances together?

Is CESG required?

Answer

Multiple Dominion KX Il appliances do not need
be physically connected together. Instead, each
Dominion KX Il appliance connects to the netwc
and they automatically work together as a single
solution if deployed wittw I NR& G | y Q&
CommandCenter Secure Gateway-&&)
management appliance.

CGSG acts as a single access point for remote
access and management.

CCSG offers a significant set of convenient tools
such as consolidated configuration, consolidatec
firmware update and a single authentication and
authorization database.

Customers using C&G for centralized remote
F00Saa OFy YIF1S 322R ¢
(cascading) feature to consolidate the local ports
multiple KX 11l switches and locally accessaup t
1024 servers from a single console when in the
data center.

For customers wanting staralone usage (without
a central management system), multiple Dominic
KX Il appliances still interoperate and scale
together via the IP networkMultiple Dominion KX
[l switches can be accessed from the KX IlI
Web-based user interface.

Can | connect an existing analog KVI Yes. Analog KVM switches can be connected to

switch to Dominion KX I1?

2T 52YAYA2Y Y- LLLQUESB:
computer interface module (CIM), and attach it t
the user ports of the existing analog KVM switch

Analog KVM switches supporting hotkegsed
switching on their local ports can be tiered to a
Dominion KX Il switch and switched via a
consolidated prt list, both remotely and in the
data center.

Please note that analog KVM switches vary in th
specifications and Raritan cannot guarantee the
interoperability of any particular thirgharty analog
KVM switch. Contact Raritan technical support f(
further information.
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Appendix EFrequently Asked Questions

Computer Interface Modules (CIMs)

Question Answer

What type of video is supported by Our CIMs have traditionally supported analog V(

your CIMs? video. Three new CIMs support digital video
formats, including DVI, HDMI and DisplayPort.
These are the D2CHAVUSBDVI,
D2CIMDVUSBADMI and D2CINDVUSHEDP.

Can | use computer interface modul Yes. Certain Paragon computer interface modul
6/ Laaiv FTNRBY t I NI (CIMs)may work with Dominion KX IIKX Il (Ple
matrix KVM switch, with Dominion K check the Raritan Dominion KX 11l Rekeblotes on
1? the website for the latest list of certified CIMs.)

However, because Paragon CIMs cost more tha
Dominion KX Il CIMs (as they incorporate
technology for video transmission of up to 1,000
feet [304 m]), it is not generally advisable to
purcha® Paragon CIMs for use with Dominion K
[ll. Also note that when connected to Dominion k
[ll, Paragon CIMs transmit video at a distance of
to 150 feet (46 m), the same as Dominion KX 111
CIMs¢ not at 1,000 feet (304 m), as they do whe
connected to Peagon.

Does Dominion KX Il support Para¢ Yes. The Dominion KX Il supports Paragon Il D

Dual CIMs? CIMs (P2CIM\PS2DUAL and P2CMUSBDUAL),
which can connect servers in the data center to
two different Dominion KX Il switches.

If one KX Ill swéh is not available, the server can
be accessed through the second KX Il switch,
providing redundant access and doubling the lev
of remote KVM access.

Please note these are Paragon CIMs, so they dc
support the KX 11l advanced features such as Mir
media, absolute mouse, audio, etc.

Security
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Appendix FFrequently Asked Questions

Question Answer
Is the Dominion KX Il FIPS 240 The Dominion KX Uises an embedded FIPS 120
Certified? validated cryptographic module running on a Lin

platform per FIPS 148 implementation
guidelines. This cryptographic module is used fo
encryption of KVM session traffic consisting of
video, keyboard, mouse, virtual media aswhart

card data.
What kind of encryption does Dominion KX Il uses indusstandard (and
Dominion KX Ill use? extremely secure) 256it AES, 128it AES or

128bit encryption, both in its SSL communicatio
as well as its own data stream. Literallydeta is

transmitted between remote clients and Dominia
KX 1l that is not completely secured by encryptic

Does Dominion KX Il support AES Yes. The Dominion KX Il utilies Advanced
encryption as recommended by the Encryption Standard (AES) for added security.
Po{ ® I2BSNYYSy i Q 256bitand 128bit AES is available.
standards?
AES is a U.S. governmemproved cryptographic
algorithm that is recommended by the National
Institute of Standards and Technology (NIST) in
FIPS Standdrl97.

Does Dominion KX Il allow encrypti Unlike competing solutions, which only encrypt

of video data? Or does it only encry| keyboard and mouse data, Dominion KX Il does

keyboard and mouse data? not compromise security it allows encryption of
keyboard, mouse, video and virtual media data.

How does Dominion KX Ill integrate Through a very simple configuration, Dominion

with external authentication servers 1l can be set to forward all authenticatioequests

such as Active Directory, RADIUS o to an external server such as LDAP, Active Direc

LDAP? or RADIUS. For each authenticated user, Domin
KX 11l receives from the authentication server the
user group to which that user belongs. Dominior
Y- LLL GKSY RSGSNNAYyS:E
permissions depending on the user group to whi
he or she belongs.

How are usernames and passwords { K2 dz2f R 52 YAy A2y Y- LLL

stored? capabilities be used, all sensitive information, su
as usernames and passwords, is stored in an
encrypted format. Literally no one, including
Raritan technical support or product engineering
departments, can retrieve those usernames and
passwords.
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Appendix EFrequently Asked Questions

Question Answer
Does Dominion KX Ill support stron¢ Yes. The Dominion KX Il has
passwords? administratorconfigurable, strong password

checking to ensure that usereated passwords
meet corporate and/or government standards ar
are resistant to brute force hacking.

Can | upload my own digital certifica Yes. Customers can upload seifned or certificate

to the Daminion KX KX [111? authority-provided digital certificates to the
Dominion KX III for enhanced authentication anc
secure communication.

Does the KX Il support a configurak YesFor government, military and other

security banner? security-conscious customers requiring a security
message before user login, the KX Il can displa
userconfigurable banner message and optionall:
require acceptance.

My security policy does not allow the¢ Yes. For customers wishing to avoid the standar

use of stadard TCP port numbers. TCP/IP port numbers to increase security, the

Can | change them? Dominion KX III allows the administrator to
configure alternate port numbers.

Smart Cards and CAC Authentication

Question Answer

Does Dominion KX Il support smart car Yes. Smart cards and DoD common access ¢

and CAC authentication? (CAC) authentication to target servers is
supported.

What is CAC? Mandated by Homeland Security Presidential

Directive 12 (HSRIR), CAC is a type of smart
card created by the U.S. government and use
by U.Smilitary and government staff. The CA!
card is a multitechnology, multipurpose card;
the goal is to have a single identification card
For more information, see the FIPS 201
standards.

Which KX 1l models support smart All Dominion KX Il ndels are supported. The
cards/CAC? Dominion KX H101 models do not currently
support smart cards and CAC.

Do enterprise and SMB customers use Yes. However, the most aggressive deploymi
smart cards, to0? of smart cards is in the U.S. federal governm
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Appendix EFrequently Asked Questions

Question

Which CIMs support
smart card/CAC?

Answer

The D2CIMDVUSB, D2CHIVUSEDVI,
D2CIMDVUSBHDMI and D2CINDVUSEDP are
the required CIMs.

Which smart card readers asupported? The required reader standards are USB CCIL

and PC/SC. Consult the user documentation
a list of certified readers and more informatiol

Can smart card/CAC authentication wor Yes. Smart card/CAfDithentication works on

on the local port and via
CommandCenter?

both the local port and via CommandCenter.
For the local port, connect a compatible smar
card reader to the USB port of the Dominion |
.

256

Manageability

Question

Can Dominion KX Il be remotely
managed and configured via Web
browser?

Answer

Yes. Dominion KX Il can be completely configur
remotely via Web browser. Note that this does
require that the workstation have an appropriate
Java Runtime Environment (JRE) version installi
.SaARSa GKS AyAGAIft &¢
addressgverything about the solution can be
completely set up over the network. (In fact, usir
I ONRP&aa2@SNJ 9GKSNYySi
default IP address, you can even configure the
initial settings via Web browser.)

Can | back up and restore Dominion, S&® 52 YAy A2y VY. LLLQE
Y - LLLQ& O2y ¥FA 3dzconfigurations can be completely backed up for

What auditing or logging does
Dominion KX 1l offer?

later restoration in the event of a catastrophe.

52YAYA2Yy Y- LLLQa ol O}
can be used remotely over the netwouds, through
your Web browser.

For complete accountability, Dominion KX Il log
all major user events with a date and time stamg
For instance, reported events include (but are nc
limited to): user lgin, user logout, user access of
particular server, unsuccessful login, configuratic
changes, etc.

Raritan.

A brand of Olegrand



Question

Can Dominion KX Il integrate with
syslog?

Can Dominion KX Il integrate with
SNMP?

Canan administrator logpff a user?

'y S52YAYAZY Y-
syrchronized with a timeserver?

Appendix EFrequently Asked Questions

Answer

.Sa® LY [RRAGARZ2Y G2 53z
logging capabilities, Dominion KX IIl can send al
loggedevents to a centralized syslog server.

.Saod Ly FTRRAGAZ2Y G2 532
logging capabilities, Dominion KX IIl can send S
traps to SNMP management systems. SNMP v2
v3 are supported.

Yes, administrators can view which users are
logged into which ports and can ladf a user from
a specific port or from the appliance if required.

Yes. Dominion KX Il supports the industigndard
NTP protocol for synchronization with either a
corporate timeserver, or with any public
timeserver (assuming that outbound NTP reques
are allowed through the corporate fiveall).

Documentation and Support

Question
Is online help available?

Where do | find documentation on
the Dominion KX 111?

What documentation is available?

Answer

Yes. Online help is available from the KX Il uset
interface, and at raritan.com with the
documentation.

Online help includes KX Il administration and er
user information on using the Remote Console,
Virtual KVM Client (VKC) Active KVM Client (AK
and local Console, as well KX Il specifications,
informational notes, using KX Il with Paragon II,
connecting KX Il to the Cat5 Reach DVI, conne(
KX 11l to the T17GRED, and so on.

The documentatin is available at raritan.com. Th
documentation is listed by firmware release.

A Quick Setup Guide, online help, a PDF versior
the help in the form of an Administrators Guide
and a Users Guide, as well as Releases\and
other information are available.

What CIM should | use for a particul Consult the CIM Guide available with the KX 111

server?
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Appendix EFrequently Asked Questions

Question Answer
How bng is the hardware warranty The Dominion KX Ill comes with a standard
for the KX [11? two-year warranty, which can be extended to 5

years of warranty coverage.

Miscellaneous

Question Answer

2KIFIG Aad 52YAYAZ2Y 192.168.0.192

address?

2 KOG A& 52YAYA2Y ¢KS 52YAYyA2y Y- LLLQA
username and password? password are admin/raritan. However, for the

highest level of security, the Dominion KXdttes
the administrator to change the Dominion KX IlI
default administrative username and password
when the appliance is first booted up. Username
not case sensitive.

I changed and subsequently forgot Dominion KX Il contains a hardware reset butto

52YAYA2Y Y- LLL Q thatcanbe used to factory reset the appliance,

password; can yoretrieve it for me? which will reset the administrative password on
the appliance to the default password.

How do | migrate from the Dominion In general, KX Il customers can continue to use

KX 1l to Dominion KX I11? their existing switches for many years. As their d
centers expand, customers can purchase and us
GKS yS¢6 Y- LLL Y2RSftac
management appliance, CommandCenter Secul
Gateway (CGG) Release 6.0 supports KX Il and
[l switches seamlessly.

Will my existing KX Il CIMs work wit Yes. Existing KX Il CIMs will work with the Domi

Dominion KX Il switches? KX Il switch. Iaddition, select Paragon CIMs will
work with the KX IIl. This provides an easy
migration to KX IIl for Paragon Il customers who
wish to switch to KVM over IP. However, you me
want to consider the D2CHMUSB and
D2CIMDVUSB CIMs that support virtual media,
audio and Absolute Mouse Synchronization.
Additionally, digital video CIMs supporting DVI,
HDMI, and Display Port are also available.
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